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PykoBOCTBO Monb3osarens BeegeHue

NMABA 1. BBEOEHUE

Aydumopusi u codepxkaHue
B nanHOM pykoBOJCTBE MPUBOAUTCS onucaHue Mapupyrtusaropa DIR-615S, nopsiiok HacTpoiku u
PEKOMEHALINY 110 €70 UCIIOJIb30BaHUIO.

Hacrosiiiee pykKoBOACTBO IpEIHA3HAYEHO JUISL  IIOJIB30BATENICH, 3HAKOMBIX C OCHOBHBIMHU
MPUHLMIIAMUA OpraHu3aluyd CETEH, KOTOPBIE CO3MAI0T JIOMAIIHIOK JIOKAIBHYK) CETh, a TaKXe
CUCTEMHBIX aJIMHHUCTPATOPOB, KOTOPBIC YCTAHABIMBAIOT M HACTPAaWBAIOT ceTH B oducax
KOMITaHUH.

YcrnoeHblie 0603HaYeHUs

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT TOKYMEHTA.

Ilpeosapumenvnan

Cchbllka Ha TIIaBy WITU pa3/ieN JaHHOTO PYKOBOJICTBA MOJIb30BaTEIS.
noozomoexa

«Kpamkoe pyxoeoocmeo
P Py Ccblika Ha TOKYMEHT.

no ycmanogke»

N3MEHUTL Ha3Banue pasnena MeHIO, MyHKTa MEHIO, Kakoro-jinbo sjeMeHTa
web-unTepdeiica (mmomne, Gpruaxok, NepeKIodareb, KHOMKA U Tp.).

192.168.0.1 Tekct, KOTOpBI HE0OXOJMMO BBECTH B YKa3aHHOE TIOJIE.

Baxnas wuHpopmanus, Ha KOTOpPYl0 HeoOXoqumMo oOpaTuth

' Nudopmarus
| |

BHUMAHUC.

Cmpykmypa dokymeHma

Tnhaea 1 COACPIKUT CBCACHUA O HASHAYCHHUU U OpraHu3aliu JOKYMCHTA.

Inasa 2 conepXUT ONHUCAHHWE TEXHUYECKUX XapakTepucTUk Mapuipytusatopa DIR-615S u ero
BHEIIHETO BU/IA, a TAK)KE TIEPEUHUCIICHUE COEPKUMOTO KOMIIEKTA OCTABKHU.

Inasa 3 ommchIBaeT Ipoliecc ycTaHOBKM Mapuipytusatopa DIR-615S u HacTpoiiku koMmbroTepa
JUTSI TIOJIKITIOUEeHUS K Web-uHTepdeiicy ycTpoiicTBa.

I'nasa 4 copepkuUT MOIPOOHOE OMICAHKE BCEX Pa3eioB MEHIO web-unTepdeiica.

Inasa 5 conepxut pekoMeHIaIMK 110 0€30MMaCHOMY MCIOJIb30BaHMI0 MapiipyTu3aTtopa DIR-615S u
COBETHI IO TOCTPOEHUIO OECIIPOBOHOM CETH.

I'naéa 6 conepXUT CIUCOK COKpaIleHWH, HAmOOJee YacTO HCIOJIb3YEeMBIX B PYKOBOJCTBAX
MOJIb30BATENs sl KIIMEHTCKOro obopynoBanus D-Link.
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MABA 2. OB30OP MAPLUPYTU3ATOPA

O6uwee onucaHue

YerpoiictBo DIR-615S mpezacrasisier co6oii 6ecripoBOIHONW MapHIpyTHU3aTOp CO BCTPOCHHBIM 4-
MOPTOBBIM KOMMYTAaTOpPOM, KOTOPBIN MO3BOJIIET OBICTPO M MPOCTO OPraHU30BaTh OECIIPOBOIHYIO U
IIPOBOJIHYIO CETh JIOMa U B ouce.

Bbl Takxke MoxeTe MOAKIIOUUTH OecrpoBoaHOM MapuipyTtu3arop DIR-615S k kaOGenbHoMy wmin
DSL-mogemy wnm BbifeneHHo Ethernet-nuauu, dYroOBI HCMONB30BaTh  BBICOKOCKOPOCTHOE
COCJMHEHUE C CeThbi0 VHTepHEeT Mjs pelIeHus MIMPOKOro Kpyra npodecCHOHaJIbHBIX 3ajad.
Berpoennslit 4-mMopTOBBI KOMMYTATOp MapUIpyTH3aTopa MO3BOJSET MOAKIIOYATh KOMITBIOTEPHI,
ocHauiennsle Ethernet-anantepamu, UrpoBbsle KOHCOIM U IpyTHe yCTpoiicTBa k Barueii cetu.

Hcnonb3yst OecnpoBognoii mapmipytuzarop DIR-615S, Bwl cmoxere OBICTPO OpraHHU30BaTh
OecIpOBOJHYIO CETh JoMa M B oduce, NPEIOCTaBUB AOCTYN K ceTu VIHTepHEeT KOMIIbIOTepam U
MOOWJIBHBIM YCTPOMCTBAM MPAKTUYECKH B JFOOOH TOUke (B 30HE JEMCTBUS OSCIPOBOAHON CETH).
MapuipyTuzaTtop MOXET BBINOMHATh (PYyHKIMM 0a30BOM CTAaHIMM S TOAKIIOUEHHS K
OecIpOBOTHON CETH YCTPOWCTB, paboraromux mo cranmapram 802.11b, 802.11 u 802.11n (co
CKOPOCTBIO OecnipoBoAHOTO coequHenus 10 300 Mour/c).

B wmapmpyTtH3arope peann3oBaHO MHOXECTBO (YHKIMH mis OecrpoBomHOro uUHTEpdeiica.
YCTpoicTBO  MOAAEpKUBAET HECKONbKO craHmaproB ©OezomacHoctu (WEP, WPA/WPA2),
GUIBTpaMIO TMOJKIOYaeMbIX ycTpoiicTB mo MAC-aapecy, a Takke TO3BOJSET HCIOIb30BaTh
texHonoruu WPS u WMM.

Kpome Toro, ycTtpoicTBO 00OpYyIOBaHO KHOMKOW Ui BBIKIIOYeHHs/BKItoueHus Wi-Fi-cetn. B
clly4ae HEOOXOAUMOCTH, HapuMep, yesxas u3 1omMa, Bel MOkeTe BBIKIIOUUTH OECIIPOBOIHYIO CETh
MapLIpyTH3aTOpa OJHHUM HaXKaTHEM Ha KHOIIKY, [P 3TOM YCTpPOMCTBa, mojkiatodeHHble K LAN-
[OpPTaM MapIIpyTU3aTOpa, OCTAHYTCS B CETH.

OyHKIUS HMHTEUIEKTyallbHOrO pacnpeaeneHus Wi-Fi-kiueHToB OyneT mone3Ha sl ceTel,
COCTOALIMX W3 HECKOJIBKUX TOYEK JOCTyna WiIM MapupyTtuzaropoB D-Link — HacTpouB pabory
GYHKIMM Ha KaXAOM M3 HHUX, Bbl oOecneunte MOJAKIIOYEHHE KIMEHTAa K TOYKE JIOCTYIa
(MapLIpyTH3aTOPy) ¢ MAaKCUMaJIbHBIM YPOBHEM CUTHAJA.

BosmoxxHocTh HacTpoiiku rocreBoit Wi-Fi-cetn no3sonut Bam co3nate oTaenbHy0 6ecrpoBOIHYIO
CeTb C MHJMBUAYaAIbHBIMU HACTPOHKaMH 0€30M1aCHOCTH U OIpaHMYEHHEM MaKCHUMaJIbHON CKOPOCTH.
VYerpolicTBa TOCTEBOM CETH CMOTYT MOAKIIOUUTHCA K MHTepHeTy, HO OyayT H30JIMPOBaHBI OT
YCTPOMCTB M PECYPCOB JIOKAJIBHOM CETH MapILIPyTU3aTOpa.

becnipoognoit mapuipyTtuzarop DIR-615S ocHamieH BCTPOEHHBIM MEKCETEBBIM  3KPAHOM.
Pacmpennsle GpyHKIMM 0€30MaCHOCTH TMO3BOJISIOT MUHUMHU3HUPOBATH IOCIEACTBUS JEHCTBUI
XaKEpOB M MPEJOTBPAILAIOT BTOPKEHUsI B Baily ceTh M JOCTYyn K HEXenareabHbIM CalTaM st
noJip3oBaresnei Baiel 10KalbHOU CETH.

Berpoennsniit ceppuc Anaexc.DNS obGecrnieunBaeT 3amuTy OT BPEIOHOCHBIX M MOIICHHUYECKHX
CalTOB, a TaKXe MMO3BOJIIET OTPAHUYUTH TOCTYII JE€TEH K «B3POCIBIMY) MaTepuaiam.
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s HacTpoiiku OecnpoBogHoro mapiipyrtuzaropa DIR-615S ucnonb3yercst mpocToit U ynoOHBIH
BCTPOCHHBIN web-uHTepdeiic (T0CTyneH Ha IBYX S3bIKaX — PyCCKOM M aHTIIMHCKOM).

Mactep HacTpoilku mozBonsieT ObicTpo mepeBect DIR-615S B pexxum mapuipyTtuszaropa (s
MOAKJIIOYEHUS K IPOBOAHOMY HJIM OECIPOBOAHOMY MPOBANAEPY), TOUKH TOCTYTA, HOBTOPUTEIS WIH
KJIMEHTA U 33JaTh BCe HEOOXOIUMBIEC HACTPOMKH Il pabOThl B BHIOPAHHOM PEKUME 332 HECKOJIBKO
IIPOCTBIX ILIAr0B.

Taxxe DIR-615S nonnep)xuBaeT HaCTpOWKY M yNpaBlIeHUE C MOMOIIBI0 MOOUIBHOTO HPUIIOKEHHS
i yerpoicT nop ynpasienueM OC Android u 10S.

Bbr nerko moxxkere oOHOBUTH BecTpoeHHoe I1O — mapmipyTtuszarop caM HaxOAUT MPOBEPEHHYIO
Bepcuto [0 Ha cepBepe oOHOBneHwit D-Link u yBemomiser mnonbp3oBareiass O TOTOBHOCTH
YCTaHOBUTbH €rO.
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0630p MapwpyTusaTopa

TexHu4YecKue xapakmepucmukKku

AnnapatHoe ob6ecneyeHue

Mpoueccop RTL8196D (620 MI'u)
OnepaTvBHasA NamMATb 32 MB, DDR1
Flash-namatb 4 MB, SPI
UHTepdpelichbl Mopt WAN 10/100BASE-TX
4 nopta LAN 10/100BASE-TX
UHpukaTopbl MNutaHune
BecnpoBoaHas ceTb
WPS
WHTepHeT
4 vHgnkaTtopa JlokanbHas ceTb
KHonku KHonka ON/OFF gnsi BkntoYeHWs/BbIKNIOYEHUS NUTaHKS
KHonka RESET gns Bo3Bparta K 3aBOACKMM HacTponkam
KHonka ~WPS  pgna  yctaHoBkm  6ecnpoBOAHOTO  COeAMHEHUs U
BKITIOYEHUSI/BbIKIO4EHUS 6ecnpoBogHON ceTh
AHTeHHa [IBe HecbeMHble BCeHanpaBneHHble aHTEHHbl C KO3(MMDULMEHTOM YCUNEHUs
5 nbun
Cxema MIMO 2x2

Pasbem nutaHus

Pasbem anst nogknoveHnsi nMTaHus (MOCTOSAHHbBIV TOK)

lMporpammMHoe obecne4vyeHne

Tunbl noakntovyeHns WAN

PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratudeckuit IPv4 / OuHamunyeckuin IPv4
Crartudeckun IPv6 / OuHamnyecknin IPv6

PPPoE + Cratnueckun IP (PPPoE Dual Access)
PPPoE + dnHamunyeckuin IP (PPPoE Dual Access)
PPTP/L2TP + CtaTtnyeckun IP

PPTP/L2TP + OuHamunyecknin IP

*  XapaKTepUCTHKH YCTPOWCTBA MOTYT M3MEHATHCS Oe3 yBemomieHus. CM. akTyanbHBIE Bepcuu BHyTpeHHero [10 u
COOTBETCTBYIOIIYIO JJOKyMEHTaNUIO Ha caiite www.dlink.ru.
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DIR-615S BecnposoaHon mapLupytudatop N300

PyKOBO,EI,CTBO nonb3oBarend

0630p MapwpyTusaTopa

MporpammHoe o6ecnevyeHune

CeteBble (hyHKLMM

DHCP-cepsep/relay

PacwmpeHHas HacTpoiika BctpoeHHoro DHCP-cepBepa

HasHaueHnne |Pv6-agpecoB B pexume Stateful/Stateless, penervposaHue
npedwmikca IPv6

AsTomaTtuyeckoe nonyyenune LAN IP-agpeca (B pexxvmax Todka gocryna,
NOBTOPUTENb, KITNEHT)

DNS relay

Dynamic DNS

Cratnyeckas |Pv4/IPv6-mapLupyTusaums

IGMP Proxy

Moppepxka UPnP IGD

Mognepxka VLAN

Moapepxka dpyHKUMM ping co cTopoHbl BHelwHel cetn (WAN ping respond)
Moppepxka mexaHuama SIP ALG

Moppepxka RTSP

PesepsuposaHne WAN

Hactpoiika ckopoctu, pexuma Aynnekca u yHKUMU ynpaBreHust MOTOKOM
(flow control) B pexxume aBTOMaTU4YeCKOro cornacoBaHus / PyyHas HacTpoiika
CKOPOCTU 1 pexuma gynnekca ans kaxgoro Ethernet-noprta

HacTtpoiika MakcMManbHOW CKOpPOCTM ucxogsiwero Tpadwuka Ans Kaxaoro
nopTta MapLupyTusatopa

BcTtpoeHHoe npunoxernne UDPXY

¢yHKLlMVI MeXceTeBOro aKkpaHa

MpeobpaszosaHue ceTeBbix agpecos (NAT)

KoHTponb cocTosHnst coeguHenunii (SPI)

IPv4/IPv6-connbTp

MAC-cduneTp

URL-cunetp

DMZ-30Ha

PyHkumsa 3awmTel oT ARP- n DDoS-atak

BupTyanbHble cepepbl

BcTpoeHHbIn cepBuc KOHTeHTHON dmnbTpaunm AHgekc.DNS

VPN

IPsec/PPTP/L2TP/PPPoE pass-through

YnpaBneHne 1 MOHUTOPUHT

JlokanbHbI 1 yaaneHHbIn [ocTyn K HacTponkam no TELNET/WEB
(HTTP/HTTPS)

Web-uHTepdeiic HacTpovku 1 ynpaBneHnsi Ha PyCCKOM U aHITIMACKOM si3blKax
Moppepxka npunoxerusa D-Link Assistant gna yctpoicTB nop ynpasneHuem
OC Android 1 iOS

YBegomneHne o npobrnemax C MNOAKMIOYEHWEM U aBTOMaTuMyeckoe
nepeHanpaeneHne Kk HacTporikam

O6HosneHue MO mapLpyTnsaTopa Yepes web-uHTepdeic

ABTOMaTMYeCKOE yBe4OMIEHNE O Hanuuumn HoBow Bepcun MO

CoxpaHeHue 1 3arpyska KoHdUrypaumm

Bo3moxHOCTb nepegayun xypHana cobbiTuin Ha yaaneHHbl cepsep
ABTOMaTMYeCKast CUHXPOHM3aLUMsi cucTeMHoro BpemeHn ¢ NTP-cepBepom u
py4Has HacTpolka AaTbl U BpEMEHN

YTunura ping

YTunura traceroute

Knunent TR-069
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DIR-615S BecnposoaHon mapLupytudatop N300

PyKOBO,EI,CTBO nonb3oBarend

0630p MapwpyTusaTopa

MapameTpbl 6ecnpoBogHOro MoAayns

CtaHpapThbl

IEEE 802.11b/g/n

[Ounana3oH yactot

[uanasoH yacmom 6ydem u3MeHsImbCsl 8
coomeemcmeauu c npasunamu
paduoyacmomHoeo  pez2ynuposaHusi 8
Baweli cmpaHe

2400 ~ 2483,5 MI'y

Be3sonacHocTb 6ecnpoBogHOrO
coeauHeHus

WEP

WPA/WPA2 (Personal/Enterprise)
MAC-dunsTp

WPS (PBC/PIN)

[ononHutenbHble PyHKLNK

Pexum «knneHT»

WMM (Wi-Fi QoS)

MHdopmaumsa o nogkntodeHHbix Wi-Fi-knneHTax

PaclumpeHHble HacTpoviku

MHTtennektyansHoe pacnpegenexue Wi-Fi-knueHTtos

[octeBas Wi-Fi-cetb / nopaepxka MBSSID

OrpaHuyeHue ckopoctu 6ecnpoBoaHow cetn/otaensHoro MAC-agpeca
Mepuopunyeckoe ckaHNMpOBaHWE KaHarnoB, aBTOMAaTUYECKUI nepexof Ha Gornee
cBo6OAHbIN KaHan

ABTOMaTMYECKOE COrMacoBaHME LUMPKHbI KaHarna C yCIoBUSIMU OKpY>KatoLLEen
cpeabl (20/40 Coexistence)

CKOpOCTb 6ecnposonHoro coeAuHeHusA

IEEE 802.11b: 1, 2, 5,5 1 11 M6urt/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 n 54 MouT/c
IEEE 802.11n ot 6,5 o 300 M6uT/c (ot MCSO o MCS15)

BbixogHaA MOLHOCTL NepegaTymnka

MakcumanbHoe — 3HayeHue  MowHocmu
nepedamyuka 6ydem u3MeHAMbCS 8
coomeemcmeuu c npasunamu
paduoyacmomHo2o  peaynuposaHus 8
Bawel cmpaHe

802.11b (TMnNn4Has npu KoMHaTHoM Temnepatype 25 °C)
15 pbm (+/-1,5 ob) npu 1, 2, 5,5, 11 M6uTt/c

802.11g (TMnn4Has npu KOMHaTHoM Temnepatype 25 °C)
15 obm (+/-1,5 gb) npu 6, 9, 12, 18, 24, 36, 48, 54 M6ut/c

802.11n (Tyinu4Has nNpu kKOMHaTHOM Temnepatype 25 °C)
HT20/HT40

15 pbm (+/-1,5 gb) npn MCSO0/1/2/3/4/5/6/8/9/10/11/12/13/14
14 pbwm (+/-1,5 gb) npu MCS7/15

quCTBVITe]'IbHOCTb npuemMHuKa

802.11b (TunnyHas npu PER = 8% npu komHaTHOW Temnepatype 25 °C)
-82 pbm npu 1 Méut/c

-80 obm nipu 2 Méut/c

-78 pbm npu 5,5 Méut/c

-76 obwm npu 11 Méut/c

802.11g (TunnyHas npu PER = 10% npu komHaTHOM Temnepatype 25 °C)
-85 nbm npu 6 Méut/c

-84 pbm npu 9 Méut/c

-82 pbm npu 12 M6ut/c

-80 obm npu 18 MéuT/c

-77 obwm npu 24 M6ut/c

-73 obwm npu 36 M6ut/c

-69 abwm npu 48 M6ut/c

-68 obm npu 54 M6ut/c
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DIR-615S BecnposoaHon mapLupytudatop N300

PyKOBO,EI,CTBO nonb3oBarend

0630p MapwpyTusaTopa

MapameTpbl 6ecnpoBogHOro MoAayns

802.11n (TunuyHas npu PER = 10% npu komHaTHOM Temnepatype 25 °C)

HT20

-82 pbm npn MCS0/8
-79 pbm npn MCS1/9
-77 obm npn MCS2/10
-74 pbm npn MCS3/11
-70 abm npn MCS4/12
-66 obm npu MCS5/13
-65 nbm npu MCS6/14
-64 nbm npn MCS7/15
HT40

-79 obm npn MCS0/8
-76 obm npn MCS1/9
-74 pbm npn MCS2/10
-71 abm npn MCS3/11
-67 abm npn MCS4/12
-63 obm npn MCS5/13
-62 obm npun MCS6/14
-61 gbm npu MCS7/15

Cxembl MOAynsiLUm

802.11b: DQPSK, DBPSK, DSSS, CCK
802.11g: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM
802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

Pusnyeckue napameTpbl

Pasmepsi (O x L x B)

174 x 115 x 30 Mm

Bec

226r

YcnoBus JKcnnyaTauuun

Muranne Bobixoa: 12 B noctosiHHOro ToKa, 0,5 A

Temnepatypa Pab6ouvasi: ot 0 oo 40 °C
XpaHnenus: ot -20 go 65 °C

BnaxHocTb Mpu akcnnyatauum: ot 10% 8o 90% (6e3 koHaeHcara)
Mpu xpaHeHnn: ot 5% no 95% (6e3 KoHaeHcaTa)
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBoacTBo nonb3oBarens

0630p MapwpyTusaTopa

BHewHul eud ycmpoticmea

BepxHsasa naHenb

PucyHok 1. Bud sepxHel naHesu.

CBeTOoANOOHLIN
MHAUKaToOpP

3HauyeHue

F'opum nocmosiHHO (3er1eHbil)

IIuTanne BKIFOUEHO.

MutaHne
He zopum

TluTanue OTKIIIOUEHO.

Fopum nocmosiHHO (3eneHbil)

BGCHpOBOZ[HaH CCTh BKIIIOUYCHA.

BecnpoBogHas ceTb | Muzaem (3eneHbit)

Ilepenaua nanueix yepe3 Wi-Fi-ceTs.

He zopum

BCCHpOBOI[HaH CCTh BBIKJIFOYCHA.

Muzaem (3eneHnbili)
WPS

[TonbiTka ycranoBku Wi-Fi-coenunenust c
nomMotisio pyHkuun WPS.

He 2opum

Oyukuust WPS He ucnonb3yercs.
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBoacTBo nonb3oBarens

0630p MapwpyTusaTopa

CBeTOoAMOAHLIN

MHOUKaTOp

UHTepHeT

3Ha4yeHue
. WAN-coenmHeHne o YMOJTYaHHIO
Fopum nocmosiHHO (3eneHbil)
YCTaHOBIICHO.
5 WAN-coennnenune 1o YMOJTYaHUIO
Muezaem (3eneHsbit)
aKTHBHO.

He zopum

WAN-ka0esp He ITOIKIIFOUEH.

JlokanbHas ceTb 1-4

F'opum nocmosiHHO (3er1eHnbil)

VYeTpoiicTBO (KOMIBIOTEP) TOAKIIOUEHO K
COOTBETCTBYIOIIEMY IOPTY, COEIUHEHHE
yYCTaHOBJICHO.

Muezaem (3eneHsbit)

[lepenaua JAHHBIX yepes
cootBeTcTBYIOMI LAN-TIOpT.

[Ipn 3arpyske MapIuIpyTu3aropa
MHIUKATOPbl MUTAOT IIOOYEPETHO.

I[Ipu  oGHOBneHuum  BHyTpeHHero [IO
MapuipyTHU3aTopa  MHAMKATOPbl ~ MUTAOT
IIOIIAPHO.

He eopum

KabGenn HE IMOIKIIFOYEH K
COOTBETCTBYIOIIEMY ITOPTY.
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBOACTBO nonb3oBaTens 0630p mMaplupyTM3aTopa

3aAHAS U HWKHAS NaHeNun

PucyHok 2. Bud 3adHeli naHenu.

ON/OFF KHomnka 1 BKITIOUEHMSI/BBIKIIIOUEHHSI MapLIpyTH3aTOPA.

12VDC IN Pazpem niuranus.

Knonka nns ycranoBku OecnpoBogHoro coenuHenus (pynkuus WPS) u
BKJTIOUEHMSI/BBIKITFOUEHHSI OECTIPOBOTHON CETH.

Jna  ucnone3oBaHus ¢yHkumu WPS: npu  BKIIOYEHHOM yCTpOMNCTBE
HaOKMUTE KHOTIKY, YACpPXKHUBaWTe 2 CEKyHABl U OTImycTHTE. CBETOAMOAHBIN
unaukatop WPS nomxeH HauaTb MUTaTh.

WPS

Jlnst BBIKITIOYEHHUST OCCIPOBOJHOM CETH: TPH BKJIIOUYEHHOM YCTPOMCTBE
HAaXMUTE KHOIKY, yAepkKuBanWTe 7 cekyHA W ormycture. CBETONHOAHBIN
naaukarop WPS nomkeH moracHyTb.

LAN 1-4 4 Ethernet-nopta 715l MOAKIIIOYEHHSI KOMITBIOTEPOB HJIU CETEBBIX YCTPONUCTB.

[Topt mns moakiroueHust K BoieaeHHOW Ethernet-nuHum wim moaKIrOueHUS
WAN kabenpHoro wiu DSL-mogema (pekoMeHIyeTcs HCIONb30BaTh KaOeb,
BXOJISIIUH B KOMIUIEKT ITOCTABKH).
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBOACTBO nonb3oBaTens 0630p mMaplupyTM3aTopa

Ha nwxnel mnaHenu wmapuipytusaropa pacnonoxeHa kHonka RESET, npennasnauennas ans
cOpoca HacTpoeKk K 3aBOJICKMM YycCTaHOBKaM. /ISl BOCCTaHOBIEHHS 3aBOACKUX YCTaHOBOK
HEOOXOMMO HaXKaTh U yaepkuBaTh 10 ceKyH] (MIPU BKIIOYEHHOM YCTPOICTBE).

Taxoke mMapuipyTu3arop o00pyaOBaH JByMsI BHEIIHUMHU HEChEMHBIMH BCEHampaBieHHbIMH Wi-Fi-
AHTCHHAMHU.
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBOACTBO nonb3oBaTens 0630p mMaplupyTM3aTopa

Komnnekm nocmasku

[lepen ncnonb30BaHUEM YCTPOUCTBA YOSIUTECH, YTO B KOMIUIEKT MOCTaBKH BKIIIOYEHO CIIEAYIOIIEE:
*  Mapmpytusarop DIR-6158S,
* ajamnTep MUTaHUS MOCTOSTHHOTO Toka 12B/0,5A,
¢ Ethernet-xabens,
* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanogke» (OyKier).
Hoxymentsl «Pykosoocmeo nonvzoeamenn» u «Kpamkoe pykoeoocmeo no ycmamnoexe

JOCTYTIHBI Ha caiite kommanuu D-Link (cm. www.dlink.ru).

Hcnonp3oBadye MCTOYHWKA IHUTAHUS C HAMPAKCHUEM, OTIMYHBIM OT MOCTABJIACMOIrO C
u YCTPOMCTBOM, MOXKET IPHUBECTH K HOBPEKJICHNIO YCTPOWCTBA M HOTEPE TapaHTUX HA HErO.
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DIR-615S BecnposoaHon mapLupytudatop N300
YcTaHoBKa 1 nogkntoyeHue

PykoBogfcTBO nonb3oBarens MapLupyTusaTopa

MABA 3. YCTAHOBKA U NOAKITKOYEHUE
MAPLUPYTU3ATOPA

lpedeapumernbHasi nod2omoekKa

[Tepen noaxitO4eHUEM yCTPONCTBA IMPOYTUTE JTAHHOE PYKOBOJCTBO IOJIb30BATENsl. YOEAUTECH, YTO
y Bac nmeercs Bce HeoOxomumoe 000pynoBaHUe, a Takke MH(OpMALUA MO BCEM HCIOIB3yEMBIM
YCTpOWCTBaM.

KoMmnbrorep nin MoomjibHOe YCTPOiiCTBO

Hactpoiika u ympaBineHHe OECHpOBOAHBIM MAapILIPYTU3aTOPOM CO BCTPOEHHBIM 4-IOPTOBBIM
kommyTtaropoMm DIR-615S (nanee — «MapuipyTU3aTOpOM») BBIIOIHICTCS C TIOMOIIbIO BCTPOSHHOTO
web-untepdeiica. Web-untepdeiic moctyneH B Jr000H oOnepanvoOHHOW CHCTEMe, KOTopas
nojAepKuUBaeT web-0paysep.

Bbl Takxke Moxere ucmosb3oBarTh npuiioxkenue D-Link Assistant st MOOMJIBHBIX YCTPOMCTB
(cmaprdoHOB mnu miaaHmeToB) nof ynpasienueM OC Android wmu 10S.
Web-0paysep pas IIK
Jns nocryna k web-uHTepdeiicy HAaCTpOHMKM M YIpaBJIEHUS MaplIpyTHU3aToOpa PEKOMEHIYETCs
HCITOJIb30BaTh Web-0Opay3ephl:

* Apple Safari Bepcun 8 u BbIIIIE,

* Google Chrome Bepcuu 48 u BbilIIe,

*  Microsoft Internet Explorer Bepcuu 10 u Bbiie,

* Microsoft Edge Bepcun 20.10240 u Bbime,

* Mozilla Firefox Bepcuu 44 u BImIE,

*  Opera Bepcuu 35 ¥ BBIILE.
Jns ycnenrHoit paboTel ¢ web-unTepdeiicom HACTpONKU M yrpaBieHus B web-Opay3epe J0obKHA
ObITh BKJIIOYEHA mojiepkka JavaScript. Yoeaurech, 4To AaHHAs ONMUMs HE OblIa OTKIIOYEHA
JPYTUM IPOTrpaMMHBIM oOecriedeHreM (HarpuMep, aHTUBUPYCHOU mporpammoit mnu apyrum [10,

obecreunBaOImM  Oe30omacHyr0 paboTy B [Io0anbHOW CeTH), 3amylleHHbIM Ha Bamem
KOMIIbIOTEPE.

IIpoBoanas niau 0ecripoBonHasi ceresasi kapra (Ethernet- nam Wi-Fi-ananrep)

JIro00it KOMMBIOTEP, UCTIONB3YIOMIUNA MapIIPyTHU3aTOp, NOJDKEeH ObITh ocHarieH Ethernet- nmum Wi-
Fi-agantepom (cereBoii kaptoit). Ecnm Bamr mopTaTuBHBIN WM HAacTOJMBHBIA KOMIIBIOTED HE
OCHaIeH TOoMOOHBIM ycTpoiicTBoM, yctaHoBuTe Ethernet- mnmum Wi-Fi-amanrep mepenm tem, kak
MPUCTYNHUTD K UCIIONB30BAHUIO MapIIPyTU3aTOPA.
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DIR-615S BecnposoaHon mapLupytudatop N300
YcTaHoBKa 1 nogkntoyeHue
PykoBoacTBO nonb3oBarens MapLipyTusaTopa

becnpoBoanas cBsi3b

YroObl ycTpoicTBa, 00pasyromue OecpoBOAHYIO CETh, MOIVIM HCIOJIb30BaTh MapUIpyTHU3aToOp, B
HUX JIOJKHA OBbITh yCTaHOBIIeHa OecnpoBoaHas ceteBas kapTa (Wi-Fi-aganrep) crannapra 802.11b,
g win n. Kpome TOro, s JaHHBIX YCTPOWCTB HEOOXOIMMO 3aJaTh 3HAYCHUS HACHTH(HKATOpa
SSID, HoMepa kaHaja M MapaMeTpoB 0Oe30MacHOCTH, KOTOPHIC OINpelesieHbl B web-uHTepdeiice
MapIIpyTH3aTopa.
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DIR-615S BecnposoaHon mapLupytudatop N300
YcTaHoBKa 1 nogkntoyeHue

PykoBogfcTBO nonb3oBarens MapLupyTusaTopa

lModknroyeHUe K KOMbIOMepy U e20 HacmpolukKa

MoaknrouyeHne kK komnbrotepy ¢ Ethernet-agantepom

1. Honxmrounte Ethernet-kabenb k omHoMy u3 LAN-mopToB, pacnoioKeHHBIX Ha 3aJHel
naHeIu MaplpyTusaropa, u k Ethernet-agantepy Bamero komnbrorepa.

2. TloakmrouuTe ajanTep MHUTAaHUS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEH maHenu
MapIIpyTH3aToOpa, a 3aTeM — K AJIEKTPUUECKOM po3eTKe.

3. Bxumouute mapuipyTtusarop, HaxaB kHonky ON/OFF Ha 3aiHeil nanenu ycTponcTBa.

Hanee neoOxomumo yoOeautscsi, uyTo Ethernet-amantep Bamero xommbroTepa HacTpoeH Ha
aBToMaruueckoe nonydenue [P-anpeca (B kauectee DHCP-kinenra).
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBoacTBo nonb3oBarens

YcTaHoBKa n nogknoyeHue

MapLupyTusaTopa

ABTOMaTnyeckoe nonydeHme IP-agpeca (OC Windows 7)

1.

Haxxwmure kaonky MycK u nepeiigute B pasnen NaHenb ynpaBneHus.

2. Bsibepure nyukt LIeHTp ynpaBneHusa cetamm n obwmm pgoctynom. (Eciu nanens
YOpPaBICHUSI MMEET BMJl «II0 KaTeropusiMm» (B BEPXHEM IPaBOM YIIy OKHa B CIIHMCKE
MpocmoTp BeiOpan nynkt KaTeropwusi), Beibepute ctpoky [NpPOCMOTpP COCTOSIHMA
ceTn 1 3agaad nox nyukrom CeTb U UHTepHeT.)

Pt

AL

=

MapameTphl
MHAEKCYpOBaHnA

MogknueHna K
yaaneHHbIM pabounm

Mporpammel no

" YyMONYEHWIO

Ceo¥icTea obospesatens

TenedoH u mogem

YcTpofcTBa M NpUHTEPSI

LLeHTp noafepxKu

LleHTp yNpaenedma ceTamm

1 oBLNM fOCTYNOM

SKpad

HacTpolika napameTpos KOMNbKOTEPa

l

4

; \
@Uv@ v Manens ynpaenenna b Bce anemerTel nanenn ynpasnedna »

MapameTpsl Nanok

MpwcTtynan k pabote

PacnosHasaHwe peun

Cucrema

YI'IpaBJ'IE'.‘Hl"IE LUBETOM

YueTHble 3anncK
nons3oBaTensi

LIeHTp CMHXPOHM3aLMK

WndposarHwe ancka
BitLocker

3NeKTponUTaHue

- |¢f | | Mouck & nare

Mpocwmotp:  KpynHble 3HaYkw ~

IycK
MepcoHanusauma

MNporpammel 1
KOMMOHEHTHI

PoawTensckuin KOHTPONb

CueTumnkm u Cpencrea
NMPOM3BEOANTENBHOCTH

YCTpaHEHHE HEMOAaAOK

LleHTp obHoENEHMA
Windows

LleHTp crieumansHbix
BO3MOXKHOCTER

LpudThi

fAsbik n PErMoHaNbHblE
CTaHAapThl

m

PucyHok 3. OkHo lMaHenb ynpaeneHusi.
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBoacTBo nonb3oBarens

YcTaHoBKa n nogknoyeHue
MapLupyTusaropa

3. B MCHIO, PAacCIIOJIO’)KCHHOM B JIEBOM 4YacTu OKHa, BLI6epI/ITC IIYHKT M3M9HeHMe
napameTpoB aganTtepa.

0-

Manent ynpaenexus -
ACMaLLIHAA CTRaHULE

¥npaeneHne BecnpoBoAHBIMK

CETAMHK

MzmeHenne NagamMeTRoE
403aNTepa

V3MEHWTE 4oNCAHUTENEHBIE
napametpel cBLEre gocTyna

Cr. Takcke
Bpanamayap Windows
JemawHas rpynna

CeciicTea oBozpeeatena

T
v e Cete u MHTEpHET b LleHTp ynpaeneHua ceTamu U cBLUuM JocTynem

MpocMoTp OCHOBHBIX CBEAEHWMIA O CETH M HACTPOMKa NOAKNKUEHWH

§ | by
N —x @

1 WHTEpHET
(3TOT KoMNEHTER)

MpockoTp NonHel KapTel

HPDEI‘.IDTP BKTHEHEIX CETER HC,EI,I-'.-'IH:HEHHE K CETH

B ,ﬂ'EHHbII}'I FOKMEHT Ebl HE NOJAKAHKIYEHEI HH K K3KCA CETH.

MzmeHeHne ceTesbx napameTpoE

:EI H&'_'Tr:CﬁF.E HOBOM® NOAKARMEHWA WKW CETH

Hactpoiika GecnpoecgHoro, WWMPOKCNONCCHOTS, MOAEMHCMD, NEAMOIC WAK
VPM-noaenroqedna WK e HECTPORKE MapLUPYTUIATORE AW TOHKK A40CTyNa,

'-5. MogknHYNTECA K CETH
MoakAoYeHUe UAKW NCETOPHOE NOAKNKOYEHNE K GECNPOEDAHOMY, MPCECAHOMY, MOAEMHOMY
CETEBCMY COEAMHEHMID MM Nogenatzderme k VPN,

Qa Brifop gomMalwHed rpynnel v napaMeTpos oBLUere gocryna

,':LDCT}‘I'I K qJEﬁﬂEI‘-.I W NPUHTEREM, FECNON0HEHHEBIM HA Z0%THX CETEBRIX KOMOEBHITEDEX, MKW
WIMEHEHWE N3PAMETDOE DELIJ'I':FD AocTyna.

@ ¥cTpaHeHWE HEMoNBA0K
[JMarHECTHKE W MENPABAEHME CETEERX NPCBAEM WAN NOAYHEHUE CBEAEHNIA 06 MCMPaEAEHNN,

PucyHok 4. OkHo Ljenmp ynpaeneHusi cemsiMu u o6ujum docmynom.
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4. B OTKpBIBIIEMCS OKHE ILEIKHUTE IPaBOM KHOIKOW MBIIIM IO COOTBETCTBYIOLIEMY
MoaknoYeHUo No NoKanbHOM CeTU u BbibepuTe cTpoky CBOUCTBA B MOSBUBIIIEMCS
KOHTEKCTHOM MEHIO.

[F=%|Eol *>=
@Uv| j-' » Manene ynpaeneqna » Cete n MuTepHer » CeTeBble nogknioueHus b v |¢, | | Mouck: Cemessie nodkaaueHus fol [
Ynopagounte ¥ - 0 @

OreniounTe

Cocroanme

AwarHocTuia
(] =
¥ Hacrpoiika mocta

Cozgate ApAbIK
¥panute

(]
% Nepenmencsarts

%1} =
B Ceoiicrea

PucyHok 5. OkHo Cemeebie noOKIH04YeHUs.
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5. B oxue NMNopgknioyeHne no nokanbHOM ceTu — CBOUCTBA Ha Briaake CeTb Boiaenure
crpoky NpoTtokon UHTepHeTa Bepcumn 4 (TCP/IPv4). Haxxmute knonky CBOMCTBA.

ra -

Y MogkntoyeHWe Mo NOKaNEHOW CETK - CEOACTER @

CeTk

Mok oYeEHkHE HEPEE

(W
=

QTME'-IE!HHI:IE! EORAQHEHTEl MCAOAEZYKTCA 3THM NOQK AKYEHIMEM!

& K ueHt ang cerel Microgzoft

.@ MnaHWpoEwWME nakeTos QoS

.@ CoyxBa gocTyna k dalinar 1 npuHTepard ceted Micro...
i [NpoTokon MHrepreta eepouid B [TCP/APYE]
B8 MpoTokon HHrepHeta eepouid 4 [TCRAAPw4]
- Jlpakisep B/B TONONOra KaHaNEHOM D YPoEHA

v (ITEETYME, OGHAPYHEHMA TONOAOMM KAHANBHOMD YPOEHS

[ HeoTaHoBMTE. . Hoanme CeolicTEa

OrkcaHue

MNporokon TCPAP - cTaHgapTHER NpoTokon raodantsHex
CETEl, DAECMEYMEANWME CEASE MEKAY PASAMYHEIMI
ESEHMOLEACTEYHOLL MR CETAMM,

k. ] [ OTreHa

PucyHok 6. OkHO ceolicme rnoOK/IYeHUs 110 fI0KaibHoU cemu.
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6. Ybemutech, 4YTO MEpEKIIOYATENM ycTaHOBIEHbI B mnoioxkenus [lonyuutb IP-agpec
aBTomatuyveckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxwmmure
kuonky OK.

¥

Ceoictea: Npotokon Mateprera seponn 4 (TCP/IPw) @

QB HE ANETEPHATHEHAA KOHDHI Y pal KA |

MapameTpel IP MoryT HaSHAYATECA SETOMATHHECKH, BCAH CETE
NOAAEDHHESET 3TY BOSMOMHOCTE. B NPOTHEHOM CRWYAE NApaMET DRI
IP MOMHO NOAYYMTE ¥ CETEEOMD S4MHMHMCTRETORA,

@ TonydiTe IP-a4pec SETOMATHYECKH

(71 MENoNE30BaTE CNEAYHIWHA IP-aapec:

(@ Mony4nTe aapec DNS-CepEEpa SETOMATHHECKH

(71 Monone30BaTE CNEAYHIWKE aapeca DhS-cepeepos:

MoATEERAMTE NAPAMETORI NP BEXOAE [ AONONHHTENLHD ]

[ ];% ][ OTHMEHA ]

PucyHok 7. OkHo ceoticme ripomokona TCP/IPvA4.

7. Haxwute kHonky OK B OKHE CBOMCTB MOAKITIOYEHUS.
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PykoBoacTBo nonb3oBarens

ABTOMaTnyeckoe nonydyeHme IP-agpeca (OC Windows 10)

1. Haxwmure kaonky yck u nepeiinure B pazaen MNapameTpsl.

2. Beibepure nyukr CeTb U UHTepHeT.

Mapamerps

[TapameTpsl Windows

|—|a,"x napameTp

g Cuctema

JKpaH, 3BYK, YEEAOMAESHWA,
nUTaHMe

D Tenedon

CersaTe yorpodcTso ¢ Android,
iPhone

HepCOHaﬂME-aLLHH

Mon, 3kpan BnokMpoBKM, LEETa

&

R YueTHble 3anncuK

YUSTHBIE IZOMCK. 30, NQYTS

(Ai.'\

YcrpocTea

Blustooth, npusTepsl,

CeTe v VIHTepHeT

Wi-Fi, pexum "B camonete”,

VPN

MpunoxeHua

MblLWE

YaaneHWe, SHa4EHMA Mo

YMOAYEHKWRD, 40N, KOMNOHEHTH

Bpema 1 A3bIK

PacnozHaesHUe rono

]

PucyHok 8. OkHo Mapamempsi Windows.
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3. B pasgene W3meHeHMe ceTeBbIX MapaMeTpoB Boibepure mnyHkT HacTpomnka
napameTpoB aganTepa.

<« Mapamerps — O ad |

fr [rasras CocToaHme
Hakti napameTp g Bul noaknroueHsl K WHTepHeTy

Ecav y Bac AMMWTHBIA TAapUMOHLIA NAaH, Bbl MOXETe HacTpOWTh '

CeTb 1 MHTepHeT 3Ty CeTb KaK MMMUTHOE NMOAKNIOUEHWE WKW W3MEHWUTE Apyrive
CBOWCTBA.

I £ CocTosHne M3meHuTh CBOMCTBA NOAKAHOUEHMWA [
7 Wi-Fi MNoka3aTe AOCTYTIHBLIE CETK
1 Ethernet

VameHeHWe ceTeBbix napameTpos

| % Habop Homepa
@ Hactpoiika napameTpoe agantepa
|_||CIDC\‘IC-T|} CETEELIX afanTepoE M MSMEHEHWE MNapaMeETpOE
% VPN NOSKNOUEHNA,

| == PexXuM <B CAMOMETES % MapameTpsl 0bLero AocTyna

OI'I[CIE,'LE," MTE, K KakKM JaHHBIM Ebl XOTWTE NPEAOCTAEMTE 40CTYN
- Ana CETEP_ C KOTODBIMKH YCTaHOBNEHO CO2dWMHEHKME

{6 MoBWMAEHBIA ¥OT-CnoT !

{"_\ Cpe,ucrso YCTPaHEHKWA CETEBRIX HENONAAO0K
Wcnonb3oBaHne AaHHbIX AMarHocTMKa M yoTpaHeHue npobaem o caThi,

¥C

MpocMoTp CBOWCTE CeTH
[Mpokcu-cepeep

PucyHok 9. OkHo Cemb u UHmepHem.
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PykoBogfcTBO nonb3oBarens MapLupyTusaTopa

4. B OTKpBIBIIEMCS OKHE ILIEIKHUTE IPaBOM KHONKOW MBIIIM IO COOTBETCTBYIOILEMY
MoaknoYeHUo No NoKanbHOM CeTU u BbibepuTe cTpoky CBOUCTBA B MOSBUBIIIEMCS
KOHTEKCTHOM MEHIO.

EF Cereskble NogKAHYEHNA

A UEF 3 TaHens ynpasneHws »* BCe 3NEMEHTBI NGHENW yNpaeneHua * CETEBLIE NOAKNHIYEHMA * v
YnopagounTte - OTKNHOYEHWE CETEBOTO YCTPORCTED JWarHocTiKa NogKIHYEH UA MepermeHoBaHE NOAKIHOYEHKA
- = -
L- MogkntoueHre No NOKANBHOA CETH L- BecnpoeogHan cete
E """\a._‘_;j I = o HeT nogrnioueHma
a7 | & Omnouwnms b allll uslcomm Atheros AR285 202.1...
Cocroanne
JwarHocTuka

) Hacrpoiika MocTa

Co3naTe APNEIK
¥aanute

MepenmeHoeaTe

e e

CeoficTea

PucyHok 10. OkHo Cemeeble NOOK/IHOYEHUs.
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5. B okxne MNogkno4yeHne no nokanbHOW ceTU: cBOUCTBA Ha Bkianke CeTb Boiienure
crpoky IP Bepcum 4 (TCP/IPv4). Haxxmure knonky CBOMCTBA.

' MogknrodeHWe No NOKaNsHOW CETH: CBONCTEE >

Cem Noctyn

MogknioyeHme Hepes!

I? Realtek PCle FE Family Controller

CimagyeHHbBIE KOMMNOHEHTEI HMCNONE3YHOTCA 3TMM NOOK NoYNEHWEM

] T8 Knvert ana ceten Microsoft "
O ’:E_]Dﬁu.mli'l OOCTYN K ainam ¥ npuHTepar oA ceteld Mi
[ P MnaHmposuwk naketos QoS

IR P sepcin 4 (TCP/1Pv4)
O & MpoTokon MyneTMARExcopa ceTesoro agantepa (Mai
O 4 Opaiisep npoTorena LLOP (MafkpocodT)

L[] . IP sepcim 6 (TCP/IPvE) v
< >

YoTaHOBMTE ... YoanuTe | CeoiicTea
Cnucanwe

MpoToron TCPAIP. CTaHoapTHEIR npoTokon rnodansHeDx
ceTell, 00ECMEYMBAIDLLWA CEBASE MEX DY DASNUUHEIMM
B3aMMOASACTEYOWMMIA CETAMM.

QK CmaeHa

PucyHok 11. OkHO ceolicme noOKIMHHYeHUs 10 JI0KarbHOU cemu.
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PykoBogfcTBO nonb3oBarens MapLupyTusaTopa

6. Ybemutech, 4YTO MEpEKIIOYATENM ycTaHOBIEHbI B mnoioxkenus [lonyuutb IP-agpec
aBTomatuyveckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxwmmure
kuonky OK.

Ceofictea: IP eepoun 4 (TCP/IPwd) X

Obwme ANETEPHATMEHAA KOHDWM Y DALY
MapameTpel IP MoHO HA3HEYaTE SETOMETHHECKH, BCIH CETE

NoAASMHMESET 3TY BOSMOMHOCTE. B NPOTUBHOM CnyYae y3HalTe
napameTpel IP ¥ CETEBOMD AAMMHWCTDATOPA.

(®) NanyunTs IP-a0pec A5TOMATHHECKH

D Mcnonez0BaTe Cnedyowmi IP-agpec:

@ Mony4uTe agpec DNS-cepeepa aBTOMATHYECKH

O MnonezoEaTe Cneayowme agpeca DNS-CepeepoB:

MoATEEPAWTE NAPEMETRLI MPW BRIXOAE

HdononHMTENEHD, ..

Ommena

PucyHok 12. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmure KHONIKY 3aKpbITb B OKHE CBOMCTB MOAKIIFOYEHUS.
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YcTaHoBKa n nogknoyeHue
MapLupyTusaropa

MoaknroueHne kK komnblotepy ¢ Wi-Fi-apantepom

1.

[Mogkmrounte amanTep NHUTAaHUS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEll MaHenu
MapIIpyTH3aTOpa, a 3aTeM — K AJIEKTPUIECKOM po3eTKe.

Bxitounte mapuipytusarop, HaxxaB kHonky ON/OFF Ha 3aHeil naneau ycTpoicTsa.

VYo6emutech, uro Wi-Fi-amantep Bamero kommbioTepa BritodeH. Ha mopraTWBHBIX
KOMITBIOTE€pAX, OCHAILEHHBIX BCTPOEHHBIM OECIPOBOIHBIM CETEBBIM aJanTepoM, Kak
MPaBWJIO, €CTh KHOMKAa WJIM NepeKtodareib, aKTUBUPYIOLIUN OecrnpoBOIHON ceTeBoi
amantep (cM. gokymeHrtamuio 1o Bamemy IIK). Ecam Bam kommbioTep oOcHaiieH
MOJKJIIOYaeMbIM ~ OECIPOBOJIHBIM  CETEBBIM  aJalTepoOM, YCTAHOBUTE IPOrpaMMHOE
o0ecrieueHre, MOCTaBIsIEMOE BMECTE C a/IallTEPOM.

Hanee wHeoOxomumo yOenuthes, uto Wi-Fi-amantep Bamiero kommbroTepa HacTpoeH Ha
aBToMaruueckoe nonydenue [P-anpeca (B kauectee DHCP-kinenra).
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PykoBoacTBo nonb3oBarens

YcTaHoBKa n nogknoyeHue
MapLupyTusaropa

ABTOMaTHUeEcCKoe

nonyyeHue

IP-agpeca

n noaxknro4YeHune

K 6ecnpoBogHoi cetn (OC Windows 7)

1. Haxwmure kaonky MNMycK u nepeiinute B pazznen MNaHenb ynpaBneHus.

2. Bseibepure nyukt LleHTp ynpaBneHusa cetamm n obwmm poctynom. (Eciu nanens
YHOpaBJICHUA HUMCECT BUIA «IIO KaTCTOPHUAM» (B BCPXHEM IIPaBOM YIUIy OKHa B CIIMCKC
MpocmoTp BriOpan nynkr KaTteropwus), BeiOepure crpoky lNpOCMOTpP COCTOSHUSA
ceTu u 3aaad nog nyakrom CeTb M UHTepHeT.)

Mporpammel No
YMOAYAHMIO

(v~ CeoiicTea obDospesatens
Tenedod v mMoaem
| YCTpoicTEa W NprHTEpSl

LLeHTp noasepxku

LleHTp YNpasfNeHWA CETAMMW
1 obLIuMm AOCTYNOM

SKpad

[F=% EoR ==
@U'|@ ¢ MaHenb ynpaeneqna b BCe INEMEHTBI NAHENW YNPABAEHWA - |4’-, | | Mouck & NAHEAU YNPasAEHUS Je) |
HaCTpOﬁKa napaMeTpoe KOMMNbHTEPA MpocwmoTp:  KpynHele 3Haqkn ™
- s | 1YCK ~
~ MNapameTpbl
4),._) P P } I'IapaweTpm Nanok ‘ I'Iepco—|a;||f13aupm
¥ MHAEKCMPOBaHKUA -
* MoAKNHUEHNA K = n _ = [lporpaMmbl K
- | :
E 2 yAaneHHbiM paboumm _]| pucTynas k pabote K ‘-.J KOMMOHEHTHI

PacnosHasaHwne peun

B &

Cucrema

'3

Y'IpaEU'IE" HWEe LBETOM

YueTHble 3anncK
nons3oBaTensi J

Ll

LIeHTp CMHXPOHM3aLMK (¢35 ]

WnpposaHue Ancka
BitLocker

3;‘1€KTFJO—IL"'IT6-|ME'

3 LlE'-|Tp CneuranbHbIX

PoavTenscknin KOHTPONb

CUEeTUMKM K CpeacTea
NPOW3B0AWNTENBHOCTH

Ycrpa HEHWE HENMOAaAOK

LleHTp 06HOBNEHWA
Windows

m

BO3MOXHOCTER
LWprdThi

Asbik PETHMOHaNbHBIE
CTaH4apTel -

PucyHok 13. OkHo lNaHenb ynpaesieHus.

3. B MeHwo, pacrojOXeHHOM B JIEBOM 4YacTH OKHA, BbIOepuTe NYyHKT WM3MeHeHue

napamMeTpoB aganTepa.

B OTKPBIBOICMCS OKHC IICIKHUTC npaBoﬁ KHONKOM MBIIIH TI0 COOTBCTCTBYIOLIEMY

BecnpoBogHOMY ceTeBOMYy coeAuHeHuto. Yo6emutech, uto Bam Wi-Fi-aganrep
BKJIIOUCH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

5. B okne BbecnpoBogHoe ceTeBoe coeAuMHeHMe — cBOMCTBa Ha Bkiagke CeTb
BeiziennTe cTpoky Mportokon UHTepHeta Bepcum 4 (TCP/IPv4). Haxmvute KHOMKY

CBoucTBa.
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6. Ybemutech, 4YTO MEpEKIIOYATENM ycTaHOBIEHbI B mnoioxkenus [lonyuutb IP-agpec
aBTomatuyveckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxwmmure
kuonky OK.

CeoficTea: [Npotoken Minteprera eeporn 4 (TCP/IPW) @

QB HE ANETEPHATHEHAA KOHDHI Y pal KA |

MapameTpel IP MoryT HaSHAYATECA SETOMATHHECKH, BCAH CETE
NOAAEDHHESET 3TY BOSMOMHOCTE. B NPOTHEHOM CRWYAE NApaMET DRI
IP MOMHO NOAYYMTE ¥ CETEEOMD S4MHMHMCTRETORA,

@ TonydiTe IP-a4pec SETOMATHYECKH

(71 MENoNE30BaTE CNEAYHIWHA IP-aapec:

(@ Mony4nTe aapec DNS-CepEEpa SETOMATHHECKH

(71 Monone30BaTE CNEAYHIWKE aapeca DhS-cepeepos:

MoATEERAMTE NAPAMETORI NP BEXOAE [ AONONHHTENLHD ]

[ ];% ][ OTHMEHA ]

PucyHok 14. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxwute kHonky OK B OKHE CBOMCTB MOAKITIOYEHUS.

8. UToOBl OTKPBHITH CIHCOK JOCTYMHBIX OECIpPOBOMHBIX CETEH, BBIACIUTE 3HAYOK
0eCIPOBOTHOTO CETEBOTO MOAKIIOYCHHS W HaxmuTe KHONKY [loAaKmoYeHue K win B
o0macTy yBeIOMIICHUH, PacHOIOKEHHON B MpaBOil YacTH MaHENW 3a7ad, HAXMHUTE JIEBOU
KHOTIKO¥ MBIIITK Ha 3HAYOK CETH.

Her NoJEKNHYYEHNA - EcTe ACCTYNHEBIE NOAKAHIYEHWA

16:07
RU - | __*| |'.;}

13.10.2011

PucyHok 15. Obnacmsb yeedomneHul naHenu 3aday.
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9. B orkpeiBiieMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BBIJICIUTE
OecripoBojiHyt0 ceTh DIR-615, a 3aTeM HaxkmuTe KHONIKY MoaKntoyeHume.

Het nogrnteyerns *s
I:[! l | EcTe gocTynHelE NogateyeHua
BecnpoBogHoe ceTeBne COBgMHEHME ~
wireless router 1"1.“.
;:l MogknyaTtecs { | HogknroueHune I

i SGETOMATHHECKH

LLEHTF YyNPagneHna CETAMK K C'ELLI,I-IP.I ACCTYNOM

PucyHok 16. Cnucok docmynHbix cemed.
10. B oTkpreIBIIeMcst okHe BBeauTe Kitod cet (cM. WPS PIN Ha Hakneiike co mTpux-KoJoM Ha
HIDKHEH TaHenu ycrpoicTsa) B osie Koy 6e3onacHocTu u naxmute kaonky OK.

11. Tlomoxxaute 20-30 cexyna. [locme Toro xkak coequHeHue Oy/leT YCTAaHOBJICHO, 3HAYOK CETH
NPUMET BHJT KB, 0TOOpakaromiell ypoBeHb CUTHAJIA.

Ecnu nepBuyHas HacTpoiika MapmipyTusaropa BeimonHsercs yepe3 Wi-Fi-coennHenue, To
' Cpa3zy moclie U3MEHEHHUsS HACTPOEK OEeCIpPOBOIHOW CETH MApIIPYTHU3aTopa, 3aJaHHBIX I10
®  YMOJYaHHWIO, HeoOXonuMo OyleT 3aHOBO YCTAHOBUTH OECHPOBONHOE COEIHWHEHHE,
KCIIOJNIb3Ys TOJILKO YTO 33JJaHHBIC MAPAMETPHIL.
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ABTOMaTHUyeckoe nonyyeHue IP-aapeca | noaxksroyYeHue
K 6ecnpoBogHoit cetn (OC Windows 10)

1. Haxwmure kaonky yckK u nepeiinute B paznen NapameTpbl.

2. Bsibepure nynkr CeTb n UHTEpHeT.

MNapanmerpsi - O d

[TapameTpsl Windows

g Cuctema |:- YCTpoicTEa
JKpaH, 3BYK, YEEAOMNEHMA, Blustooth, npyusTepsl, Mbiwb
nuTaHue

D Tenedon @ CeTe v VIHTepHeT

Cerzate yorpoicrso ¢ Android, Wi-Fi, peskvm "B camonete”,
iPhone VEN
[ —
j MNepcoHanu3auma E—  [lpuaoxeHus
E_.__l o—

ToH, 3KpaH BNOKMPOBKM, LEETA YaaneHWe, SHEYEHMA No

YMOAYEHWMRD, 40N, KOMNOHEHTH

YyeTHble zanucum (T) Bpema u A3wIK
o A P

VYeTHRIE ZJANWCK. 3. NoYTa

PacnosHaeaHue ronocs

PucyHok 17. OkHo lNMapamempbl Windows.

3. B pasgene U3MeHeHMe ceTeBbIX MapamMeTpoB BheiOepute nyHkr HacTpownka
napamMmeTpoB aganTtepa.

4. B OTKpbIBIIEMCS OKHE ILIEIKHUTE IPaBOM KHONKOW MBI IO COOTBETCTBYIOILEMY
BecnpoBogHOMYy ceTeBOMYy coeAuHeHuto. Yoemutech, uto Bam Wi-Fi-agantep
BKJIIOUCH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

5. B oxue BecnpoBogHoe ceTeBoe coeauHeHuMe: cBOMCTBa Ha Bkiagke CeTb
seienute ctpoky IP Bepcun 4 (TCP/IPv4). Haxxmute kHonky CBOMCTBA.
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6. Ybemutech, 4YTO MEpEKIIOYATENM ycTaHOBIEHbI B mnoioxkenus [lonyuutb IP-agpec
aBTomatuyveckm u lMonyuntb agpec DNS-cepBepa aBTOMaTu4decku. Haxwmmure
kuonky OK.

Ceofictea: IP eepoun 4 (TCP/IPwd) X

Obwme ANETEPHATMEHAA KOHDWM Y DALY
MapameTpel IP MoHO HA3HEYaTE SETOMETHHECKH, BCIH CETE

NoAASMHMESET 3TY BOSMOMHOCTE. B NPOTUBHOM CnyYae y3HalTe
napameTpel IP ¥ CETEBOMD AAMMHWCTDATOPA.

(®) NanyunTs IP-a0pec A5TOMATHHECKH

D Mcnonez0BaTe Cnedyowmi IP-agpec:

@ Mony4uTe agpec DNS-cepeepa aBTOMATHYECKH

O MnonezoEaTe Cneayowme agpeca DNS-CepeepoB:

MoATEEPAWTE NAPEMETRLI MPW BRIXOAE

HdononHMTENEHD, ..

Ommena

PucyHok 18. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmure KHONIKY 3aKpbITb B OKHE CBOMCTB MOAKIIFOYEHUS.

8. UToObI OTKpPBITH CIHCOK JIOCTYMHBIX OECIPOBOMHBIX CETEH, BBIACIUTE 3HAYOK
0eCIpPOBOTHOTO CETEBOTO MOIKIIOYCHUST UM HaxmuTe KHONKY [loakmntoyeHue K win B
o0nacTu yBelOMJIEHUH, pacloiIOKEHHON B MpaBOil YacTH MaHENTW 3a7ad, HaXMHUTE JIEBOU
KHOIIKOW MBIIITY Ha 3HAYOK CETH.

He NOAKAHYEHD ECTE AO0CTYNHBIE NOAKAHDYEHWMA

A Tl
A g8 X PYC o

PucyHok 19. Obnacmb yeedomneHuli naHesnu 3aday.
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DIR-615S BecnposoaHon mapLupytudatop N300
YcTaHoBKa 1 nogknioveHve
PykoBoacTBo nonb3osarens MaplupyTU3aTopa

9. B orkpeiBiieMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BBIJICIUTE
OecripoBoHyt0 ceTh DIR-615, a 3atem HaxkmuTe KHOTIKY [OoAKMIOYUNTBLCSA.

RD_DLINK
SdllMLEHO

D MoaknuyaTECA SBTOMaTHUYECKK

MNoaknHouMTLCA

PucyHok 20. Criucok docmyrHbix cemed.

10. B otkpeiBiemcst okae BBeauTe Kitou cetu (cM. WPS PIN nHa Hakneiike co mTpux-KooM Ha
HIDKHEH naHenu ycrpoiictsa) B mosie Knroy 6e3onacHOCTU u naxmute kHONKy [lanee.

11. Pa3pemuTe Win 3anpeTuTe APYTHUM YCTPOMCTBAM B 3TOM ceTn oOHapyxwuBath Bam [1K (da /
HerT).

RD_DLINK
SdlWIEHD

Bbl x0THTE paspeluMTs ADYTUM KOMMLIOTEPAM W
YCTPOWCTBAM B 3TOI CETH ODHapyXWBaTh Ball
MK?

PekomeHnnyemM Aenath 3TO B AOMALIHEA WK
paboyeit CeTH, a He B OBLEAOCTYTHBIX.

Ha Het

PucyHok 21. lNapamempsi obHapyxeHus [NK Opyaumu ycmpodlcmeamu.

12. Tlomoxxaure 20-30 cexyna. [locme Toro xak coequHeHne Oy/leT YCTAaHOBJICHO, 3HAYOK CETH
NPUMET BHJ] TOYKU M U30THYTHIX JIMHUH, OTOOPaKAIONIMX YPOBEHb CUTHAJIA.

Ecnu nepBryHas HacTpoika MapiipyTuiaTopa BeimonHsaeTcs dyepe3 Wi-Fi-coennnenue, To
' Cpa3zy moclie M3MEHEHHsI HACTPOCK OeCHpPOBONHON CETH MapuipyTH3aTopa, 3aJIaHHBIX TI0
®  YMOJYaHWI, HEoOXOonMMo Oy/eT 3aHOBO YCTAaHOBUThH _OECHPOBOIHOE COCAMHECHHE,
KCIIONIb3Ys TOJBKO YTO 3aJIaHHBIC MAPAMETPHI.
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YcTaHoBKa 1 nogkntoyeHue
PykoBoacTBO nonb3oBarens MapLipyTusaTopa

lNoodknroyeHue Kk web-uHnmepdgbelcy

[Tocne HACTPOWKM COETUHEHHUSI C MapUIpyTHU3aTOpoM Bel MokeTe oOpaTtuThesi K web-uHTepdeiicy
HACTPOWKM M YIPABJICHHUS JUIA 3a/aHUSI HEOOXOIUMBIX mapameTpoB (co3manusi WAN-coennHeHHS
JUIsL TIOAKIIIOUYEHUs K ceTu VIHTepHeT, M3MEeHEeHHs IapamMeTpoB OeCIPOBOIHOIO COEIUHEHUS,
HACTPOUKH MEXKCETEBOI0 dKpaHa u JIp.)

Mapuipyruzarop DIR-615S ¢ HacTpoOWKaMH MO0 YMOJYAHHIO HE MOXKET IOJKIIOYATHECA K

' cetn MutepHer. JInsg Hayana paOoOThI 3a/1aiiTe COOCTBEHHBIM MApOIb Ul IOCTyMa K web-
|

uaTepbelicy ¥ n3MeHuTe HaszBaHue OecrnpoBoaHoil ceru  (SSID), a  Takxke, ecin
Heo0XonMMo, 3a1aiTe Ipyrue HaCTPOHKH, PEKOMEHIOBaHHbBIE BaliM npopaiiiepom.

3anmyctute web-Opaysep (cM. pasnen Ilpedsapumenvnas noozomoexa, ctp. 17). B agpecHoi

cTpoke web-Opay3epa BBeAMTE JOMEHHOE MMs MaplipyTu3aropa (MO yMOJYaHUIO —
dlinkrouter.local) c Toukoil B KOHIE MU HaxkmMuTe kiaBuiny Enter. Brl Takxe Mmoxere
BBecTH [P-anpec ycrpoiicTBa (o ymonyanuio —192.168.0.1).

thain  Mpaeka Bua  3aknagkw  BuaweTel  MHCTpYMEHTEI  Cnpaska
“« &« 5 » (9 ) ~ B 1926801 -

PucyHok 22. Beod IP-adpeca DIR-615S 8 adpecHoli cmpoke web-6pay3epa.

Eciu npu momnbITke monkiaroueHus K web-uHTepdeiicy MapuipyTr3aropa Opay3ep BbLIAET
V  oumbky tuma «Hesosmoncno omobpazums cmpanuyyy. y6emurecs, uTo yeTpoiicTBo
. IPAaBUIbHO MOJNKIIOUEHO K KOMIBIOTEPY.
Ecnu ycTpoiicTBO emie He OBUIO HACTPOSHO WM paHee ObUIM BOCCTAHOBIEHBI HACTPOWKH TIO
YMOJTUaHUIo, Ipu oOpalieHnu K web-untepdeiicy oTkpsiBaeTcs MacTep HaualbHON HACTPOUKH (CM.
paznen Macmep nauanvhoii Hacmpouku, cTp. 44).

YeamaeMsl a0oHeHT! Bel B NepBbLIA pas BKIMKYMIK YCTPOMCTBO W ANSA Toro, 4ToObl Bel MOMmMK HayaTte Nonk3oBaTLCA
ycnyramu goctyna K cetw MHTepHeT, Bam HeoBxoOumo ero HacTpouTk.
[ngA 3anycka macTtepa HaxMuTe kHonky "Hauare"

HAYATb

PucyHok 23. CmpaHuua 3anycka Macmepa Ha4ansHOU HacmpouUKu.
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YcTaHoBKa n nogknoyeHue
PykoBogcTBo nonb3oBaterns MapLupyTusaropa

Ecnu panee Bbl HacTpowim ycTpolcTBO, ipu oOpamieHnn kK web-uaTepdeiicy OTKpoeTcs CTpaHuIia
BXO/Ia B cHcTeMy. BBeaure nMs nonb3oBarens (admin) B nmoie UMA nonb3oBaTens u 3a1aHHbIN
Bawmu mapons B nosne Maponb, 3arem Haxxmurte kaorky BXOL.

WA nonezoesTens

Aponk ©

Jabbini napone?

HenpaeunsHoe vMA Nonk3oEaTENAMapons MK
CPOK OSWCTEHA CECCMK MCTEK

OcTanocs NoNbITOK:

4

BXO0 QYUCTHUTE

PucyHok 24. CmpaHuya exola & cucmemy.

Ecnu npu BBoje maposnsi Bbl HeckoiabKo pa3 BBOAWTE HEMpPaBUIbHOE 3HaueHHE, web-uHTepdeiic
HeHaaonro 6mokupyercs. [lomoxkaure oMHy MUHYTY M CHOBA BBEAMTE 3a/laHHBIN Bamu naposnb.
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YcTaHoBKa 1 nogknioveHve

PyKOBOﬂ,CTBO nonb3oBarens MapupyTusatopa

Cmpykmypa web-uHmepdgbeuca

CtpaHuua mHdopMauum o cucreme

Ha ctpanunie MHopMauma o cucteme mnpeacrasicHa moapooHas uHGOpMAIHS O COCTOSIHUN
YCTPOMCTBA.

= £ Hauano

UHdopmaLma o cucteme

WHpopmauma o cucteme

Mogene:
AnnapaTHan Bepoua
Bepowa NO:

Bpema chopku:
Bepowa Ul
MpownssoguTens:
CepuiAHEIN Homep:
Tex. nogaepxKa:
OnucaHue:

Bpewma paboTal:

Pexum paboTsl:

Wi-Fi 2.4 T'Tu

Cratyc

Bewanwe:

JononHUTeNsHEIE CRTH:

Hma cetw (SSID):

Be3onacHoCTe:

WAN no IPv4

Tun coeguHEHMA:
Cratyc

IP-agpec:

cp 30 gex. 2020 . 11:02:38 MSK
1.20.0.bc30c30-embedded

D-Link Russia

QXMH1I17000096
support@diink.ru

Root filesystern image for DIR-615

3 MWH.

BrnwuerHo @
BrnwoueHo
]

DIR-XXX

WPAZ-PSK @

JuHamudecknil |Pvd
CoeguHero @

192.168.161.222

JlokankHasA ceTb

LAM 1Pwd:
LAM IPvE:

MAC-aapec:

BECI‘IPDBD,EI,HI:IE NOAKMHOYEHWA!

MpoBogHLIE NCAKNIHEHIA:

MopTel LAN

LAMNT:
LAMZ:
LAMN3:

LAM4:

192.168.0.1
fd01:1/64

28:3b:82:3a:d6:b0

100M-Fu [ ]
OTenYeHD
OTEAHYEHD

OTENHYEHD

AHperc.DNS

Iupexc :

BesonacHbiA
Jetckwnin

Be3 3aLMTH

PucyHok 25. CmpaHuua uHgopmayuu o cucmeme.
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DIR-615S BecnposoaHon mapLupytudatop N300
YctaHoBKa U nogkrnoyeHne

PykoBoAcTBO nonb3oBartens MapLupyTusaTopa

B paznene UHpopmMaLma o cucteme ykasaHa MOJIEITb U allapaTHasi BEPCUsT yCTPONUCTBA, BEPCHUS
POTPaMMHOTO 00CECTICUCHUS U IPYTUE TaHHBIC.

Jnst Toro 4TtoOBl 00paTUTBCA B TEXHUYECKYIO momuepxkky D-Link (otmpaButh cooOmieHue mo
AIIEKTPOHHOM TOYTE), LICJIKHUTE JIEBOM KHOMKON MBIIIM Ha aJpece TEXHUYECKON MOIIEPKKH.
[Tocne HaxkaTusi OTKPOETCS OKHO TIOYTOBOW MPOTpamMMBbl JUIsi OTHPABKM HOBOTO MHCHhMa Ha
yKa3aHHBIN ajpec.

Jnst Toro 4roOBI M3MEHHUTH PEXHAM pPabOTHI YCTPOWCTBA, MICIKHUTE JIEBOW KHOIKOW MBIIIM Ha
Ha3BaHUU pexkrMa B cTpoke PeXMM paboTbl. B oTKphIBIIEMCS OKHE HAKMUTE CCHUIKY MacTep
HavyarnbHOW HACTPOMKM (moapoOHOe omucanue Mactepa cMm. B pasnene Macmep nauanvhou
HacmpouKu, cTp. 44).

B paznene Wi-Fi 2.4 I'Ty oroOpaxarorcsi TaHHBIE O COCTOSIHUU OSCIIPOBOIHON CETH YCTPOWCTBA,
€¢ Ha3BaHME M THIl CETEBOW ayTEHTU(HKALUK, & TAK)KEC HAIUYUE JOMOJTHUTEIBHON 0eCrpOBOIHON
CeTH.

B paznennie WAN nipezcraiieHbl JaHHBIE O TUIIE U CTaTyce cyliecTByromero WAN-coeMHeHMs.

B pasznene JlokanbHasa ceTb oroOpaxkaetcs [Pv4- u IPv6-aapec mapmipyrusaropa, MAC-aapec
JIOKAJILHOU CCTH, a TAKKC KOJNUYICCTBO IMPOBOAHLIX 1 6CCHp0BOI[HBIX KIINCHTOB YCTpOﬁCTBa.

B paznene MopTbl LAN otobpaxkaercst coctosiare LAN-TOpTOB yCTpOHCTBa U PEeXHUM TEepeaadn
JIAHHBIX aKTHBHBIX TIOPTOB.

B paznene AHpekc.DNS mnpexncranens! ganHbie 0 cocrosiHuu cepuca Snaekc.DNS u pexume
ero pabotel. YtoObl BkmouuTh cepBuc SHmexc.DNS, crnBuHbTe mnepekmodarens BKMOUYMTBL
BIpaBo. Eciu Heo0X0nMo, U3MEHHUTE PEXKUM PAOOTHI CEpPBHCA.
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PyKOBO,EI,CTBO nonb3oBarens MapupyTusatopa

CrtpaHuua Hayano

Ha crpanunie Hawamo mpexacraBieHbl CCBUIKM Ha CTPAHMIBI HACTPOEK, K KOTOPBIM YacTo
oOparraroTcs Mmobp30BaTeNu Mpu padbore ¢ web-untepdeiicom.

HoBpo noxanoeaTe B MHTepdeic HacTpoikK ycTpoicTea D-Link!

Ha aTol cTpaHvue NpeqcTaenNeHsl PasASnbl, K KOTODbIM NoNB30BaTENW YacTo obpallanTcs Nocne NepEMYHOR HACTPORKM. MNoNHLIA CNWCoK painenos
OOCTYNEH B MEHHD.

72=> OrpaHnuenne goctyna
-

-ﬁ- URL-dwmneT
s puneTp

Bil MoxeTe GNOKMPOEATE NOCELUEHHE
HexenaTensHbIX cantos no URL-
aapecam.

Mopknioyerme
L MyNLTUMEqUa-YCTPORCTE

BulSop NOpTOS 4NA NOAKNDYEHUA

% Annekc.DNS

BricTpeiin DNS-cepenc oT AHgekca c
A0NOAHATEABHBIMK §YHKLMAMN
GesonacHoCTA.

o WMHhopMaLMA © cMcTeEME

CBOAHAA MHGOPMaLMA of ycTporcTee.

BecnpoBodHbIX KNWEHTOB
Bol MoxeTe 336N0KMpOBaTE AOCTY K

yCTpodcTey no Wi-Fi AnA HekoTopblx
KTHEHTOE.

'-:-.:" HacTtporka Wi-Fi

HacTpoika oCHOBHbIX NapaMETPOB

Wi-Fi. 3geck Bbl mOXETE M3MEHWTE UMA

MYNbTUMEANE-YCTPORCTE. ;
CETW, NapameTpel Be3onacHoCTK 1 gp.

yauTe B

L 4 App Store

PucyHok 26. Cmpa+uua Ha4aJsio.

[pyrue HacTpoKHu MapuIpyTU3aTopa JOCTYIHBI B MEHIO B JIEBOW YAaCTHU CTPAHUIIBI.
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PykoBoAcTBO nonb3oBartens MapLupyTusaTopa

Pa3penbl MeHI0

Jlis HacTpOMKK MapUIpyTHU3aTOpa UCTIONb3yHTE MEHIO B JIEBOM YaCTH CTPAHUIIBI.

B paszgene HawanbHas HacTpouka Bol moxkere 3amyctuTh MacTep HadalbHOW HACTPOWKH.
Macrep mo3BoIsSIET HACTPOUTH MapILIPyTU3ATOP Ui pabOTHl B HY>)KHOM Bawm pexume u 3aaath Bce
napameTphl, HeOOXoauMBbIe ISl Havasa paloThl (MoapoOHOe ommcaHue Mactepa cMm. B pazuene
Macmep nauanvnoii hacmpoiiku, ctp. 44).

Ha crpanunax paszgena CTaTUCTUKA Ipe/CcTaBICHBI JaHHbIE, 0TOOpaKAIOLINE TEKYIee COCTOSIHUE
MapuIpyTu3aTopa (OnMcaHue CTpaHulLl CM. B pazaene Cmamucmuxka, ctp. 68).

Ha crpanunax pasgena HacTpoMka coeAMHEHMW MOXXHO HACTPOMTh OCHOBHBIC IapaMeTphl
LAN-unTepdeiica MapmpyTu3zaTopa u co3arh MOAKIIOYCHHE K ceTH HTepHET (ONMCcaHue CTPaHHUIIL
cM. B pazzaene Hacmpoiika coeounenuit, ctp. 74).

Ha crpanunax paznena Wi-Fi MoxxHO 3amath Bce HE0OXOIUMBIE HACTPOWKHM OSCIIPOBOIHON CETH
MapiIpyTH3aTopa (omucanue CTpaHull cM. B paszaene Wi-Fi, ctp. 112).

Ha crpannmax pasmena [JOMOMHUTENbHO MOXHO 33/aTh JIONOJHHUTENIBHBIE IApaMETPhI
MaplIpyTH3aTopa (OnMcaHue CTpaHUlLl cM. B pasaene Jononnumensho, ctp. 143).

Ha crpanumax pasmena MexceTeBOM 3KpaH MOXHO HACTPOUTh MEKCETEBOW 9JKpaH
MaplIpyTH3aTopa (ONMMCAaHUE CTPAHULL CM. B pasaese Mesccemesoil 3kpan, ctp. 170).

Ha crpanunax pasgena CucTema npencrasieHbl GyHKIMU A1 pabOThl ¢ BHYTPEHHEH CHCTEMOM
MapuipyTu3aTopa (ornucaHue CTpanuil cM. B pasznene Cucmema, ctp. 187).

Ha crpanumax pasgena AHAEKC.DNS MoxHO HAacTpOWTh CEpBUC KOHTEHTHOW (UIBTpaIvn
Sunexc.DNS (onucanue ctpanuil cM. B pazzaene Auoexc. DNS, ctp. 203).

UroObl 3aBepmuTh paboTy ¢ web-unTepdeiicom MapiipyTu3aropa, HaXXKMHUTE HA CTPOKY MEHIO
BbinTn.
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PykoBogfcTBO nonb3oBarens MapLupyTusaTopa

YBeagoMmneHus

Web-unrepdeiic mapupyTusaropa oToOpakaeT yBeIOMIICHUS B IPAaBOM BEPXHEM YIITy CTPaHUIIbI.

“o

PucyHok 27. YeedomneHusi web-uHmepelica.

Haxkxmute Ha 3HA4YOK, OTOOpa)KAIOMIMK KOJIMYECTBO YBEJOMIJICHHH, YTOOBI MPOCMOTPETH IMOIHBIN
CIIUCOK, U HAXKMUTE COOTBETCTBYIOLLYIO KHOIIKY.
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HacTtpoiika mappyTusatopa

PykoBoacTBo nonb3oBarens

IMABA 4. HACTPOUKA MAPLLUPYTU3ATOPA

Macmep HaYyasibHOU HacmpoUuKu

Yrobsl 3amycTuTh MacTep HauaabHON HaCTPOWKH, nepeiiante B pa3nen HavyanbHaa HacTpouka.
Ha otkpsiBmiciics crpanuie Haxmure KHONKY OK M mokauTech BOCCTAHOBICHHS 3aBOICKHX

HacTPOEK yCTPOMCTRBA.

[ns 3anycka MacTepa HavansHON HACTPOKK HeoBX0AMMO BOCCTAHOBMTE 3aBOACKME HACTPOMKKM YCTPOACTEA.

PucyHok 28. BoccmaHosrieHue 3a800CKux Hacmpoek 8 Macmepe.

Ecnu nepBuyHas HacTpolKa MapIIpyTH3aTopa BeIMONHSIETCS Yepe3 Wi-Fi-coenuHenne, yoeauTecs,
yto BbI mogkmouens! k 6ecnipoBogaron cetu DIR-615S (cMm. HazBanue 6ecnipoBoaHoii cetu (SSID)
Ha HaKJICHKE CO IITPUX-KOJIOM Ha HIDKHEH MaHenu ycTpoiicTa) n Haxmute kHonky JAJIEE.

BoccraHoBnenune 3aBOACKMX HaCTpPOeK 3aBeplueHO
Wma cetn v napons Bel HallnéTe Ha cTukepe Ha kopnyce Balwero ycTpoicTea.

Ecnun Bel nogkniodeHsl no Wi-Fi, yBeamTecs, 4To He Npon3oLLno asTOMaTUHECKOro NEPeKNioNeHNA Ha ApYryo

BecnpoBoAHYIO0 CETh.

PucyHok 29. lNposepka nodknoyeHus1 kK becripogodHol cemu.

Haxxmute knonky HAYATbD.

Yeawaembll aboHeHT! Bbl B NepBLIi pas BKMKOYKMNK YCTPOWCTBO W ANA Toro, YTobel Bel MOMMKM Ha4aTe NONb30BaTLCA
ycnyrammn goctyna K cetn MiHTepHet, Bam HeoBxogumo ero HacTpouTb.
[ns 3anycka mactepa HaxMWTe KHonky "Hauate"

HAYATb

PucyHok 30. 3anyck Macmepa.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Ha otkpeiBmeiicst crpaHuie HaxMmutre KHONKY [A, 9TOOBI OCTaBHTh TEKyLIMH SI3bIK web-
unrep@eiica, man Haxxmute KHOnKy HET, uToObI BEIOpaTh Apyroii sS3bIK.

Il Bo3voxko, Baw A3bIK Pyccknii?

PucyHok 31. Bbibop si3bika web-uHmepdbelica.

Bb1 MOxeTe 1oCpOUHO 3aBEpIIUTh pabOTy MacTepa U nepeTu B MeHto web-unrepdeiica. s atoro
naxvure kHonky PACLUMPEHHBIE HACTPOWKWU. Ha orkpsiBuieiicss CTpaHHIC H3MEHHTE
HACTPOMKH MO YMOIYAHHUIO: U3MEHHUTE Mapoib agMUHHCTparopa B noysix Maponb uHtepdenca
nonb3oBaTens u lMoATBepXAeHWe Napona u HasBaHue OecnpoBOAHON cetd B mone UMmsa
cetun (SSID). 3arem naxxmute kHoniky MTPUMEHUTD.

HacTpoiku no ymonyaHuio

[ng Havana paﬁome HeobxodumMo usMeHUMb HexKomaopele HHCHIIIJD{?KU o yMOM4aHuro.

* o

@ Onuna napona domkra 6eime om 1 do 31 ASCII cumsona

WMma cetn (S5I1D)*

DIR-XXX

T o

PucyHok 32. 'smeHeHuUe HacmpoekK o yMon4aHuro.

YroObl TPONODKUTH HACTPOHKY MaplIpyTH3aTopa ¢ TOMOIIbI0 MacTtepa, HaXMHUTE KHOIKY

NPOAOOITKUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Bbi60p pexxuma paboTbl ycTponcrBa
Bribepute HeoOXonuMBbIi pexuM padboThl u Haxxmute kHorky [AJIEE.

Mapwpymu3amop

UroObl monkIouuTh Bame ycTpoilcTBO K NpPOBOAHOMY HWHTEpHET-NPOBaiiiepy, Ha CTpaHUIE
Pexxum pabotbl ycTtpouctBa B crnucke Cnocob® mNOAKMIOYEHUA BhiOepUTE 3HAUCHHE
NpoBogHoe noaknto4veHue. 3atrem B croucke PeXuMM paboTbl BwiOepuTe 3HAYCHHE
MapuwpyTtusatop. B stom pexume Bol cmoxere HacTpouth WAN-coeaMHEHHE, 3a1aTh CBOU
HACTPOUKHU U1 OECPOBOIHON ceTH ycTpoiicTBa, HacTpouTh LAN-nmopTs! anst nogxmodenus [PTV-
npuctaBku unu [P-tenedona u 3amath coOCTBEHHBIM Maposb AN AOCTyna K web-uHTepdeiicy
YCTPOUCTBA.

Pexum paboThl ycTpoicTea

Cnocof noaknyeHA

MpoBoaHoOe NoAKMNiYeHHe - @

Pesxum paboTs

MapLupyTuzarop -

BN O i -

< HA3AfQ OANEE >

PucyHok 33. Bbibop pexuma pabomsi ycmpoticmea. Pexxum Mapwpymu3samop.

UroObl monkmounTh Bamie ycTpoicTBO kK OecmpoBogHOMYy uHTepHeT-TipoBaiinepy (WISP), Ha
crpanuiie Pexum pabotbl ycTtpomctBa B crnucke Cnoco6 nNOAKMHOYEHUsl BhiOepHTe
snaucHre Wi-Fi. 3arem B crincke PeXXuM paboTbl Beidepute 3naucaue MoBroputens WISP. B
3TOM pexkuMe Bbl cMokeTe monkiIounTh Baiie ycTpoHCTBO K Apyroil TOUke A0OCTyIa, HACTPOUTh
WAN-coenuHeHnue, 3aaaTh CBOM HACTPOMKH ISl OSCIIPOBOJHOM CETH YCTPOWCTBA W 3aJaTh
cOOCTBEHHBII MapoJib It JocTyna K web-untepdeiicy ycTpoicTsa.

Pexum paboTbl yeTpoicTBa

Cnocob noaknoyeHna

: =

Pesuam paboTb

Noetopurens WISP - l l

& 8

< HA3An

PucyHok 34. Bbibop pexuma pabomel ycmpotcmea. Pexum lNoemopumens WISP.
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Toyka docmyna unu noemopumerib

YroObl TOAKIIOUNTH Bamie ycTpoHCTBO K TPOBOAHOMY MAapUIpyTH3aTOpy [UIS J100aBICHUS
OeCIpOBOHOM CETH K CyMIECTBYIOIIEH JIOKaJbHON ceTH, Ha crTpaHuine Pexum paboTbl
ycTtponuctBa B crnucke Cnocob6 noaknw4veHUA BoiOepure 3HaucHue [lpoBoaHoe
noaknoYveHune. 3arem B criiricke PeXXnMm paboTbl BeibepuTe 3HaueHre TOYKa gocTtyna. B stom
pexxume Bbl cMokeTe m3MeHUTh [P-anpec nmokanbHOTO MHTEpdeiica, 3aaTh CBOM HACTPOUKH LIS
OeCIIpOBOJHON CETH yCTPOMCTBA M 3aJaTh COOCTBEHHBINM Mapoib IS J0ocTyna K web-uHTepdericy

YCTPOUCTBA.

Pexum paboThl ycTpoicTea

Cnocob NogknicyeHHa
MpoBoaHoOe NoAKMNiYeHHe - @

Pexum paBoTsl

Touyka gocTyna -

< HA3Af DANEE »

PucyHok 35. Bbibop pexuma pabomsi ycmpoticmea. Pexxum Toyka docmyna.

YroOb! mOAKIIOYNTE Barie ycTpoicTBO K O€CTIPOBOTHOMY MapIIpyTH3aTOPY JJIsl paCIIUPEHUS 30HBI
JEWCTBHSI CYIIECTBYIOMICH OCCIPOBOAHOM ceTH, Ha cTpanuie Pexxmm paboTbl ycTpoucTBa B
ciiucke Cnoco6 nopkntoyeHus soidepute 3nauenne Wi-Fi. 3atem B ciicke Pexxum pabotbl
BeIOepuTe 3HaueHue [loBTopuTenb. B stom pexunme Ber cmoxere wm3menuth [P-ampec
JIOKaJILHOTO MHTepdeiica, MOAKIIOYNTs Barre ycTpoiicTBoO K Apyroi TO4ke JOCTyNa, 33JaTh CBOU
HACTPOMKHU JIsi OECIPOBOIHON CETH YCTPOMCTBA W 3aJaTh COOCTBEHHBIA MApOJb IS OCTyMa K
web-uHTepdeiicy ycTpoiicTsa.

Pexum paboTbl ycTpoKrcTea

Cnocof nofknioueHms

Wi-Fi - Q

Pexum paboTh
MNoeTopWUTENE - I l l
[-- ] o N C]E

< HA3AQ DANEE )

PucyHok 36. Bbibop pexuma pabomel ycmpoticmea. Pexxum lToemopumerns.
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Yrobsl mpoBoxuble IIK, moaxitoueHHsle k Bamemy ycTpoicTBY, MOJMYYMIM JOCTYH K CETH
OeCIpOBOIHOTO MapUIPyTHU3aTopa, Ha cTpanuie PeXuWM paboTbl YCTPOUCTBA B CHHCKE
Cnoco6 nopgkntoyeHusa Boioepure 3HaueHne Wi-Fi. 3arem B crnmcke PeXum paboTbl
BeIOepuTe 3HaueHHe KnueHT. B stom pexunme Bbl cmoxere u3amenuts [P-aapec nokanbHOTO
uHTepdelica, nMoaAKIIOYNTh Bame ycTpoiicTBO K Ipyroil Touke AOCTyna M 3aAaTh COOCTBEHHBIN
napoJib JUIs ocTyna K web-untepdericy ycTpoicTaa.

Pexum pabotbl ycTpoiicTBa

Cnocob nogknioueting

Wi-Fi -

Pesum pabortsl I l l

KnueHT - o LN @E
< HA3AQ DANEE »

PucyHok 37. Bbibop pexuma pabomsl ycmpoticmea. Pexxum KnueHm.
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U3meHeHue LAN IPv4-appeca

DTOT mIar JOCTYICH sl pexruMoB TOYKa aocTtyna, lMostopuTtens u KnueHT.

1. VYcranosurte ¢guaxox ABTOMaTtnyeckoe HasHavyeHue IPv4-agpeca, uytoOsl yCTpOHCTBO
aBromarnuecku nomydano LAN IPv4-anpec.

2. B nore AMA ycTponcTBa HEOOXOIMMO 331aTh JOMEHHOE UMSI YCTPOMCTBA, C IMOMOIIBIO
koToporo Bbl cMoxere oOpamiarscsi kK web-uHTEpdeiicy mocie 3aBeplIeHust padboThI
Macrepa. BBenure HOBoe JOMEHHOE UM YCTPOMCTBA ¢ OKOHYaHUEM .local uiM OCTaBbTe
3HAUEHHE, TPETIOKEHHOE MapIIPYTU3aTOPOM.

Jlna nocryna k web-uHTepdeiicy o JOMEHHOMY MMEHHU B aApPECHOM cTpoke web-0paysepa
®  BBEJWTE UM YCTPOWCTBA C TOYKON B KOHIIE.

Ecnu Bel xotute Bpyunyto HazHauuTh LAN IPv4-anpec DIR-615S, He ycranaBnuBaiite (priaskox
ABTOMaTHU4yeckoe Ha3HavyeHue IPv4-agpeca wu 3anonnure mons |IP-agpec, Macka
nogcetn, Umsa yctpomncTBa u, eciin Heobxoxumo, noite IP-agpec wnw3a. Yoeautech, uTo
Ha3HayaeMblil azapec He coBnagaer ¢ LAN [Pv4-agpecom MapuipyTuzaropa, K KOTOPOMY
MOAKIr0YaeTcs Baiie ycTpoicTBo.

JlokansHas ceTb

D ABTOMaTWueckoe HasHaueHune IPvd-agpeca

A Asmomamuyeckoe HasHayeHue IPv4-adpeca MaKCUMAarsHO 3alulyaenm om 603MOXHO20 UCTONb308aHUS 00UHaKO8bIX
adpecos 8 00HoL NokanesHol cemu. [na ucknrodeHus koHgnukmoe IPv4-adpecos 8 nokansHol cemu cmamudeckue IPv4-
adpeca ycmpolicme He domxHbl coenadame ¢ adpecamu U3 duanaioHa adpecos, HasHaYaeMbiX eblLUeCOoaLUM
MapuipymuzamopoM (Uunu nokansHeiM DHCP-cepsepom).

IP-agpec*

192.168.0.1

Macka nogceTtu”

255.255.255.0

WMma ycTpoRcTaa*

dlinkap6b2e.local

() 3adaiime domenHoe umMa ¢ oxoxyaruen Jocal. [lna docmyna k web-udmepgbeticy no domeHHOMY UMEHU & GOPECHOL
cmpoke web-bpaysepa esedume doMeHHOe UMSA ¢ Moykol U kocol Yepmol (Hanpumep, dlinkap12ab.local./)

< HA3AQ OANEE »
PucyHok 38. Cmparuuya usmeHeHusi LAN IPv4-adpeca.

3. Haxwmure kaonky JAJIEE, uto6sr nponomkuts, win kHonky HA3A][L, 4ToObl BepHYTHCS
Ha NPEBIIYIIYI0 CTPAHUILY.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Wi-Fi-KnueHT
Orort mwar gocrymnex st pexxumos Mosroputens WISP, NMoeToputensb u KnueHT.

1. Ha crpanune Wi-Fi-knueHt wnaxmure kxonky BECMPOBOLOHbLIE CETU u B
OTKPBIBIIEMCS. OKHE BBIJCIHTE CETh, K KOTOPOl HEOOXOAMMO MOAKIIOYUTHCSA. [lpu
BoiiencHuu cetu ot Ums cetn (SSID) u BSSID 3amnonHsATCsS aBTOMaTHYeCKH.

Eciu Bel He MoKeTe HaliTH HYKHYIO CE€Th B CIicKe, HaxkmuTe Ha 3Hauok OBHOBUTD (.).

2. Ecnmm nna mopkimodeHwsi K BhIIEIeHHOW Bamm OecrnpoBomHON ceTd TpeOyeTcs Mmapoiib,
BBEJIUTE €r0 B COOTBETCTByIomiee mosie. Haxmure Ha 3Hauok [MOkKasaTb (#)), uroOb
0TOOpPa3UTh BBEIEHHBIH MapOb.

Wi-Fi-knneHt

Wima cetu (SSID)” CeTepan ayTeHTNMKaLMa

RD_DLINK WPAZ-PSK -
BSSID

78:32:1b:48:91:aa * ©

() Anuna naponsa dormkra Beime om 8 do 63 ASCII
CUMS0IT08

Tun wudposaHua®

AES -

BECMNPOBOAHLIE CETH

< HA3AQ DAMNEE )

PucyHok 39. Cmparuuya Hacmpotiku Wi-Fi-knueHma.

Ecmu Bbl moakimogaeTecs K CKPHITO ceTH, BBeauTe Ha3Banue cetd B moie Umsa cetm (SSID).
3atem BBIOCpUTE HEOOXoJMMOe 3HaueHHe B crnucke CeTeBasi ayTeHTU(MKaUMA u, eciu
HE0O0XOMMO, BBEIUTE MapOJib B COOTBETCTBYIOIIEE MOJIC.

Jlns tumnoB ceteBoii ayrentudukanuu Open u WEP na crpanuie otoOpakarorcst Clieayrolime
HaCTPOUKHU:

MapameTp OnucaHue

Tonvko Ons muna aymenmugpuxayuu Open.
BKINIOYNTL Onaxok s aktuBanmu WEP-mudpoBanus. [lpu ycraHoBieHHOM
wndposanne WEP (maxxke Ha CTpaHUIE OTOOpa)KaeTCs PACKPBHIBAIONIUICS CIHUCOK
Homep kntoya no ymonyaHuio, pnaxox Knroy wmndpoBaHus
Kak 1 yetbipe nonst Knroy wu BaHuA.
WEP kak HEX P Knio oBa
Howmep kntoya no Homep xiroua (ot 1-ro g0 4-ro), KOTOpbIi OyAeT MCHOIb30BaThCS
yMonyaHuio s WEP-nmmdpoBanus.
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MapameTp OnucaHue

Knroy wundcpoBaHua | Ycranosute (rmaxkok, 9ToOBI 3a/1aTh IIECTHAALATEPUIHOE YHCIO B
WEP kak HEX KauecTBe KJIto4a JJ1s IU(PPOBaAHMUS.

Kmtoun nans WEP-mmdpoBanus. IIpu mmdpoanuu ucnonszyercs
Knitou widposaHus KJTI04, HOMEp KOTOPOTO yKa3aH B packpeiBatomiemcs criicke Homep
KnoYa Mo ymonyaHurw. HeoOXomuMo 3alojHUTh BCE OIS,
Haxxmure Ha 3Hauok [lokasaTb (&), 4T0OBI OTOOpa3sUThH
BBEJICHHBINA KJIIOY.

Jns tunoB cereBoii ayrentudukanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHUIIE OTOOPAKAFOTCS CIIETYIOIINE TOJIS:

MapameTp OnucaHue

IMapone  mna WPA-mmdpoBanua. Haxmute Ha  3HAYOK
Maponb PSK .
MNMoka3saTb ( & ), uToOBI 0TOOPA3UTH BBEICHHBIN MAPOIIb.

(1-4)

Tun wundpoBaHua Mexanusm mmdpposanus: TKIP, AES nwim TKIP+AES.

3. Haxwmure xHonky JAJIEE, uto6s1 nponomkuts, wim kHonky HA3A][, uToObl BepHYTHCS
Ha MPEBIIYIIYI0 CTPAHUILY.
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PyKOBO,EI,CTBO nonb3oBarend

HacTtpoiika mappyTusatopa

Hacrpoitka WAN-coeamHeHus
Orort mar gocrymneH st pexxumos MapwpyTtusaTtop u Nostoputens WISP.

Hacrtpoitka  WAN-coenMHEHM  IPOW3BOJIUTCA B COOTBETCTBUU _ C _ JIAHHBIMH,
OPENOCTAaBICHHBIMU IIPOBANIEpOM noctyvia kK cetu MartepHet. Ilpexie yeM HAacTpauBaTh

COCIMHEHNE, YOennTeCh, YTo Bl monyuminm Bcro HeoOxonuMyto nHbopmaimio. Eciu y Bac
HET TaKMX JAaHHBIX, 00paTUTECh K CBOEMY MPOBAACpY.

Ha crpanuiie Tun coeamHeHnsa ¢ UHTepHeTtomM naxmurte kHonky CKAHUPOBATD
(moctymHa TONBKO M peknMa MapLupyTu3aTtop), uyToObl aBTOMAaTHUYECKH OIPEICIIUTh
TUN COCOUHCHHMS, WCIONb3yeMblii BammM mnpoaiifepoM, WIU BPYYHYIO BEIOESpPHUTE
HEOOX0IMMOE 3HAUCHHE B CIICKe TUM COeAUHEHUS.

3amaiiTe HaCTPONKH, HEOOXOAMMBIC SISl pa0OTHl COSTMHEHHS BEIOPAHHOTO THIIA.

Ecnu Bam nposaiinep nocryna k cetu MHtepHeT ucnonbdyeT npuBsizky k MAC-aapecy,
ycranosute ¢pnaxkok KnoHnposatbs MAC-agpec Bawero ycTponcTaa.

Ecnu noctyn k cetu UnTepHet npenocrasiserca yepe3 VLAN-kaHan, ycTaHOBUTE (1KoK
Ucnonb3oBatb VLAN u 3anonaute mone VLAN ID.

[Tocne wactpoiiku coeauneHuss Haxwmure kHonky HOAJIEE, 4toObl mpomomkuth, win
kaonky HA3A[, uto6bl BEpHYTHCS Ha MPEABIIYIYIO CTPAHUILY.

Ctpanunua 52 13 215



DIR-615S BecnposoaHon mapLupytudatop N300

PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

CoeduHeHue muna Cmamuyveckuu IPv4

Tun coeauHeHns ¢ MHTepHeToM

Tun coeguHeEHKA

Cratnueckvi |Pvd -

() Coeduretiue danrozo muna nossommem Bam UCMOMLI0ESME (hURCUPosaHHsI IP-adpec, MpedocmasnAemsii Batum
npoeslidepom.

CKAHWPOBATbL CraHWpoBaHWe CETW ANA onpefsneHiA TUMa W NapaMeTpoBR CoedUHEHHA

D Knoxupoearts MAC-anpec Bawero ycTpoicTea

G) B cemax Hexomopklx npodaldepos mpebyemcs peaucmpayus onpedenssrozo MAC-adpeca dna npedocmasneHus
SOIMOKHOCITIL MOOKITIOYEHLA K Cemu MHmepHem.

() Menonbsosams VLAN
G) Yomanoeume guiamor, ecnu nposaldep opzaquiyem docmyn 6 MHmepHem, ucnonssyA VLAN-kaqan.
Menonk3osats IGMP

G) Internet Group Management Profocol - npomoron ynpaenenus spynnoaod (mulficast) mepedaveld daHHbIX & CEMAX,
OCHOSSHHLIX Ha npomokane [P

D Ping

£ HA3AQ DANEE »

PucyHok 40. Cmparuua Hacmpotku WAN-coeduHeHust muna Cmamudeckuti IPv4.

3anonnaute nons IP-agpec, Macka nogcetwn, IP-agpec wni3a u IP-agpec DNS-cepBepa.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

CoeduHeHue muna Cmamuyveckul IPv6

Twun coegWHeHUS ¢ VIHTEpPHETOM

Tun coegueeHUA

Cratndeckun IPvE -

G) Coedurerue daHHOE0 MUNa No3ecnAem Bam ucmonbIosams uRCUposaHHLil IP-adpec, npedocmasnAemsil Batuum
nposaddepom.

CKAHMPOBATb CkaHWpOBaHWe CETW ANA onpefensHuA TUNa U NapaMeTpos CoeanHEHUA

[] Hnowposats MAC-anpec Baluero yeTpofictea

@ B cemax Hexomopeix nposatdepos mpedyemcs peaucmpayus onpedensuqozo MAC-adpeca dns npedocmaenerus
SOSMOMHOCITIL MOGKMIOYEHUA K CEmu MHmepHeM.

C] Wcnonbsoeats WVLAN

@ Yomanoeume ghnaxox, eciu nposaidep opzanusyem docmyn & MumepHem, ucnonesys VLAN-kanan.
E] Ping

£ HA3AD DOANEE >

PucyHok 41. Cmparuuya Hacmpouku WAN-coeduHeHus muna Cmamuyeckuti IPv6.

3anonuute nons IP-apgpec, NMpedwuke, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

CoeduHeHusi muna PPPoE, IPv6 PPPoE, PPPoE Dual Stack, PPPoE +
HuHnamu4deckut IP (PPPoE Dual Access)

Twun coeguHeHWA ¢ VIHTepHeTOM

TvN CoeQUHEHUA
PPPoE -
(i) Ons cosdurenus danHo20 muna mpebyemcs UMS NoNs3083MEens U Mapons.

CKAHMPOBATE CKaHWpoBaHWe CETW OMA onpejensHWA TUNa 1 NapameTpoR CoedUHEeHNA

(] Beaaeropusaumm

[:] Knonupoeate MAC-anpec Bawero yeTpoRcT2a

@ B cemax Hexomopex nposaudepos mpedyemcs peaucmpayus onpedensHHozo MAC-adpeca dna npedocmasnerus
SOIMOMHOCTIL NOMKMIOYEHUS K cemu Mrmeprem.

C] Wcnonbaoeats VLAN
@ Yeomanosume ghiamox, eciu npogaddep opeadusyem docmyn & Mumeprem, ucnons3ys VLAN-kaxan.
C] Ping

£ HA3an DANEE »

PucyHok 42. Cmparuua Hacmpoutku WAN-coeduHeHust muria PPPoOE.

B mnome Wma nonb3oBaTtensa Beeaure Bam soruH, a B mnone [laponb — maposb,
npenocTaBleHHblil BammMm mpoBaiiiepom noctyna kK cetu MHtepHer. Hakmure Ha 3HAUOK
MokasaTb (&), uToOBl 0TOOpa3WTh BBEACHHBIA Mapoib. Ecim aBropmsamus He TpeOyeTcs,
ycranoBute ¢uiaxxox be3 aBTopusauuu.
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CoeduHeHue muna PPPoE + Cmamu4eckul IP (PPPoE Dual Access)

Twn coeguHenns c MHTepHeTOM

Twn coeguHeHnA

PPPoE + Ctatuyeckuii IP (PPPoE Dual Access) -

(@ Ana coedurenus danHozo muna mpeByemcs uMd Nonb308amess U Napons, @ mak xe npedocmasnexHsil Bawum
nposatidepom thukcuposarHell IP-adpec.

CKAHWPOBATE  CkaHWpoBaHWe ceTu Ans onpefeneHus Tuna v napameTpoB CoeuHeHUA

D Bea aBTo (sly=t=lI

PucyHok 43. Cmparuuya Hacmpotiku WAN-coeduHeHusi munia PPPoE + Cmamuuyeckul IP (PPPoE Dual
Access).

B more WUmMa nonb3oBatensa Beegure Bam normH, a B mome [laponb — mapons,
IIpeNOCTaBICHHbIM BammM mnposaiinepom goctyna k cetu HHrepHer. Haxmure Ha 3HaA4OK
NMoka3aTb (&»), 4roObl OTOOpa3WTh BBEACHHBIM Maponb. Ecim aBropusamust He Tpelyercs,
ycraHoBuTe ¢naxxok be3 aBropusaumm.

3anonuute nons IP-agpec, Macka nogcetu, IP-agpec wnto3a u IP-agpec DNS-cepBepa.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

CoeduHeHue muna PPTP + Junamuyeckul IP unu L2TP + JuHamu4eckuli IP

Tun coeaWHEHUA ¢ MIHTEPHETOM

THN COBAWHEHKA

PPTP + JuHamudeckmn IP -

@ BPTP u L2TP — myHHensHble NpOMOoKosl MUna MmoYvka-moYka, MoseoIaouwUue KoMIsomepy yomasaenueams
3auuLERHoe coeduHeHUe C CepeepoM 38 cYEm Co3daHus creylansHo20 MyHHENS @ cmandapmHodl, HezauErHo0 cemu.

CKAHWPOBATE CKaHWpoBaHWe CETW ONA onpefeneHiA THNa K NapaMeTpoB COS0MHEHHA

[ b5es asropusaumm

Mapons* ©

D Knonwpoeats MAC-anpec Bawero ycTpodcTea

@ B cemax HeEROMOpPbIX Moogaudepos mpedyemcR peaucmpayus onpedeneHtoeo MAC-adpeca dna npedocmasneHuR
SOSMOMHOCITIL MOKMIOYEHURA K CEMU MHMEDHEM.

D Wenonbaoeats VLAN
@ Yomanosume ginaxox, ecnu nposatdep opeadusyem docmyn & Humeprem, ucnonssys VLAN-kanan.
Wenonbaoeats IGMP

@ Internef Group Management Profocol - npomokon ynpaanerus epynnosod (mullicast) nepedaved JaHHLIX 8 CEMAX,
OCHOG3HHbIX Ha npomokane [P

D Ping

£ Hasan DANEE »

PucyHok 44. Cmparuua Hacmpotiku WAN-coeduHeHust muna PPTP + [QuHamuyveckud IP.

B mnome Wma nonb3oBaTtensa Beeaure Bam soruH, a B mnone [laponb — mapossb,
NpeaoCcTaBlIieHHbI Bammm mnposaiinepom ngocrtyna k cetd MHrepHer. Haxmure Ha 3HA4Y0K
MokasaTb (&), uTOoOBl OTOOpa3HUTh BBEACHHBIM Tapoib. Ecim aBTopmsamusi He Tpelyercs,
ycranosute pnaxox bes aBTropusauymm.

B mone Appec VPN-cepBepa 3amaiite IP- wim URL-agpec PPTP- wmm L2TP-cepsepa
ayTeHTU(DHUKAIUH.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

CoeduHeHue muna PPTP + Cmamuyeckul IP unu L2TP + Cmamu4eckuu IP

Tun coeamMHeHns ¢ MIHTepHeTOM

Tun coeauHeHns

PPTP + Cratnyeckui IP -

@ PPTP u L2TP — myHHenbHsle NPOmMOoKosl MUMa MoYka-moyKa, Mo3eoaouue KoMIsRmepy yemaHaenueams
FawuwénHoe coedurenue ¢ cepsepoM 3a cyém co3daHuA creyuanbHoeo MyHHeNa & cmandapmuod, HesaluWEHHOT cemu.

CKAHWPOBATL  CkaHWpoBaHWe CeTv ANA onpeaeneHys TUna i NapameTpoB COeOMHEHUR

D Bez asTo PH3aunn

PucyHok 45. Cmparuua Hacmpotku WAN-coeduHeHus muna PPTP + Cmamuyeckul IP.

B mone WUmA nonb3oBatena Beexure Bam sormH, a B mnone [laponb — mapos,
npenocTaBlieHHbI Bammm mnposaiinepom noctyna k cetu HMHrepHer. Haxmure Ha 3HaAYOK
MokasaTb (&*), uToOBl OTOOpa3uTh BBEACHHBIA Mapoib. Eciu aBropu3amus He Tpedyercs,
ycranoBute ¢uiaxxoxk be3 aBTopusauun.

B mone Appec VPN-cepBepa 3anpaiite IP- wau URL-agpec PPTP- wnu L2TP-cepsepa
ayTeHTH(UKAIIHH.

3anonuute nons IP-apgpec, Macka nogcetu, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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HacTtpoiika mappyTusatopa

Hactpoi¥ka 6ecnpoBogHoOi ceTu

Orort mar gocrymnel st pexxkumos MapwpyTtusartop, Touka goctyna, Nostoputens WISP u
MoBTOopuUTeEns.

1.

Ha crpanunie BecnpoBogHas cetb 2.4 [Ty B moie Uma ocHoBHon Wi-Fi-cetu
3ajaiiTe CBOE Ha3BaHME JAJisi OECIPOBOMHON CETHM WM OCTaBbTE 3HAUCHUE, MPEIIOKEHHOE
MapuIpyTHU3aTOPOM.

B none Maponb 3anaiite cBoit maponb i 10CTyma K OSCIPOBOIHON CETH WU OCTaBbTE
3HaYeHue, mpeioxkeHHoe mapmpytuzaropom (WPS PIN ycrpolicTBa, ¢cM. HakJIEHKy cO
MITPHUX-KOJIOM).

Ecnmu mapmpyTtusarop ucnonb3yercs B kadectBe Wi-Fi-kimuenrta, Bel MokeTe 3amarb Takue
e TlapamMeTpbl OECTIPOBOTHON CETH, KaK y CeTH, K KoTopor Bel monkimrouaerech. J{is aToro
Haxxmure kHOonky UCIMOJIb3OBATb (noctynna toneko mis pexxumos lNoBToputens
WISP u MNoBTOpUTEn.).

BbI MOkeTe BOCCTaHOBUTH MapaMeTpbl OeCIPOBOAHON CETH, 3aJaHHbIe 10 cOpoca HACTPOEK
K 3aBOJICKUM ycTaHoBKaM. s satoro naxkmute knonky BOCCTAHOBUTD.

BecnposoaHan ceTb 2.4 [Ty

BewaTts GecnposogHyo ceTh 2.4 Ty

@ BelkmoyeHUe selaHusA He anusiem Ha 803MOXHOCTIE ME
Kayecmee KnueHma.

Ipymusamaopa nodkmoyamscs k dpyaod cemu Wi-Fie

Wma ocHosHoi Wi-Fi-cetu®

my wi-fi

D OTKpbITaR CeTb
Mapone®

sEssssnanEe Q

@ AOnura napons domkHa 6sims om 8 do 63 ASCII cumeonoe

Henons3osames makue xe napamempsi KaK Ha kopHeeol

MCNONL30BATE 50 docmyna.

Bbi Moxeme soccmaHosums UMS cemu U WU(}’J{JOSHHUB. ycmaHoeneHHble do npuMeHeHUA 3a800CcKUX

BOCCTAHOBHUTL . cmpoek.

PucyHok 46. CmpaHuuya Hacmpolku 6ecripogodHol cemu.
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5. Ecnmu Bel xoTHTE CO37aTh JOIMOJHHUTEIbHYIO OCCHpPOBOAHYIO CETh, H30JHMPOBAHHYIO OT
Bamieit nokanbHO#M ceTn, yctaHoBuTe ¢uaxok Bknouutb rocrteByr cetb Wi-Fi
(moctymen Tonbko s pexnmoB MaplpyTtusaTtop u MoBroputens WISP).

BrNoymnTe rocTesyio cete Wi-Fi

() locmesas cems Wi-Fi noseonsem nodknioyumsca k Bawemy yempodemey u nonysums docmyn & MemepHem. [pu amom
KOMMBIOMepE!l, NOGKMIoYeHHbIe Kk daHHol becriposodHol cemu, Bydym usonuposaxs! om pecypcos Bawel ocHogHOO
. 3mo no3ssonum obesonacume ee Ha epeMa NpedocmasaneHus docmyna & MHMepHem CmMopoHHUM

NoKans!
Nonb308aIMeENamM.

HMima roctesod Wi-Fi-ceTn”

my wi-fi_Guest

OTKpLITaA ceThb
MakcuMansHoe KoNWYEeCcTED KNMMEeHTOR®

0

D BrniumnTe OrpaHW4eHne CKopocTH

PucyHok 47. CmpaHuuya HacmpouUku becripogo0HoU cemu.

6. B none Umsa rocteBon Wi-Fi-ceTu 3anaiite cBoe Ha3BaHMe /sl TOCTEBOI OECIIPOBOTHOIM
CETH WM OCTaBbTE 3HAUYCHUE, MPEIIOKEHHOE MaPIIIPYTU3ATOPOM.

7. Ecnm Bel X0oTHTE CO3/1aTh Maposb AJs JOCTyIHa K TOCTEBON OECIPOBOAHON CETH, CHUMUTE
dnaxxox OTKpbITaA ceTb u 3anonHute noje Maponb.

8. Ecmu Bbl XOTUTE OrpaHWYUTH MPOIYCKHYI CIHOCOOHOCTH TOCTEBOW OECIPOBOJIHOMN CETH,
ycraHoBuTe (uiakok BKIHOYUTb OrpaHMYeHMe CKOPOCTU U  3allOJHHTE  II0JIE
OrpaHuyeHne CKOpPoOCTM.

9. Haxwmurte xHonky OAJIEE, uro0sr mpomommkuth, win kHonky HA3AM, ytoObl 3amaTh
JPyTUE HACTPOMKH.
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Hacrtpoika LAN-noptoB gna IPTV/VoIP

OtoT miar gocryneH s pexxuma MapipyTusaTop.
1. Ha crpanuue IP-TeneBuaeHue ycranosute duaxkok K yctponcTBy nogkntoyeHa TB-
npucTaska.

|P-TenesnneHune

K ycTpoRcTey nogkniodexa TB-npucTtaeka?

(@ Ecnu Baw nposaiidep npedocmasnsaem ycnyay IPTV, Ber moxeme nodkmodums TB-Apucmasky HeMocpedcmaeHHo K
poymepy, He Ucnonk3ya dononHumensHoe obopydoeaHue.

Wcnonezoeate VLAN ID

@ Mugpopmauuro o VLAN ID moxro Halimu s dozosope.

[ ]

< o

PucyHok 48. CmpaHuua ebibopa LAN-riopma dns nodknrodeHusi IPTV-npucmasku.
2. Broienure cBoboanbiii LAN-nopt misa noaxmodenus [IPTV-npucrapku.

Ecnmu ycnyra IPTV mnpenocraBnsiercss uepe3 VLAN-kaHan, ycraHoBuTe —(IIakoK
Ucnonb3oBaTtb VLAN ID u 3anonuauTte oroOpasuBiieecs mosie.

4. Haxwmure xunonky JAJIEE, uto6sr npomomkuts, win kaHonky HA3A[, utoObl 3amarh

JIpyrue HaCTPOUKHU.
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5. Ha crpanune IP-renedoHus ycranosute uaxoxk K ycTpoucTBy nopgkntoveH IP-
TenedoH.

IP-TrenedoHuns

K ycTporcTBy nogknyeH IP-TenedoH?

() Ecnu Baw nposaiidep npedocmasnaem ycnyay IP-menechoruu, Bei Moxeme nodkmoyums meneghoH HenocpedcmeeHHo
K poymepy, He ucnonk3ys dononHumensHoe ofopydosaHue.

Wecnonezoeate VLAN ID

(D Mrghopmauuro o VLAN ID mox+o Halimu & dozosope.

<

PucyHok 49. Cmparuya ebibopa LAN-ropma 0ns nodknoveHusi VolP-menegoHa.
Beinenute ceobomubiii LAN-niopt aisa noakmrouenust VolP-tenedona.

Ecmm  ycayra VoIP mpenoctaBmsiercst depe3 VLAN-kanan, ycraHoBute —(hiakok
Ucnonb3oBatb VLAN ID u 3anonuute oToOpasuBiieecs moie.

8. Haxwmute xHonky JAJIEE, uro6sr mpomomkuts, win kHonky HA3A[, urobsl 3amarh

JpyTUe HaCTPOMKH.
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N3meHeHue napona web-uHrepdgeinca

Ha nanHoii cTpanuie HeoOX0QUMO U3MEHUTH Maposib aAMUHUCTPATOPA, 3aIaHHBIM IO YMOIYaHHIO.
Jlns osToro BBeaWTe HOBBIM mapons B mons [laponb wuHTepdenca nonb3oBatens u
MoaTBepxaeHne naponsi. Bl MoxeTe yCTaHOBHTH JI0OOH Tmaponb, kKpome admin.
Ucnonp3yiite 1udpel, JTaTHHCKHE OYKBBI BEPXHETO M HUKHETO PErUCTpa W JIPYTHe CHUMBOJIBI,
JIOCTYIIHBIE B AMEPUKAHCKON PACKIIaKe KIIaBUaTyphI'.

WameHeHne napona web-nHTepdeiica
ﬂ,J'IH NoBLIWEHWA Ge30NacHOCTH, HOH{SHYHCTG‘ W3MeHWTe naponk Ana goctyna K HaCTpOPIKaM YCTDDHCTB&.

' [

@ AnuHa napons domxHa 6eims om 1 do 31 ASCI cumeona
[
< Ha3ap

PucyHok 50. CmpaHuua usmeHeHus1 napossi web-uHmepagbelica.

3anOMHUTE WM _3alUIIMTEe Maposib _aJIMUHHCTpatopa. B ciyyae yrepu mapons

aQ!MI/IHI/ICTQaTO[Za BI)I CMOXKXECTEC HOJ'Iy'—II/ITB Z!OCTyH K HaCT[ZOI\/IIKaM Mapm[gmiaTopa TOJIBKO
' [IOCJ€ BOCCTAHOBJICHUS 3aBOJCKMX HACTPOEK MO YMOJIYAHUIO MPU TOMOIIM anmnapaTHON
|

kgonkn RESET. Takas nporeaypa VHHYTOXKHT Bce  3agaHdple  BamMu  HacTpoOHKH
MapIipyTH3aTopa.

Haxxmure xaonky OAJIEE, uroOsl npomomxuth, win kHonky HA3AL, 4roObl BepHYThCsS Ha
NPEBIIYIIYIO CTPAHHILY.

Ha cnenyromeii ctpanuiie nmpoBepbTe BCE 3a/laHHble BamMu HacTpoOMKH.

BBl MOXeTe COXpaHHTh TEKCTOBBIA (haili ¢ HACTPOWKAMH, 3aJaHHBIMH BO BpEMs MPOXOXKIACHHS

Macrtepa, Ha cBoii [1K. Jist storo Haxxmure knornky COXPAHUTb @AW C HACTPOUKAMU
)51 cnez[yﬁTe HHCTPYKIOUWAM JUAJIOTOBOT'O OKHA.

YroObl 3aBepiuuTh paboty Macrepa, Haxkmute knonky MPUMEHWUTbD. [Ipu sTom MaprupyTuszarop
HIPUMEHUT HACTPOWKH U mepesarpysurcs. Haxmure knonky HA3A[, uroObl 3amate apyrue
HaCTPOMKH.

1 0-9,A-Z, a-z, npoGeun, !"#3%&'()*+,-./;<=>2@[\|" _"{|}~.
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Eciim Macrep nHactpamBan WAN-coenuHenue, mociie Haxarus Ha kaonky [MPUMEHWUTb
OTKPOETCsI CTPaHHUIIA IPOBEPKHU JOCTYIMHOCTH CeTH MHTEpHET.

Moakn4eHne K cetm MHTBpHeT HacTpOE€HO WU roToBO K NCNOJIb30BaHWKO

HaxmuTe kHonky "Totoeo”, yToBkl HavaTk paboTy B ceTu MHTepHeT
PACLUMPEHHEIE HACTPOMKWN rotToBo

[ocTynHo NpunoxeHWe s cMapToHa W NnaHieTa

£ Jarpyntes A0CTYNHO B
S App Store »\ Google Play

PucyHok 51. lNposepka docmyrnHocmu cemu IHmepHem.
Ecnu mapuipytusarop ycrnenrso nogxitouniics k cetn Murepret, Haxxmure kHonky FTOTOBO.

Ecau BO3HHMKIM TPOOJIEMbl ¢ MOAKIIOUCHHEM K ceTh VIHTepHeT, [Uii MOBTOPHOW MPOBEPKH
cocrosiaus coenunenus Haxmute kHonky MPOBEPUTb MOBTOPHO.

Ecnu He ypanock pemuTh MpoOiieMy MOAKIIOUEHHUS K ceTd, Bbl MoxeTe oOpaTHTbCs B CiIykOy
TEXHUYECKOW moaJepkku Barmiero nposaiinepa (kak mpaBuio, Te€IeQOH TEXHUUECKON MOANEPKKU
MPEIOCTABIIACTCSI BMECTE C JOTOBOPOM) WM CIY>KOy TexHudeckoil momuepxkku D-Link (HOMED
TenegoHa 0ToO0pa3nuTCs Ha CTPAHULIE M1OCIIE HECKOJIIBKUX MOIBITOK MPOBEPKU MOJKITIOUEHNUS ).

YTo6HI 3a1aTh ApyrHe HAacTpoiiku, HaxmuTe kHonky PACLUMPEHHBIE HACTPOMKMW. Tocre
Ha)kKaThs Ha KHOIIKY OTKpoeTcs crpanuiia Havano (cMm. pasnen Cmpanuua Havano, ctp. 41).
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lModknryeHue mynbmumedua-ycmpolicme

MacTtep NoaKIIO4YeHNs MYJIbTUMEINA-YCTPONCTB oMoraeT HacTpouTb LAN-TIOPTHI WiIM JOCTYyIIHBIE
OecnipoBofiHbIE MHTEP(ENCHl yCTpOMCTBAa I MOAKIIOUEHUS JIOMOJHUTEIHLHOTO O0OpyAOBaHUS,
Hanpumep, [PTV-ipucraBku mmm [P-tenedona. YTounute y cBoero mpomaiiiepa, TpeOyeTcs u
Hactpoiika DIR-615S mist iconp30BaHus TAKUX YCTPOMCTB.

Y1005l 3allyCTUTDb MaCTCp IIOAKIIFOYCHU A MYHBTHMG,HI/Ia-YCTPOﬁCTB, Ha CTpaHULEC Ha"'lano
BEIOepuTe pasnen MoaknioyeHne MynsTMMeAna-yCcTPOUCTB.

Ecau nnst mcmonb3oBaHHs JOTMOMHUTEILHOTO yCTPOHCTBA HEOOXOAMMO BBIJCIWTH TMOPT HIIH
OecripoBogHOi  uHTepdeiic, B pasmene LAN  menkHure J1€BOH  KHOMKOW  MBIIIM  T10
COOTBETCTBYIOIIEMY 3JIEMEHTY (BBIACICHHBIN 2JIEMEHT OyJeT OTMEYEH paMKoii). 3aTeM HaKMHTE
kHonky MPUMEHUTD.

= < Hauano MoAakntoYeHne MynbTUMeANa-yCTPOACTB

Bbl MOXeTe NoAKNUMTE TB-NpUCTaBKY WK IP-TenedoH HenocpeacTBEHHO K MapLUpyTU3aTopy. J/is 3Tore BelgentTe cBobojHbIi nopT

uni BecnposoAHoi HTepdeiic MapLIPYTU3aTOpa, a 3aTeM MOAKIoHMTE K Hemy Balue ycTpoiicTso.

B HeKoTOpbIX cyHasx ycayrn IPTV 1 (nav) VoIP NpeAocTaBnsioTca Yepes TerpoBaHHyto VLAN-CeTb. B Takix cy4asx Wcnonbayite

"PacluvMpeHHbIi pexmnm”

LAN
W LAN1 “ LANZ “ LAN3
LAN4 o, Wifil o, Wifi2-na
] = =
v v
PACLUMPEHHBIA PEXUM
NPUMEHWUTb

PucyHok 52. Macmep nodknrodeHus Mynsmumedua-ycmpoticms. [Tpocmod pexxum.
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Ecnu i WCHONBb30BaHUS  JIOMOMHUTEIBHOTO YCTPOWCTBA TAKKE HEOOXOMMMO HACTPOUTH
nonkmouenue yepe3 VLAN-kanain, Haxxmute kHonky PACLUMPEHHbBIN PEXUM.

LAN

LAN1 LANZ LAN3
CrpynnupoEaH ¢ CrpynnupoBeaH ¢ CrpynnupoBaH

Het - Het -
LAN4S P wifi1 P wifi2-na
CrpynnupoBaH ¢ ‘a:w' CrpynnupoBaH ¢ ‘a:w' CrpynnupoBsaH c
Het - Het - Het -

VYMPOLLEHHLIW PEXUM
WAN
IIIIII warn
MNPUMEHWTb

PucyHok 53. Macmep nodknrodeHus Mynbmumedua-ycmpotcmes. PaclwupeHHbIl pexXuUM.

B paznene WAN 1menkuute 1o 3Hauky [Jo6aBUTb ( @ ).

HoBoe noaknto4eHne

Nms*

VLAN ID*

@ Pazpeuero

COXPAHUTb

PucyHok 54. [JobasneHue rnoOKoHeHUs.

B otkpeiBmiemcst okHe B moie WMMSA 3anaiite Ha3zBaHWeE [UIS TOMKIIOYCHHS [UIS  YAOOHOH
uneHTuuKamuu  (MOXKEeT OBbITh Tpou3BOdbHBIM). 3amaiite VLAN ID, mnpegocTtaBieHHBIH
nposaiiiepom, u Haxxmure kHonky COXPAHUTD.
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3atrem B pasaene LAN B crucke CrpynnuMpoBaH C i siaeMeHTa, cooTBeTcTByromero LAN-
MOPTY WK OECIPOBOAHOMY HHTEP(DENCY, K KOTOPOMY TOAKIIIOUACTCS JOMOIHUTEIBHOE YCTPOMCTBO,
BBIJICIIUTE co3ManHoe nmoakmodenne. Haxmure knonky MPUMEHUTD.

BrulneneHHablii mopT v 0ecpoBOIHON MHTEpDENC HE CMOXKET UCIIOAL30BATh COENUHEHHUE
] 110 YMOJYAHUTIO JUJIA AOCTYTIIa K I/IHTCQHCI y.

UtoObl CHATH BbIACNIEHUE C TOpTa WK UHTepdeiica B MPOCTOM PEKUME, IIEIKHUTE JIEBONH KHOMKOM

MBIIIM IO BBIJCICHHOMY 3JE€MEHTY (paMKa BOKpPYT 3JIEMEHTa HCUE3HET) M HAXXKMUTE KHOIKY
NMPUMEHUTD.

YroObl CHATH BBIACTICHHE C TOpTa WIM HHTEpdeiica B PACHIMPEHHOM pPEXKUME, B CIIUCKE
CrpynnupoBaH C s sieMeHTa, coorBeTcTByroiero LAN-niopty win uHTepdeiicy, Boioepute
snaueHne Het. 3arem B pasgenme WAN BeiOepure moakmroueHue depe3 VLAN-kanan, kotopoe

Oonbiie He Oynmer ucmonb3oBarbes, U Haxkmure kHonky YOAJIUTb. 3arem HaxmuTe KHONKY
NMPUMEHUTD.
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Cmamucmuka
Ha crpanmmax maHHOTO pa3lena MpeACTaBICHBI JaHHBIC, OTOOpAKAMOIINE TEKYIIee COCTOSHHUE
MapLIpyTH3aTopa:

* ceTeBas CTaTUCTHUKA;

* anpeca, Beiganubie DHCP-cepBepowm;

* Talnuiia MapuIpyTH3AIUY;

* JaHHBIE 00 yCTpOWCTBAX, MOJKIIOYCHHBIX K CETH MapIIPyTH3aTopa U ero web-uHTepdeiicy,
a Taxke MHQOpMAaIHA O TeKYIUX CECCHUSIX 3TUX YCTPOUCTB;

*  CTaTUCTHYECKHE JaHHBIE 10 TpadUKy, IPOXOIAIIEMY Yepe3 MOPTHI MAPIIPyTH3aTOPa;

* ajJpeca aKTUBHBIX TPYII MHOTOAJIPECHOMN PACCHUIKU.

CeTeBas cTaTUCTUKA

Ha crpanune Ctatuctuka / CeteBas ctaTUCTMKA Brl MOXeTe MPOCMOTPETh CTaTHCTHYCCKHE
JTAaHHBIE 10 BCEM COEAMHEHHsIM, CyliecTByromuM B cucteme (WAN-coequHeHus, T0KaabHast CETh,
OecrpoBOHAs JIOKAJIbHAS CeTh). JIJIs KaKA0ro COEAMHEHUs] 0TOOpa)xkaeTcss UMsl U COCTOSIHUE (€CiIH
COEJIMHEHHUE YCTAHOBJIEHO, UMSI COEUHEHMSI BBIJIEIICHO 3€JIEHBIM LIBETOM, €CJIM HE YCTAHOBJIEHO —
KpacHbIM), IP-agpec u Macka moaceTu, a Takke oObeM IEpPEelaHHBIX U TOITYYEHHBIX JTaHHBIX (C
yBeJIMYeHHEM 00beMa JaHHBIX EAMHHUIBI M3MEPEHUs aBTOMATUYECKH MEHSIoTcs — Oaift, KOair,
Mo6aiiT, ['6aiiT).

= < WAN CeTeBad CcTaTUCTUKA &

CeTeBas CTaTUCTHMKA

Bbl MoxeTe NPpoOCMOTPETE CTATUCTUYECKIME AaHHBIE MO BCEM MHTEPEPEI;IC&M (coeaMHEHWAM), CYLLECTBYHOLLIMM B CUCTEME.

Mg P- Wnwo3 Rx/Tx Owmbrmr Rx/Tx AnuTensHoTb
P 192.168.0.1/24 - 192.168.0.1 . -

LAN 3.28 MBaiAT / 15.51 MBaiit 0/0
P fd01:1/64 - -

statip_35 P 192.168.161.191/24 - 192.168.161.1 1.05 MBaidT / 83.91 KbaliT 0/0

WIFI - 11.18 MbaiAT / 176.57 Kbalit  0/0

PucyHok 55. CmparHuya Cmamucmuka / Cemegasi cmamucmuka.

YT1o06BI IMpOCMOTPECTH HO,Z[pO6HBIC AAaHHBIC IO KOHKPETHOMY COCAWMHCHUIO, HAXKMUTC HaA CTPOKY,
COOTBETCTBYIOLIYIO 9TOMY COCINHCHUIO.
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PyKOBOﬂ,CTBO nonb3oBarens

DHCP

Ha crpanune Ctatuctmka [/ DHCP  nocrynna
UAeHTU(GUIUPOBAHHBIX 1O MMeHH y3na u MAC-aapecy u momyuuBmux IP-aagpeca or DHCP-

uHpOpPMALUsI O  KOMIIBIOTEpPaXx,

cepBepa yCTpOKMCTBA.

E < CeTeBas CcTaTUCTMKa DHCP E

DHCP

Bbl MOXeTe NpoCMOTPETL MHhopMaLMo 06 yCTpoicTBax, nonyumslmnx IP-agpeca or DHCP-cepeepa.

Wms ycTpolicTea IP-appec MAC Wcrekaer

PucyHok 56. CmpaHuya Cmamucmuka / DHCP.
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Tabnuua MmapwpyTusayum

Crpannna CtatucTtuka / Tabnuua maplupytnsaumm orodpakaet HHGOPMAIIMIO O MapIIpyTax.
B Tabnuie npencrasiens! [P-anpeca Ha3HaueHHUs, IUTIO3bI, MACKU TIOJICETH H JPYTHE JTaHHBIC.

= < DHcp Tabnuua MapLupyTnsauum

Tabnuua MapwpyTmUsaunm

Bbl MoxeTe npocMOTpeTb MHGOPMALIMIO O MapLUpyTax.

WHTepdeiic HasHaueHue Macka nogceTu
LAN 192.168.0.0 255.255.255.0
static_Internet 192.168.161.0 255.255.255.0
LAN 224.0.0.251 255.255.255.255
LAN 224.0.0.252 255.255.255.255
LAN fd01::/64

LAN fd00::/8

LLinio3

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

®naru

UH

UH

i

MeTpuka
0

0

0

0

256

256

PucyHok 57. CmpaHuuya Cmamucmuka / Tabnuuya mapwpymu3auyuu.
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KnueHTtbl M ceccum

Ha crpannne Ctatuctmka / KnueHTbl M ceccum oroOpaxaercs CIUCOK YCTPOWCTB,
MOJIKJTFOUYEHHBIX K JIOKAJIBHOW CETH MapUIpyTH3aTopa, a Takke MH(OpMaIus O TEKyIIMX CECCHUAX
Ka)KJI0T0 YCTpPOMCTBA.

< TaGnuua mapLpyTU3aLmm KnueHTsl 1 ceccumn

KnneHTtsl

Bbl MO¥ETE NPOCMOTPETE CNACOK YCTPOMCTE, NOOKMUEHHBIX K NOKAMNEHOM CETM MapLUPYTU3aTopa, a TaKkke MH(POPMALMID O TEKYLLIMX
CECCMAX KAMI0I0 YCTPORCTBA.

MAC IP-agpec Wms ycTpolicTea $naru WuTepdieiic

00:13:46:62:2F:4C 192.168.0.2 - reachable LAN

PucyHok 58. Cmpa+Huya Cmamucmuka / KnueHmsi u ceccuu.

JUis Ka)IIoTo0 yCTPOWCTBA OTOOpakaeTcsl ceTeBO MHTep(deiic, K KOTOPOMY OHO TOIKIIIOUEHO, a
taxoke ero [IP- u MAC-anpec.

Uto0bl MOCMOTPETh MH(OPMALIHIO O TEKYIIUX CECCHIX KAaKOTO-THO00 yCTPOUCTBA, MOAKIIOYEHHOTO K
CeTH MapUIpyTU3aTopa, BBIOEPUTE 3TO YCTpOHCTBO B Tabmuue. Ha OTKpbIBIIEHCS cTpaHuIe
0TOOpAa3sTCA MPOTOKOJI OOMEHa ceTeBhIMM mMakeTamu, IP-ampec W mopr mcTouHuka, a Takxke IP-
aJipec ¥ MOPT HA3HAYCHMS JUIs KQKI0W CECCHH BHIOPAHHOTO yCTPONCTBA.
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PykoBoAcTBO nonb3oBartens Hactpoiika maplipyTtusartopa

CraTucTtuka nopToB

Ha ctpanunie Ctatuctuka / Ctatuctmka noptoB Brl MOkeTe MPOCMOTPETh CTATUCTHUYCCKUE
JaHHBIE TIO0 TpaduKy, TNPOXOASIIMIEMy dYepe3 TMOpPThl  Mapuipytuszaropa. Mubopmanms,
MIPE/ICTABIICHHAS] HA CTPAHUIIEC, MOXKET OBITh IMOJIE3HA IS TUAarHOCTUKH MPOOIEM COCTMHCHHUS.

= < KnueHTbl M ceccm CraTucTuKa rnopToB

CraTtuctuka nopTtos

Bbl MOXETE MPOCMOTPETE CTATUCTUYECKME faHHbIE NO TPAMKY, NPOXOAsILLEMY Yepes NopTsl YCTPOMCTBA. 3Ta MH(OPMALMsA MOXKET BbiTk None3Ha
ANS AMArHOCTUKK NpoBneM coeauHeHms!.

MopT Crartyc OtnpaeneHo Tpadmka, MBant MonyyeHo Tpadmka, MéanT
LAN4 OTKMOYEHO 0 0
LAN3 OTkNtoYeHo 0 0
LAN2 OTKMOYEHO 0 0
LAN1 MoaknioveHo 0 0
WAN MoaknoyeHo 1 2

PucyHok 59. CmpaHuuya Cmamucmuka / Cmamucmuka nopmoe.

UToOB! YBUACTh MOMHBIA CIIMCOK CYSTUMKOB IS TIOPTA, HAKMUTE HA CTPOKY, COOTBETCTBYIOIIYIO
3TOMY MOPTY.
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HacTtpoiika maplupyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

Multicast-rpynnsi

Ha crpanune Ctatuctuka / Multicast-rpynnbl oroOpaxkaroTcs agpeca aKTHBHBIX TPy
MHoroaapecHoi pacceiiku (IPTV-kananoB u rpynm juisi mepenadu ciyke0HOM nH(poOpmaium), Ha
KOTOPBIE MOJITICAHO YCTPOMCTBO, M MHTEP(DENC, Yepe3 KOTOPHIH YCTPOMCTBO MOIICAHO.

E < CTaTucTuka nopTos Multicast_rpyrlnbl

Multicast-rpynnbl

Bbl MOXETE MPOCMOTPETL aApeca akTUBHbLIX MPYM MHOr0aapecHoi pacceiiku (IPTV-KaHaioB 1 rpynn Ans nepeaayn ciyxe6Hoi
UHbOPMaLMK), Ha KOTOPLIE NOAMUCAHO YCTPONCTBO, U MHTepdeiic, Yepes KOTOpbIi YCTPOACTBO NOANUCAHO.

IPv4 IPv6

IP-agpec NHTepdeiic 1P-agpec UHTepdeiic

PucyHok 60. Cmpa+Huya Cmamucmuka / Multicast-epynnbi.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Hacmpolika coeQuHeHul

B nmanHOM pasnmene MeH0 Bbl MokeTe HACTPOUTh OCHOBHBIC MapaMeTphl JIOKATBLHOW CETH
MapuIpyTH3aTopa U co3aarh nojakiaoueHue k cetu Marepuer (WAN-coenunenue).

WAN

Ha crpanunie Hactponka coepamHeHmn /| WAN Bol MokeTe peaakTHpOBaTh MW CO3IaBaTh
COEIMHEHMS, UCIIOIb3YEMBIE MAPLIPYTU3ATOPOM.

[To ymonmuaHHIO B CHUCTEME HACTPOCHO coeluHeHue ¢ tunoM [uHamuyeckun IPv4. Omo
npuBs3aHo K nopty WAN.

= < Koxdwrypauws WAN )
WAN
Brl moxeTe PE0AKTHpOBATL M CO3AaBaTh COEOWHEHWA, MCNONb3YEMbIE MapPLUDYTHUIETOPOM.

OuHamuyeckuii IPv4

PEOAKTUPOBATE NMEPEMNOOKNHOYATE

Tun cogauHEHNs: OuHamuwueckuin 1Pvd
Crartyc: CoeguHeHo @
WHTepdeiic: nternet
IP-appec: 192.168.161.229
Macka nogcetu: 255.255.255.0
IP-agpec wniosa: 192.168.161.1

W3MEHWUTb KOHOUTYPALIUIO RZNITIZSETAN RSN

PucyHok 61. CmpaHuua Hacmpolika coeduHeHuli / WAN. YrnpouweHHbIl pexxum.

YrtoObl 3a7aTh JApyrue mapameTpbl IS CYHIECTBYIOIIECTO COCIUHEHUS, HaXMHUTE KHOIKY
PEOAKTUPOBATbL. Ha otkpbiBiieiicsi CTpaHuIle W3MEHUTE HEOOXOIUMBIC ITapaMeTpbl H
Haxxmute kHonky MPUMEHUTb.

YT1o0BI OTKJIIFOUYHUTDH COCOAUHECHUEC n CHOBa YCTaHOBHUTD €ro, HaXMUTEC KHOIIKY

NEPENOAKIIOYUTD.

YroObl ymaauTh CYHICCTBYIOIIEE COCAMHEHHE M COo3Jarh HoBoe, Haxkmure kHonky USMEHWUTb
KOH®PUTYPALUIO. I1pu 5TOM OTKpOETCS CTpaHUIIA CO3JaHUS COCTMHCHHS.

UroOsl co3mare Heckonbko WAN-coenmuHeHUH, NmepeinTe B pacIIUpEeHHBIH PEKUM HACTPOUKH.
st oToro Haxkmute kHonky PACLUMPEHHBIA PEXKUM.

' Ipu_co3nanny coeaMHEHHWH HEKOTOPhIX THUIOB cTpaHuiia HacTpouka coeanHeHuwn /
®  WAN aBToMarWyecky MEPEXOINT B PACITUPECHHBIN PEXKHM.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

= £ WAN/[lobasneHue

WAN

Bbl MOXETE pegakTMpOBaThk W CO34aBaTh COEAMHEHWA, MCNONb3YEMBIE MAPLLPYTU3aTOPOM.

LLino3 no ymonyaHuio IPv4 LLinto3 no ymonyvaHuro IPv6
YKa3zaHHoe coejuHeHne ﬁy.qu WCNoONb30BaTbCA NO YMONYaHWH. He co3gaHo HW oHOrC IPV6-coeaHEHWA.
® dynip_8

IGMP

Ha cTpaHvue IGMP MOXHO paspelunTs MapLipyTM3aTopy
MCNONB30BATE NPOTOKON IGMP W HACTPOUTL Er0 NapameTpsl.

Cnncok coegnHEHWI +
D MmA Tun coegnHeHna WMHTEpgec CraTtyc
D dynip_8 AnHamudecknii IPv4 Internet @ CoegnHeHo

YMPOLLEEHHBIA PEXWUM

PucyHok 62. Cmpa+uua Hacmpolika coeduHeHul / WAN. PaclwupeHHbIl pexum.
YTtobObl co3marh HOBOe coeauHenue, HaxkmuTe kHonky [JOBABUTb (+ ) B pasgenc Cnucok
coeaAuHeHUN. [Ipu 5TOM OTKPOETCs CTpaHHUIla CO3TaHUS COCTUHCHHS.

Y100l 3amaTh APYrde HapaMeTpbl sl CYIISCTBYIOIIETO COCAWHEHUs, B pasaene Cnucok
COoeANHEHWUMN BbIOEPHUTE COOTBETCTBYIOIIYIO CTPOKY B TaOJHIE M HAKMUTE JICBYIO KHOIKY MBILIH.
Ha otkpeiBuIelics cTpaHMIlE W3MEHHUTE HEOOXOAMMbIE TapaMeTpbl W HAXKMHUTE KHOIKY

NMPUMEHUTD.

YTOoOBI OTKIIIOYUTH KAaKOE-THO0 COSANHEHNE i CHOBA YCTAHOBHUTH €TI0, YCTAHOBHUTE ()Ia’KOK CJIeBa OT
COOTBETCTBYIOIIEH cTPOKH Tabiuiel 1 Hakmute kHonky MEPEMNOAKIMTIOYUTD.

UYroObl ynanuth coeiuHeHue, B pasneie CMUCOK coeAMHEHUN ycraHoBUTe (DIaKOK cieBa OT
COOTBETCTBYIOIIEH CTPOKH TabmuIel M HaxMuTe kHonky YOAATUTD ([1]).

YroOsb! pazpemnth multicast-tpaduk (Hanpumep, TOTOKOBOE BHIEO) Ul KAKOTO-JINOO COeTUHEHNS,
naxxmute ccoliky IGMP (onmcanue crpanuiisl cM. B pasaene IGMP, ctp. 165).

UroOsl o1HO U3 cymecTByommx WAN-coeanHeHU NCHonb30Balock B kadectse [Pv4- wian IPvo-
COEIMHEHHUs N0 yMoi4aHuio, B paszaene LLIMO3 MO yMONMYaHWIO ycTaHOBHTE MepeKIoyarellb B
CTPOKE, COOTBETCTBYIOLIECH ATOMY COEIUHEHHUIO.

UTo6El BEpHYTHCA K YHPOIICHHOMY PEXHMMY HACTpoiiku, Haxmute kHonky YMPOLLEHHbIN
PEXWM (xHonka HeAOCTYITHA, €CIIH CO3/1aHO HecKoJIbko WAN-coeTnHeHHIA).
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

WAN-coeduHeHue muna JQuHamu4eckuti IPv4 unu Cmamuyeckul IPv4

Ha ctpanure cos3manus coeauHeHWss B pasaene [NaBHble HACTPOWKU  BeiOepHTe
COOTBETCTBYIOIIICE 3HAUCHHE B CIIKCKEe TUM COeAUHEHWUS U 3a/1aiiTe He0OX0IUMbIC TTApaMETPhI.

[MaBHbIE HACTPOWKK

Tun coeguHeHuA

Cratnyeckui IPv4 A
WHTepdeiic
Internet -

MImA coeguHeHna*®

statip_57

@ BxnounTs coeguHeHe

® nNaT

(D) oyrkyus npeofpazosarus cemessix adpecos. He pekomerdyemca

OMKAIYNAMS, eCAU 3mozo He mpefiyem Bow nposalidep.
@ Ceresoii akpaH

(O Mexaruzu 30wume yempoiicme AokansHOL cemu om eHeLuHUX

nodkaoyeHul. He IOE‘.'{GMEH@}"E‘{"?CE OMKTHYOMs & Yearx BezonacHoomu.
o Ping

@ OyHKyua WAN Ping Respond paspewigem ycmpolcmay omeeuams Ho ping-

30NPoCck! U2 aHewHeld cemu,
J lr130ﬂ|.4p0EiélTb coeflMHeHWe

(D Ucnonssosanue anmepHomueHol mabauys MOpLIpYT juu 07 daHrHo20

coedureHus, He p{‘Kf‘.‘:‘En’ﬂ_}-‘E"??CF BKAKIYAME, €CAU 3Mee0 HE M,

nposaucep.

PucyHok 63. CmpaHuua 0obasneHusi coeOuHeHuUsi muna Cmamudyveckuli IPv4. Pasden NnaeHble
Hacmpoliku.

MapameTp Onucanune

MaBHble HacTPOMKH

WHTepdeiic Omnueckuit i BUpTyanbHelii WAN-uHTEpdeEiic, K KoTOpoMy
P OyzieT MpUBA3aHO CO3/1aBAEMOE COEINHEHUE.
Uma coeanHeHuns Haspanue coenunenus ans ynoOHoON naeHTU(DUKALINN.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

CI[BI/IHBTC NEPEKIOYATECIIb BIIpPaBo, YTOOBI BKJIFOYMTH JaHHOC

COCIUHCHHUC.
Bknountb coegnHeHune
C}IBI/IHLTG NEPCKI0YaTCiib BJICBO, YTOOBl OTKJIFOYUTH JaHHOC

COC/IMHCHUE.
Ecru MePEKITI0YATENb CIBUHYT BIIPABO, byHKIHs
NAT peoOpa3oBaHus CETEBBIX QJPECOB BKIOUEeHA. He oTkirouaiiTe

¢byHKIMIO, eciu 3Toro He TpeOyeT Bamn nposaiinep.

Ecnu nepexirouaTens CABUHYT BIPABO, AKTUBUPYETCS MEXaHH3M
3alUThl YCTPOMCTB JIOKAJbHOW CETHU OT BHEIIHMX MOAKIIOYEHUN
(Hampumep, TpH  TOMBITKE MONy4YeHus uHPopManuu 00
YCTPONCTBaX CETU WIH «B3JIOMa» OAHOrO M3 ycTpoiict). s
MOBBIIICHUST OE30MaCHOCTH HE PEKOMEHAYeTCsl  OTKIIIYaTh
JTaHHYI0 (QYyHKITUIO.

CeTteBou 3KpaH

Ecnu nepexiroyarens CIBUHYT BIPAaBO, MapLIPyTU3aTOP OTBEUAET
Ha ping-3ampochl U3 BHEUIHEH CETH Yepe3 JaHHOE COCIMHEHUE.

Pin
9 Jlns moBbImeHHUsT 0E30MacCHOCTH  PEKOMEHIYETCs  OTKIIHuarh
JTaHHYI0 (QYyHKITHUIO.
Ecnu mepexnrouatens  CABUHYT  BIPABO,  MAapIIPYTHU3ATOP
UsonupoBaTtb UCTIONB3YeT allbTEPHATHBHYIO TaONHIly MapIIPyTHU3alUd U
coeAuHeHue JTAHHOTO COeAMHCHHs. Brurrounte (QyHKIUIO, TOIBKO €CIIA 3TOTO

TpeOyeT Bamr nposaiinep.

Ctpannua 77 13 215



DIR-615S BecnposoaHon mapLupytudatop N300

PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Ethernet

MAC-agpec*

28:3b:82:3a:d6:af
J©  KnoHwposaTe MAC-agpec Bawero ceTeBoro

apantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 64. CmpaHuua 0obasneHusi coeduHeHus1 muria CmamuJeckuu IPv4. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHBI mapamerp
HEeoOXomMMO 3aJaTh, €ciu Bamr mpoBaiiiep O0CTyma K CETH
Nurepuer ucnone3yer npussizky k MAC-anpecy. Beeaure B mosie
MAC-anpec, 3aperucTpupOBaHHbIN y IpoBaijepa Npu 3aKII0UYECHUN
JIOTOBOPA.

UtoOs1 moacTaBuTh B ganHoe moje MAC-aapec ceTeBoro amanrepa
KOMIThIOTEPA, c KOTOPOTO MTPOU3BOIUTCS HacTpoMKa
MAC-agpec MapIIpyTU3aTopa, cIBuHbTe nepekiodarens KnoHnposats MAC-
agpec Bawero ceTeBOro apganTtepa BIIPABO. Ecmu
NepeKiIoyarelb  CABHHYT BIOPaBO, TOJE€  HENOCTYMHO  JUIS
peraKTUpPOBaHMUS.

Y100l mozacTaBuTh B AaHHOE moie MAC-aapec MapLipyTH3aTopa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJNYAHMUIO (kHomka nocTymnHa, eciy nepekIrodaresb CABUHYT
BIIPaBO).

MTU MaxkcumanbHbIN pa3Mep MakeTa, nepegaBaeMoro nHTepdencom.
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PykoBoacTBo nonb3oBarens

HacTtpoiika mappyTusatopa

IPv4

IP-agpec*
192.168.161.244

Macka nogcetu*

255.255.255.0

IP-agpec wiwza*

192.168.161.1

MepanuHklil DNS*

1.1.11

BTOPHUHGIA DNS

1.0.0.1

@ Ecan coeguHeHne CO3[3ETCA TONLKD AAA HENONB308A,

L{HE 3HAY

rIP-gapec=1

255.255.255.252, IP-agpec wimoza = 1.0.0.2, [Tepeitinsi

1.0.0.2

PucyHok 65. CmpaHuuya dobasrneHusi coeduHeHuUss muna Cmamuyeckul IPv4. Pasden IPv4.

MapameTp OnucaHwue

IPv4

s muna Cmamuueckuii IPv4

IP-appec

Beenute B nosne [P-agpec maHHOTO COETMHEHUS.

Macka noacetu

Beenure B mone Macky moJCETH.

IP-appec wno3a

Bgenute IP—aL[pec 1034, UCIIOJIb3YEMOI'0 NaHHBIM COCAUHCHUCM.

MepBuYHbIK DNS /
BtopuuHbin DNS

Beenute anapeca mepBumuHoro um BTopuuHOro DNS-cepBepoB B
COOTBETCTBYIOILIHE ITOJI.

Jna muna /lunamuueckuit IPv4

Monyuntb agpec
DNS-cepBepa
aBTOMaTU4YECKU

CnBuHbTE TMepeKiIouaTeNlb BIpaBo, 4ToObl aapec DNS-cepsepa
Ha3Havaics apromarudecku. [Ipu 3tom nonst MepBuUUYHbIM DNS u
BtopuuHbIn DNS HenocTynHb! 11 pelakKTHPOBAHUS.

MepBuyHbIK DNS /
BtopuuHbin DNS

Beenute angpeca mnepBuuHoro u BropuyHOro DNS-cepBepoB B
COOTBETCTBYIOLIHE MOJIS.

Umsa ycTtponcrtBa

Unentudukaro nopoBaigepa JocTyna K ceTd VIHTepHeT.
Vendor ID ¢ pv P P Y p
Heobszamenvnuiii napamemp.
Nms MapuIpyTH3aropa, omnpeaesieMoe MIPOBAKICPOM.

Heobszamenvnuiti napamemp.

[Tocite 3amanus Bcex HeoOXoaMMBIX 3HaueHMH HaxxmuTe kHonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

WAN-coeduHeHue muna JQuHamu4deckull IPv6 unu Cmamuyeckut IPv6

Ha ctpanure cos3manus coeauHeHWss B pasaene [NaBHble HACTPOWKU  BeiOepHTe
COOTBETCTBYIOIIICE 3HAUCHHE B CIIKCKEe TUM COeAUHEHWUS U 3a/1aiiTe He0OX0IUMbIC TTApaMETPhI.

[MaeHblE HACTPOWKK

Tun coeguHeHuA

Cratnueckuin IPv6 -
WMHTepdec
Internet -

MmA coegrHeHna®

statipvé_14

@ BounTE coegnHeHNe
I NATvE

@ Ceresoil akpaH

(D Mexaxuam aowumer yempoiicma AokansHoll cemu om eHewHLX

nodxmoyeHul. He peKo. ueh‘dye.'ncs OMESHOUOME 8 LeARx BezonacHocn.
) Ping

@ OyHKkyuAs WAN Ping Respond paspewaem yempolcmay omeaeyams Ho

ping-3anpocsl U3 eHeLUHell cemu.
) M30ﬂHpOBaTb coedMHeHWe

(@ Hcnonssosarue ansmepramuerol mabauyel MapLpymusayuu dns

3IMOo20 He

020 coedUHeHUR. He pexoMeHdyemca exmyome, eciu

mpebyem Baw npoealidep.

PucyHok 66. CmpaHuua 0obasrneHusi coeduHeHuUst muria Cmamudyveckuti IPv6. Pa3den NaeHbie
Hacmpouku.

MapameTp OnucaHwue

MmaBHble HaCTPOMKHU

WHTepdeiic Omnueckuil i BUpTyanbHelii WAN-uHTEpdeiic, kK KoTopomy
P OyZieT NPUBA3aHO CO3/1aBAEMOE COEINHEHHE.
Uma coeanHeHuns Ha3zBanue coequHeHus A yqo0HOH UIeHTU(DUKALIUH.

Ctpanunua 80 13 215



DIR-615S BecnposoaHon mapLupytudatop N300

PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

CI[BI/IHBTC NEPEKIOYATECIIb BIIpPaBo, YTOOBI BKJIFOYMTH JaHHOC

COCIUHCHHUC.
Bknountb coegnHeHune
C}IBI/IHLTG NEPCKI0YaTCiib BJICBO, YTOOBl OTKJIFOYUTH JaHHOC

COCAMHECHUC.

Ecnu MepeKIIIoYaTesb CIABUHYT BIIPAaBO, byHKIUS
npeoOpa3oBaHUs CETEBBIX aIpecoB I Iporokoia [Pvo
NATV6 peobp P P

BKitoYeHa. He oTkmrouaiite (yHKIMIO, ecid 3TOro He TpedyeT
Bam nposaiigep.

Ecnmu nepexiroyarenb CABUHYT BIPABO, aKTUBUPYETCS MEXaHH3M
3alIUThl YCTPONCTB JIOKAJILHOW CETH OT BHEIIHUX IMOJIKIFOUCHHIA
(HampuMep, TpU TONBITKE TMOdXy4YeHus uHpopManmuu 00
YCTPOMCTBAX CETH WU «B3JOMa» OJHOTO M3 YCTPOWCTB). Jlms
MOBBINICHUST  OE30MaCHOCTH HE PEKOMEHAYETCS  OTKIIOYaTh
JTaHHYI0 (PYHKIHIO.

CeTeBou 3KpaH

Ecnu MNEPCKIIOYATCIIb CABUHYT BIIPABO, MApUIPYTU3ATOP OTBCUACT
Ha ping—sanpocm U3 BHEIIHEH CETHU Uepe3 TaHHOC COCAHNHCHUC.

Pin
9 Jlns moBbImIeHUsT 0e30MacHOCTH  PEKOMEHIYETCs  OTKIIuYaTh
JTAHHYI0 (PYHKIHIO.
Ecnmu  mepexstouarens  CIBUHYT — BIOpPaBO, MapUIpyTHU3aTOp
U3onupoBaTtb UCTIONIBb3YeT aJbTEPHATHBHYIO TaONMIly MapIIPyTH3ALMHA  JUIS
coeauHeHue JAHHOTO COeAMHEHUs. BxiounTte (QyHKIHMIO, TOIBKO €CIHM 3TOTO

Tpebyet Bam nposaiinep.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Ethernet

MAC-agpec*

28:3b:82:3a:d6:af

J©  KnoHwposaTe MAC-agpec Bawero ceTeBoro
apantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 67. CmpaHuua 0obasneHusi coeOuHeHuUsi muria Cmamudeckut IPv6. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [laHHBIN mapamerp
HEoOXoAMMO 3a7aTh, €ciM Bamr mpoBaiiep O0CTyma K CETH
WNurepuer ucnonesdyer npussazky k MAC-anpecy. Beeaure B mosie
MAC-anpec, 3aperucTpyupOBaHHbIN y TTpoBalepa Npu 3aKI0UECHUN
JIOTOBOpA.

UtoOs1 moacTaBuTh B AaHHOe moie MAC-aapec ceTeBoro amanrepa
KOMITBIOTEPA, c KOTOpOTO MIPOU3BOAUTCSA HACTpoOMKa
MAC-agpec MapIIpyTHU3aTopa, CIBUHBTE nepekitouarens KnoHnposats MAC-
agpec Bawero ceTeBoro apanrtepa Bmpaso. Eciu
MepeKyIoyareb  CABUHYT  BIIPaBO, IMOJI€  HEAOCTYNMHO s
pEIaKTUPOBAHUSL.

YrtoObl moacTaBuTh B AaHHOEe moie MAC-ampec MapuipyTH3aropa,
nakmure kHonky BOCCTAHOBUTb MAC-AOPEC O
YMOINYAHMUIO (kHomka mocTymHa, eciy MepeKTioyarellb CABHHYT
BIIPaBo).

MTU MaxkcumanbHbIN pa3Mep MakeTa, nepeaaBaeMoro HHTephencom.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

IPv6

PucyHok 68. Cmparuuya dobasrnieHusi coeOuHeHus murna Cmamud4veckul IPv6. Pa3den IPv6.

MapameTp OnucaHune

IPv6

Jnsa muna Cmamuueckuii IPv6

IPv6-agpec Beenute B mone IPv6-aapec naHHOTO COeTMHEHMS.
Mpedukc Jmaa npedukca moacetu. OOBIYHO MUCTIONB3YETCS 3HAYCHUE 64.
Bsenure ajpec IPv6-1utr03a, HCTIOJIb3YEMOTO JTAHHBIM

IPv6-apgpec wnro3a
COCINHCHHUCM.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuiHbIn
IPv6 DNS-cepBep

Brenute aapeca nepsuuHoro u BropuuHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOIIME TOJIA.

Jlna muna {unamuueckuit IPv6

B packpsiBaromeMcsi crucke BbiOepuTe MeToj] HazHaueHUs [Pvo-
MonyuunTtb IPV6 anpeca i JAHHOTO COCIWHEHUs WA OCTaBbTE 3HAYECHUE
ABTOMaTUYECKMU.

ChBuHBTE TEpeKNIIovaTeNlb BIpaBoO, 4TOObI anpec [Pvo-momro3a
LWnwo3 yepe3 SLAAC | HasHayajcs  aBTOMATWYeCKH C  TIOMOIIbIO  OECKOHTEKCTHOM
aBTOKOH(Urypaumu (Stateless Address Autoconfiguration, SLAAC).

Anpec 1Pv6-numoza. Ilone noctynmHo uis pelakTHPOBaHUS, €CIIH
IPv6-appec wno3a
nepexmodarens LLINo3 yepes SLAAC ciBuHyT BieBo.

CaBuHBTE TIEpEKITIOYaTENb BIpaBo, 4To0bl anpec DNS-cepsepa [Pv6
MonyuunTb appec

DNS-cepBepa
aBTOMaTU4YeCKU

HasHayayics aBromMarudecku. Ilpu stom mosns MepBuUYHbLIM IPV6
DNS-cepBep u BtopuuHbin IPv6 DNS-cepBep HemocTymnHbl
JUIS1 peTaKTUPOBAHUS.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

MepBu4YHbLIN IPV6 DNS-
cepBep / BropuiHbIn
IPv6 DNS-cepBep

Brenute aapeca mepsuyHoro um BropuuHoro DNS-cepsepoB IPv6 B
COOTBETCTBYIOIIHE OIS

[Tocne 3amanust Bcex HeoOXoauMBbIX 3HaYeHn HaxxmuTe kHonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

WAN-coeduHeHue muna PPPoE

Ha ctpanure cos3manus coeauHeHWss B pasaene [NaBHble HACTPOWKU  BeiOepHTe
COOTBETCTBYIOIIIEE 3HAUYCHHE B CITUCKE TUM COeAUHEHUA 1 3a/1aiiTe HEOOXOAUMBIC TapaMETPHI.

[MaBHbIE HACTPOWKK

Twn coegrHeHA

PPPOE -

WMHTepdelic

Internet -

MMA coeguHeHrA*

pppoe_45

@ BiounTL CoearHeHKe

® nat

() oynxyus npeobpaaceaHus cemeasix adpecos. He pexowendyemca
OMKNKYaMS, eCIu 3mozo He mpebyem Bow nposalidep.

@ Ceresoii skpaH

(D Mexaruam souume! yempolicme AoKaALHOI Cemu ont BHEWIHUX

nodknryenud. He ek #@H@_!.-’e.’.".‘{ﬁ OMKAOYAME & Yeaax BeaonacHoomu.
) Ping

@ dyHkyuA WAN Ping Respond paspewaem ycmpolcmay omaeuams Ho

ping-3anpockl U3 HetHed cemu.
) MN3onupoBare coeguHeHWe
@ HenanezosaHue aqsmepHamueHod mobauye Mapwpymuaayuy dna

danHozo coeduHeHURA. He IGEKC‘.\'.‘E‘Ha".-"E‘.".‘ICR SRIHYAMb, ECAU 3MO20 He

mpebyem Baw nposatidep.

PucyHok 69. CmpaHuuya 0obasrneHusi coeduHeHusi murna PPPoE. Pa3den NnasHble HacmpoUuku.

MapameTp OnucaHue

MaBHble HacCTPOMKM

WHTepdeiic Ousnueckuil i BUpTyanbHelii WAN-uHTepdeiic, k koTopomy
P OyZeT NMPUBSA3aHO CO3]aBAEMOE COEIMHEHUE.
Nma coeanHeHunn HazBanue coenuaenus s ynoOHON MACHTH(DUKAIINN.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

CI[BI/IHBTC NEPEKIOYATECIIb BIIpPaBo, YTOOBI BKJIFOYMTH JaHHOC

COCIUHCHHUC.
Bknountb coegnHeHune
C}IBI/IHLTG NEPCKI0YaTCiib BJICBO, YTOOBl OTKJIFOYUTH JaHHOC

COC/IMHCHUE.
Ecru MePEKITI0YATENb CIBUHYT BIIPABO, byHKIHs
NAT peoOpa3oBaHus CETEBBIX QJPECOB BKIOUEeHA. He oTkirouaiiTe

¢byHKIMIO, eciu 3Toro He TpeOyeT Bamn nposaiinep.

Ecnu nepexirouaTens CABUHYT BIPABO, AKTUBUPYETCS MEXaHH3M
3alUThl YCTPOMCTB JIOKAJbHOW CETHU OT BHEIIHMX MOAKIIOYEHUN
(Hampumep, TpH  TOMBITKE MONy4YeHus uHPopManuu 00
YCTPONCTBaX CETU WIH «B3JIOMa» OAHOrO M3 ycTpoiict). s
MOBBIIICHUST OE30MaCHOCTH HE PEKOMEHAYeTCsl  OTKIIIYaTh
JTaHHYI0 (QYyHKITUIO.

CeTteBou 3KpaH

Ecnu nepexiroyarens CIBUHYT BIPAaBO, MapLIPyTU3aTOP OTBEUAET
Ha ping-3ampochl U3 BHEUIHEH CETH Yepe3 JaHHOE COCIMHEHUE.

Pin
9 Jlns moBbImeHHUsT 0E30MacCHOCTH  PEKOMEHIYETCs  OTKIIHuarh
JTaHHYI0 (QYyHKITHUIO.
Ecnu mepexnrouatens  CABUHYT  BIPABO,  MAapIIPYTHU3ATOP
UsonupoBaTtb UCTIONB3YeT allbTEPHATHBHYIO TaONHIly MapIIPyTHU3alUd U
coeAuHeHue JTAHHOTO COeAMHCHHs. Brurrounte (QyHKIUIO, TOIBKO €CIIA 3TOTO

TpeOyeT Bamr nposaiinep.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Ethernet

MAC-agpec*

28:3b:82:3a:d6:af

J©  KnoHwposaTe MAC-agpec Bawero ceTeBoro
apantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 70. CmpaHuua 0obasneHus coeduHeHuss murna PPPoE. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHBI mapamerp
HEeoOXomMMO 3aJaTh, €ciu Bamr mpoBaiiiep O0CTyma K CETH
Nurepuer ucnone3yer npussizky k MAC-anpecy. Beeaure B mosie
MAC-anpec, 3aperucTpupOBaHHbIN y IpoBaijepa Npu 3aKII0UYECHUN
JIOTOBOPA.

UtoOs1 moacTaBuTh B ganHoe moje MAC-aapec ceTeBoro amanrepa
KOMIThIOTEPA, c KOTOPOTO MTPOU3BOIUTCS HacTpoMKa
MAC-agpec MapIIpyTU3aTopa, cIBuHbTe nepekiodarens KnoHnposats MAC-
agpec Bawero ceTeBOro apganTtepa BIIPABO. Ecmu
NepeKiIoyarelb  CABHHYT BIOPaBO, TOJE€  HENOCTYMHO  JUIS
peraKTUpPOBaHMUS.

Y100l mozacTaBuTh B AaHHOE moie MAC-aapec MapLipyTH3aTopa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJNYAHMUIO (kHomka nocTymnHa, eciy nepekIrodaresb CABUHYT
BIIPaBO).

MTU MaxkcumanbHbIN pa3Mep MakeTa, nepegaBaeMoro nHTepdencom.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

PPP
) Be3 aBTopusaumu

Wms none3oeatens®

MNapons* o

Wms cepsuca

MTU*

1492

MpoTokon ayTeHTUdMKaLMKU

AUTO -
. Keep Alive

LCP wHTepean*®

30

LCP nposansi*

3

J CoeavHeHue no TpeboBaHuio

MakcumansHoe BpemMs HeakTMBHOCTH (B CekyHaax)

J PPP IP pacwupeHue

] Otnapka PPP

PucyHok 71. CmpaHuuya 0obasrneHusi coeduHeHust muria PPPoE. Pa3den PPP.

MapameTp OnucaHwue

PPP

Cl[BI/IHBTe NEPCKIOYATCIIb BIIPABO, €CJIM JI JOCTYyIla B I/IHTepHeT
be3 aBTOpU3auumn
Bawm ue HY>XHO BBOAWUTH UM I1OJIB30BaTCIIA U MAapOJib.

Uma nonb3oBaTens Wms monp3oBarens (JOTuH) Uit 1ocTyna B lHTepHeT.

ITapons gt nmocryna B MHrepHer. HaxkMure Ha 3HA4OK

fapont Moka3aTb ( & ), 4ToOBI 0TOOPA3UTH BBEIECHHBIH MTAPOJIb.
Uma cepBuca Nms PPPoE-cepBepa, BHIIONTHAIOLIETO Ay TEHTU(UKALHIO.
MTU MakcumanbHBIN pa3Mep MakeTa, mepeaaBaeMoro HHTepdeiicom.
MpoTtokon BeiGepute u3 crnucka HEOOXOAWMBIA METOA ayTeHTHU(HKALUU WIIH
ayTeHTUdMKauum ocrapbTe 3HaueHne AUTO.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

(Iloooeparcusamov nooknouenue) CIBUHBTE TIEPEKITIOYATENb BIPABO,

YTOOBI MapUIPYTU3aTOP MOAEPKHUBAIl COSIUHEHUE C MPOBalIepoOM,
. Jaxe Korga COCAMHCHHE HCAKTHMBHO B TCUCHHUC OIPCACICHHOI'O
Keep Alive

nepuoga BpPCMCHU. Ecmu NEpCKIOYaTCsib  CABUHYT  BIIPaBO,
JOCTYINHBIMH JJIs1 PEOAKTUPOBAHUSA CTAHOBATCSA  MOJA LCP

umHTepBan u LCP npoBanbl. 3aaiite HEOOXOAMMBIC 3HAUCHHUS.

CaBuHBTE  TepeKiIroyarelb  BIOPAaBO, €CIH  XOTUTE, YTOOBI
MapLIpyTH3aTOp YCTaHaBIMBaJl cOeAMHEHHe ¢ VIHTepHET 10
tpeboBanuio. B none MakcumanbHoe BpeMsi HeaKTUBHOCTU
3ajaiiTe BpeMs npoctos (B CEKyHJax), Mocie KOTOPOro COeIUHEHHE
aBTOMAaTUYECKU Pa3pbIBAETCS.

CoeanHeHue no
TpeboBaHuO

JIJis TIOZIKITIOUEHUSI K CETSIM HEKOTOPBIX IMPOBAIEPOB HEOOXOIMMO
PPP IP pacwumpeHue | BimounTh JaHHBIA mapameTp. Ecnu Bam mposaiimep Ttpebyer
UCIIOJIb30BaTh JaHHBIN apaMeTp, CIBUHBTE MEPEKII0UaTeNh BIIPABO.

CaBuHBTE NEpeKIIouaTeb BIPABO, €CIM XOTUTE, YTOOBI B XKYypHAJ
Otnapka PPP P pavo, ’ P
3aHOCHJIAch BCs omiaaouHas nHpopmarms no PPP-coequnenuto.

[Tocne 3amanust Bcex HeoOxomuMbIx 3HaueHui Haxxmute kHonky MPUMEHWUTb. B ynpomiennom
PEKUME MOCIIC HAXKATUS Ha KHOTIKY OTKPOETCSI OKHO TSl CO3/IaHUSl TOTIOTHUTEIILHOTO COCTUHCHUSI.

Ecnu Bam npoBaiinep npenocrapiser Bam A0CTyI K JIOKaabHBIM CEpBUCaM (HAIrpuMep, ayauo- U
Busieopecypcam), Haxkmure kHonky CO3AATb COEAUHEHUE. Ha oroGpa3suBiieiics crpaHuiie
3ajaiTe mapaMmeTpsl i coeauHeHus Tuna JuHamuueckuit IPv4 wnmm Cratmueckuit [Pv4 u
Haxxmure kaonky MPUMEHUTD.

Ecimu Bam He Hy)KHO co31aBath JOMOJIHHUTENBbHOE coennnenne, Haxkmute kaonky MPOMYCTUTD.
ITpu sToM oTkpoetcs crpanuiia HacTtponka coeanHeHnn / WAN.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

WAN-coeduHeHue muna PPTP unu L2TP

Ha ctpanure co3manust coeauHeHust B pasaene [NaBHble HACTPOWKU  BeIOepHTE
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKe TUM COeAUHEHUS U 3a/1aiiTe HeoOXOAUMbIC TAPAMETPBI.
[MaBHbIE HACTPOWMKK

Tun coegHeHUA

PPTP -

1ImsA coeguHeHnA™

pptp_94

@ BxawunTL CcoeguHeHMe

® nNAT

Q) oynkyus npeofipazoearus cemessix adpecos. He pexomendyemca

OMKARYGME, eCIU 3Mozo He mpefyem Bow npoealidep.

@ Ceresoii akpan

@ Mexanuzu sawums yempoiicme nokansHol cemu om eHewHux

nodkAwdeHul. He pexoMeHdyemcs omiayams & yeasx GesonacHocmu.

M

) Ping

@ @ynxyuR WAN Ping Res
ping-3anpoce! U3 sHeLIHe

.?_|'JOﬂC|"’.‘6f amaeyame Ha

) MBOHHPOBaTb coejMHeHWe

@ Henonssoaanue ansmepramusHoil mafiauysl MOpLWEYMuU3aWUL daa

0 coeUHEHUA. He IEE{O.\:‘E‘H&}"E‘.".‘TCR SHIHYOMG, ECAU 3MO20 HE

3 g

Byem Baw npoeadidep.

PucyHok 72. CmpaHuuya 0obasneHusi coeduHeHusi murna PPTP. Pa3den NaeHbie Hacmpolku.

MapameTtp Onucanune

MaBHble HaCTPOWNKM

Uma coeauHeHusn Ha3zBanue coequHeHus A yio0HOH HIeHTU(DUKAITUH.

CI[BI/IHBTC MNEPCKIOYaTeiib BIIpaBoO, YTOOBI BKJIIOYMTH JaHHOC

COEIHEHHE.

Bknwountb coegnHeHune
CI[BI/IHBTC nepeK.n}oanenb BJIEBO, IITO61>I OTKJIKOYUTh HJAaHHOC

COEJIMHEHHUE.
Ecimun MIEPEKIIIOYaTeIb CIABUHYT BIIPAaBO, byHKIMS
NAT peoOpa3oBaHusl CETEBBIX aapecoB BKIoYeHa. He orkirouaiire

(byHKIIHIO, €cJii ATOTO He TpedyeT Bamn nposaiinep.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

Ecnu nepexirouatens CABUHYT BIPABO, AKTUBUPYETCS MEXaHHU3M

3alIUThl YCTPONCTB JIOKAJILHOW CETH OT BHEIIHUX IOIKITFOUCHHIMA
- (Hampumep, TpU TONBITKE TMONXy4YeHus uHpopManmuu 00
CeTteBoM 3KpaH . .

YCTPOMCTBAX CETH WU «B3JIOMa» OJHOTO M3 YCTpPOWCTB). Jlms
MOBBINICHUST  O€30MMaCHOCTH HE PEKOMEHAYETCS  OTKIIOYaTh

JTaHHYI0 (PYyHKIHIO.

Ecnu MEPCKIIOYATCIIb CABUHYT BIIPABO, MApUIPYTU3ATOP OTBCUACT
Ha ping—sanpocm W3 BHENIHEH CeTH qepe3 TaHHOC COCAHUHCHUC.

Pin
9 Jlnst moBbImIeHUsT 0e30MacHOCTH  PEKOMEHIYETCs  OTKIIYaTh
JTAHHYI0 (PYHKIHIO.
Ecnmu  mepexstouarens  CIBUHYT — BIOpPaBO, MapuUIpyTHU3aTOP
U3onupoBaTtb UCTIONB3YeT aJbTEPHATHBHYIO TaONMIly MapIIPyTH3AIMHA  JUIS
coeauHeHue JAHHOTO COeAMHEHUs. BxiounTte (QyHKIHMIO, TOIBKO €CIHM 3TOTO

Tpebyet Bam nposaiinep.
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

Mapons* L]
npec VPN -

MTU*

1456

MpoToxon wWhdpoEaHNA

Be3s wuhposaHua -

MpoToxon SYTEHTRDHEILMH

AUTO -
@ KeepAlive

LCF whrepean®

30

LCF nposans*

3

J°  CoeguHeHWe no TpeboBaHuo

MakcMMansHoe BPeMA HEAKTMBHOCTH (B CEKYHAAX)

) Otnagka PPP

. Brniounte MPPC

PucyHok 73. CmpaHuya dobaeneHus coeduHeHuss muna PPTP. Pa3den PPP.

MapameTtp OnucaHue

PPP

CI[BI/IHBTG NEPCKIOYaTCIIb BIIpaBO, €CJIW I JOCTYyIla B I/IHTepHCT
be3 aBTOpU3auumn
Bawm ne HYXXHO BBOAUTDH UMS MMOJIB30BATCIIA U IapPOJib.

Uma nonb3oBaTtens Wwms nonp3oBarens (JIoruH) 11 foctyna B iHTepHeT.

Mabonk ITaponms s pocrtyma B HMuatepHer. Haxmure Ha 3Ha4oK
P MNMoka3saTb ( & ), yToOBI 0OTOOPA3UTH BBEIICHHBIH MTAPOJIb.

Appec VPN-cepsepa | IP- unmu URL-anpec PPTP- unu L2TP-cepBepa ayTenTrdukanmu.

MTU MaxkcuMabHBIH pa3Mep MmakeTa, nepeaaBaeMoro HHTepPecoM.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

Hacrpoiika mmdposanus no nporokosy MPPE.

* be3 wudpoBaHua — MPPE-mmdpoBanme He MPUMEHSIETCS.

« MPPE 40 128 bit — npumensercs MPPE-mmmdposanue ¢
mHOH kirroua 40 wim 128 our.

* MPPE 40 bit — npumensiercs MPPE-nmdpoBanue ¢ anuHoi
MNMpoTtokon wudpoBaHua Karoua 40 GuT.

« MPPE 128 bit - npumensercs MPPE-mmdposanue c
JUTHHOM KJIroua 128 Out.

MPPE-mudpoBanne npuMeHsSETCS TOIBKO B ClydasiX, KOraa B
packpeiBaromemcst  cnucke  [lpoTokon — ayTeHTUdUMKauum
BeiencHo 3Hauenne MS-CHAP, MS-CHAPV2 w AUTO.

MpoTokon BriGepute u3 cnmcka HEOOXOAUMBIN METON ayTEHTH(UKAIUUA I
ayteHTUpukKaumm ocrasbre 3HaueHue AUTO.

(IToooeporcueamsv nookatoyenue) CABUHBTE TEPEKITIOYATENb BIPABO,
YTOOBl MapLIPYTH3ATOP MOAJAEPKUBAT COEAMHEHUE C TPOBaiiiepoM,
. JaKe KOIJa COCIMHEHHWE HEaKTHBHO B TEUEHHE OIPEAETICHHOTO
Keep Alive

nepuoga BpeMeHW. Ecnm  mepexnmrodarenb CIBHHYT — BIPAaBo,
noctynueiMu cranoBsites nojisi LCP nHtepBan u LCP npoBansbl.

3amaiite HEOOXOAUMBIE 3HAYCHUS.

CaBuHBTE  TepeKIovareinbh  BIPaBO, €CIH  XOTHTE, UTOOBI
MapHIpyTH3aTOp yCTaHaBIWBal coeauHeHue ¢ MHTepHeT 10

CoeagnHeHue no
TpeboBanuto. B mojie MakcumanbHoe BpeMsi HEaKTUBHOCTM

TpeboBaHUIO .
3a1auTC BPEM: IIPOCTOSA (B CeKYH,I[aX), IMOCJIC KOTOPOro COCANHCHUEC
ABTOMATUYCCKHU PA3PLIBACTCH.
dononHuTtenbHble JloTIOMTHUTENbHBIE ONIIMU  JIeMOHa pppd, KOTOpble HEOOXOAUMO
onuuu 3aJaTh JUIsl IaHHOTO coeuHeHus. HeobszamenvHulii napamemp.

CaBuHbTE NepekyroyaTelb BIPaBO, €CIM XOTUTE, YTOOBI B JKypHAaJ
Otnapka PPP P pago, . yp
3aHOCHJIach Bes omiagouHas nHpopmanus o PPP-coequnenuto.

(Microsoft Point-to-Point Compression)
Tonvko ons nooxmouenusi muna PPTP.

Bkntounts MPPC CaBuHbTE INEpeKirouaTesb  BIpaBO, €CIM  JUIsl  HACTPOMKH
COEIMHEHUS] HEOOXO0IMMO HUCTIONIb30BaTh (DYHKIIMIO CXKATUSI TaHHBIX.

CaBuHbTE NepeKiIroYyareib BIEBO, YTOObI OTKIIOYUTH JIAHHYIO
byHKIHIO.

[Tocne 3amanust Bcex HeoOXoauMBbIX 3HaYeHn HaxxmuTe kHonky MPUMEHUTD.
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PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

[Tocne naxatus Ha kHomky NMPUMEHWUTD otkpoercs okHO Uit JONONHUTENBHOW HACTPOWKHU
COCITMHCHUSI.

Ecmu Bel mnanupyere ucnons3oBarh JgaHHoe WAN-coeMHEHHE Ul HOAKITIOUCHHS K CETH
WHTepHeT, yCTaHOBHTE MEpeKIrovaresib B mnojokeHne K ceTM WHTepHeT. 3arem BbiOepute
CYIIECTBYIOIIEE COCMHEHUE, KOTOpoe OyleT ucronb3oBarkes i nocryna k PPTP/L2TP-cepsepy,
u Haxxmute kHonky NMPOOOJIKUTD wnu ycraHoBuTe mepekiiouaresb B MOJOKCHHE CO3[aTb
HoBoe coeauHeHue u naxxmute knonky CO3AATb COEAUHEHUE.

Ecnn Bbl yxe HacTpowsIu NMOIKIIOUEHHE K ceTH VHTepHeT M miaHupyeTe UCIOJIb30BaTh JaHHOE
WAN-coennHeHne TONBKO I MOAKIIOYEHHMS K BUPTYAIbHOW YAaCTHOM CETH, YCTAHOBUTE

HepeKyouarTeib B IOJOKCHHE K BUPTYanbHOM YaCTHOM CETU H HAXKMUTE KHOIKY
NPOOOIMXKUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha ctpanure co3manust coeauHeHust B pasaene [NaBHble HACTPOWKU  BeIOepHTE
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKe TUM COeAUHEHUS U 3a/1aiiTe HeoOXOAUMbIC TAPAMETPBI.

[NaBHblE HACTPOMKN

Tun coearHeHua

PPPoE IPv6 -
MHTepherc
Internet -

MMA coeguHeHna™

pppoevt 23

® BiounTE coeguHeHNe
I NATV6

@ Cereroii 3kpaH

@ Mexaruzm sauumet yempoiicme nokansHol cemu om eHewHux

nodkawoyenul. He IUE‘KG*.JEH@}-‘E‘{T’?CE CMEKTOYams & YEARX BezonacHocmu.
) Ping

@ @yHKYUS WAN Ping Respond paspewaem ycmpolcmey omeeyams Ha

ping-3anpoce! U3 aHelwHell
)| MBOJ’W‘IpOElaTb coellMHeHWe

(@ Mcnonssosanue ansmepramusHol mafiuys Mapwpymu3ayLy da

donHoz0 coeduHeHUA. He o E’(O.\:‘E‘H@"r"&‘."."lfﬁ' SKIHYAMG, ECAU 3MO20 He

vebyem Baw nposaiidep.

PucyHok 74. CmpaHuuya dobaerneHusi coeduHeHuss murna PPPoE IPv6. Pasden aeHble HacmpoUuKu.

MapameTp Onucanune

MmaBHbIe HAaCTPOMKHU

Ousnueckuil i BUpTyanbHelii WAN-uHTepdeiic, k KoTopomy

UHTepdcpenc
6y,[[eT MMPUBA3aHO CO34aBacMOC COCIUHCHUC.

Uma coeanHeHus Ha3zBanue coequaenus s yio0HOH HICHTU(DUKAITUH.

CI[BI/IHBTC MEPCKIOYaTC]Ib BIIPABO, YTOOBI BKJIIOYHUTH JaHHOC

COCAMHECHUC.

Bknwountb coegnHeHune
CILBI/IHBTC nepeKn}oanem, BJIEBO, IITO6I>I OTKJIKOYUTh HAHHOC

COeIUHEHHE.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

Tonvko o muna PPPoE Dual Stack.

Ecnun MepEKIItoYareiib CIABUHYT BIIPAaBO, byHKIUSA
NAT npeoOpa3oBaHUsl CETEBBIX aapecoB s  mpoTokona [Pv4
BKItoueHa. He oTkiiouaiite (QyHKUMIO, €ClaM 3TOro He Tpedyer
Bam nposaiiaep.

Ecnun MIEpPEKIIIOYaTeIb CIOBUHYT BIIPAaBO, byHKUIMS
IpeoOpasoBaHus CETEBBIX aapecoB It Imporokoia IPv6
NATV6 peoop P P

BKIIOUYeHa. He oTkimrouaiite QyHKINIO, €Clid ATOro He Tpelyer
Bam nposaiizaep.

Ecnu nepexitouatens CABUHYT BIPABO, AKTUBUPYETCS MEXaHHU3M
3alIUThl YCTPOMCTB JIOKAJbHOW CETHU OT BHEIIHMX MOAKIIOYEHUN
< (HampuMep, TpU  TOMBITKE TONXy4YeHus uHpopMamuu 00
CeTeBoOWM 3KpaH . .

YCTpONCTBaX CETU WIH «B3JIOMa» OAHOrO M3 ycTpoiict). s
MOBBIIEHUST 0E30MIaCHOCTH HE PEKOMEHAYETCsl OTKJIuYaTh

JTaHHYI0 (QYHKIIHIO.

Ecnu nepexirouatens CABUHYT BIPABO, MAPUIPYyTU3ATOP OTBEYAET
Ha ping-3ampochl U3 BHEUIHEH ceTH depe3 JTaHHOE COEeIUHEHUE.

Pin
9 Jlns  moBbImeHUsT 0e30MacHOCTH  PEKOMEHIYETCs  OTKIIFUaTh
JTaHHYI0 (QYHKIIHIO.
Ecnmu  mepexrovarens  CIBUHYT — BIOpPaBO, MapUIPyTHU3aTOP
U3onupoBaTtb UCTIONB3YeT allbTepHATHBHYIO TaONHIly MapIIPyTHU3alUd IS
coeauHeHue JAaHHOTO coeAuHeHus. Bxurounte (QyHKIUIO, TOIBKO €ClId 3TOTO

TpeOyeT Bamr nposaiinep.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Ethernet

MAC-agpec*

28:3b:82:3a:d6:af

J©  KnoHwposaTe MAC-agpec Bawero ceTeBoro
apantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 75. CmpaHuua 0obasneHusi coeduHeHuss murna PPPoE IPv6. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHBI mapamerp
HEeoOXomMMO 3aJaTh, €ciu Bamr mpoBaiiiep O0CTyma K CETH
Nurepuer ucnone3yer npussizky k MAC-anpecy. Beeaure B mosie
MAC-anpec, 3aperucTpupOBaHHbIN y IpoBaijepa Npu 3aKII0UYECHUN
JIOTOBOPA.

UtoOs1 moacTaBuTh B ganHoe moje MAC-aapec ceTeBoro amanrepa
KOMIThIOTEPA, c KOTOPOTO MTPOU3BOIUTCS HacTpoMKa
MAC-agpec MapIIpyTU3aTopa, cIBuHbTe nepekiodarens KnoHnposats MAC-
agpec Bawero ceTeBOro apganTtepa BIIPABO. Ecmu
NepeKiIoyarelb  CABHHYT BIOPaBO, TOJE€  HENOCTYMHO  JUIS
peraKTUpPOBaHMUS.

Y100l mozacTaBuTh B AaHHOE moie MAC-aapec MapLipyTH3aTopa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJNYAHMUIO (kHomka nocTymnHa, eciy nepekIrodaresb CABUHYT
BIIPaBO).

MTU MaxkcumanbHbIN pa3Mep MakeTa, nepegaBaeMoro nHTepdencom.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

PPP
] bes aBTopusauum

Wmsa nons3oeartena®

Mapons* [

Wms cepeuca

MTU*

1492

MpoTtokon ayTeHTudmKaumm

AUTO -
. Keep Alive

LCP uHTepsan*

30

LCP npoBansi*

3

) CoeguHeHne no TpeboBaHuio

MakcumaneHoe BpeMs HEaKTUBHOCTHK (B CeKyHOax)

) PPP IP pacwu1peHune

] Otnaaka PPP

PucyHok 76. CmpaHuuya 0obasneHusi coeduHeHuss murna PPPoE IPv6. Paszden PPP.

MapameTp OnucaHue

PPP

C}IBI/IHBTC OEPCKIOYATECIIb BIIPABO, €CJIM I JOCTYyIIa B I/IHTepHeT

be3 aBTOpU3auumn
BaM HC HY)KHO BBOOUTH UM ITIOJIB30BATECIIA N naponb.

Uma nonb3oBaTens Wwms nonws3oBarens (JIoruH) ajs noctyna B MHTepHeT.

[Tapons g pmocryma B HHrepHer. Haxmure Ha 3HA40K

Maponk MNMoka3aTtb ( & ), 4ToOBI 0OTOOPA3UTH BBEJCHHBIN ITAPOIIb.
Uma cepBuca Nwms PPPoE-cepBepa, BHIIOMHAIOMIETO Ay TEHTU(DUKALIHIO.
MTU MakcumanbHbIN pa3Mep Makera, nepegaBaeMoro HHTephencom.
MNMpoTokon Bribepure n3 crmcka HEOOXOAMMBIA METOJ] ayTCHTHU(UKAIMHA HITH
ayTeHTUdMKaumu ocrassre 3HaueHre AUTO.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

(I1oooepoicusamov nooknouenue) CIBUHBTE MEPEKIIOYATENb BIPABO,

YTOOBI MapIIPYTU3ATOP MOJAEPKUBAIl COENUHEHUE C MPOBaKIEpOM,
. JaXXE Korga COCAMHCHHUE HCAKTHMBHO B TCEYCHUC OIPCACICHHOIO
Keep Alive

nepuoga BPEMCHH. Ecnu MNEpCKIOYaTe]ib CABUHYT  BIIPABO,
JOCTYOHBIMH [JJIs1 PEOAKTUPOBAHUA CTAHOBATCA  ITOJIA LCP

uHTepBan u LCP npoBanbl. 3aaiite HEOOXOAMMbIC 3HAUCHHS.

CaBuHBTE  MEpEKIIoYaTellb  BIOPABO, €CJIM  XOTUTE, YTOOBI
MapHIpyTH3aTOp YCTaHaBIMBAJI coenuHeHne ¢ HWHTepHeT 1o
tpeboBanuio. B mone MakcMmanbHoe Bpemsi HeEaKTUBHOCTU
3a/aiiTe BpeMs MpocTos (B CEKYH/IaX), MOCIe KOTOPOTO COSTMHEHHE
ABTOMAaTUYECKU Pa3pbIBAETCSI.

CoeguHeHne no
TpeboBaHuo

JI7is TIOAKITIOUEHUS] K CETSIM HEKOTOPBIX MPOBAIEpOB HEOOXOIMMO
PPP IP pacwumpeHue | BxirouuTh JaHHBIM mapamerp. Ecnmu Bam mposaiizep TtpeOyer
WCIIONB30BaTh JaHHBINA apaMeTp, CIBUHBTE MEPEKII0YaTeh BIPABO.

CI[BI/IHLTC NEPCKIOYATCIIb BIIPABO, CCJIU XOTUTC, 4TOOBI B KypHaJI

Otnaaka PPP
3aHOCHJIACh Bcs omiazodHas nadopmams no PPP-coenunenuto.

IPV6

Monyunte IPVE

ABTOMAaTU4ECKN v

. LLino3 yepes SLAAC

IPv6-agpec wno3a

. Monyuutb agpec DNS-cepeepa aBTOMaTU4ECKH
MepeuyHen IPv6 DNS-cepeep

BropuyHeii IPv6 DNS-cepeep

PucyHok 77. Cmparuuya 0obasneHusi coeduHeHust muria PPPoE IPv6. Pa3des IPv6.

MapameTp OnucaHue

IPv6
B packpeiBaromemMcsi Crucke BbIOEpUTE MeTOn HasHaueHus I[Pvo-
Monyuuntsb IPV6 aapeca JUIsl JIAHHOTO COCAMHCHHS WM OCTaBbTC 3HAYCHHE
ABTOMaTHYECKM.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

CnBuHBTE TMEpeKJIouaTeNlb BIpaBo, uYTO0OBl amgpec [Pv6-mimosa
LLnto3 yepe3s SLAAC Ha3HayaJICsI aBTOMATUYECKHM C  IIOMOIILI0  OECKOHTEKCTHOM
aBTOKOH(Urypaumu (Stateless Address Autoconfiguration, SLAAC).

Anpec IPv6-mmro3a. [lone gocTynmHO M1 pelakKTUPOBAHUA, €CIIU

IPv6-appec wnto3a
AP nepexitouarens Lnto3 yepes SLAAC cisuHyT BiieBo.

CaBuHBTE MEepeKITIouaTellb BpaBo, yToosl agpec DNS-cepsepa [Pv6
Ha3Hayascs aBromarmyeckd. Ilpu stom mnons lMepBuYHbIA IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTymHb
IUISL pelaKTUPOBAHUSI.

MonyuuTtb agpec DNS-
cepBepa
aBTOMaTUYECKU

MepBnYHbLIN IPV6 DNS-
cepBep / BropuuiHbin
IPv6 DNS-cepBep

Bsenure agpeca nepsuunoro u BropuuHoro IPv6 DNS-cepsepos B
COOTBETCTBYIOILUE ITOJIA.

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHOonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

LAN

YroObl HACTPOUTH JIOKATBHBIM HHTEpdEHC MapIpyTH3aTopa, nepeiaure Ha ctpanuily Hactpomka
coegnHeHun / LAN.

IPv4

[Tepeiimute Ha BkIaaky IPv4, droObl wm3Mmenuts IPv4-ampec Mapiipytusatopa, HACTPOUTh
BcTpoeHHblit DHCP-cepBep unu 3anats cBsa3ku [Pv4-anpecos u MAC-aapecos.

JlokanbHbi |P

IP-appec*
192.168.0.1

Macka nogcetu®

255.255.255.0

WmA yeTpoiicTea

dlinkrouter.local

PucyHok 78. Hacmpolika nokanbHo20 uHmepaelica. Bknadka IPv4. Pa3den JlokanbHbIU IP.

MapameTp OnucaHue

NokanbHbIN IP

Jlocmynno, eciu 6 Macmepe nauanvHou Hacmpouxu Obll 6bIOPAH
peaxcum Todka docmyna, lloemopumenb ur Knuenm.

Bri6epuTe HEOOXOMMMOE 3HAUYCHUE B PACKPBIBAIOIIEMCS CITUCKE.

PeXuM HasHaYeHUs * Cratnyeckum — I[Pv4-agpec wmapmipyTusaTopa, Macka

NOKanbHOro IP-ap.peca noaCCTHu n IP—az[pec 1IH034a 3aJat0TCS BPYUYHYTO.

* [OuWHaMMYECKMA —  MapuipyTH3arop  aBTOMATHYECKH
nonydaer 3t mnapamerpbl ot DHCP-cepBepa mnoxanbHOM
CeTd WIM OT MapuHipyTH3aTtopa, K KOTOPOMY OH
MOJKITIOUMJICSL.

[Pv4-anpec  mapupytuzatopa B JioKaidbHOM — moacetd. Ilo

IP-
anpec YMOITYaHUIO 33/1aHO 3HadueHne 192.168.0.1.

Macka noKalIbpHOMI noacetu. Ilo YMOIYAHUIO 3aaHO 3HAYCHHC

Macka noacety 255.255.255.0.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

Jlocmynno, eciu 6 Macmepe nauanvHou Hacmpouxu Obll 6bIOPaH
peaxcum Todka docmyna, lloemopumensb ur Knuenm.

IP-appec wnio3a [Pv4-anpec mmto3a, KOTOPBIM UCHONIB3YETCS MAapIIPYTU3aTOPOM IS
COCIMHEHUs ¢ ceThlo MHTepHeT (Hampumep, UIsi CUMHXPOHH3AIUU

cucteMHoro BpemeHu ¢ NTP-cepsepom). HeobszamenbHoiii
napamemp.

- WNwms yctpoiictBa, mpussizaHHoe K ero IPv4-aapecy B JiokanbHOMN
Umsa ycTtponcrtea
MIOJICETH.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

AnHamuyeckune IP

Peskium AuHamMuueckoro HasHadenus IP-agpecos

DHCP-cepeep A

HauansHslit IP*

192.168.0.100

KoHeuHbli IP*

192.168.0.200

Bpems apeHab (B MUHyTax)*

1440

. DNS relay

(i) Hasnavenwe LAN IP-agpeca ycTposicTsa 8 kavecrse DNS-cepsepa Ans
MNOAKMKYEHHbIX KITHEHTOB.

PucyHok 79. Hacmpotika nokanbHo20 uHmepgelica. Bknadka IPv4. Pasden QuHamu4deckue IP.

MapameTp OnucaHune

OnHamuyeckue IP

Pexxum paborer DHCP-cepBepa mapmipyTu3zaropa.

*  OTknroyeHo — DHCP-cepBep MapipyTH3aTopa BBIKIHOYCH,
[P-agpeca knueHTamM Ha3HAYAKOTCSA BPYYHYIO.

* DHCP-cepBep -~  wmapumpyTu3aTop  aBTOMATHUYECKH
Ha3HauaeT [P-ampeca kiameHTaM Ha OCHOBaHWUHU 3aIAHHBIX
napametrpoB. [Ipm BbeIOOpE STOrO 3HAYEHUS HA BKIIAJKE
orobpaxarorcs noyis HayanbHbin IP, KoHeuHbin IP,

Pexum avHamunueckoro Bpemsa apeHabl u mnepeximouatesr DNS relay. Taxke

HasHauyeHus IP-appecoB Opyd BBIOOPE DTOrO 3HAYEHMs Ha BKIAIKE OTOOPAKAIOTCS

pazzaesist Onuun DHCP u Ctatunyeckue IP.

* DHCP relay — mis nHasnauenus IP-aapecoB kiameHTam
ucnons3yercs BHemHuld DHCP-cepsep. IIpu BIOOpe 3TOTO
3HaUeHUsS Ha BKIaJKe oroOpaxarorcs mons |IP BHelwHero
DHCP-cepBepa u Onuusa 82 Remote ID. Jocmynno,
eciu 6 Macmepe HauanvbHol Hacmpouku Ovll 6bIOpaAH
peacum Mapwpymusamop v [Tloemopumerns WISP.

. Hauaneneii IP-agpec myma agpecoB, kortopele DHCP-cepse
HavanbHbin IP P Y P P PEEP
BBIJAET KIIMEHTAaM.

. Koneunrrii IP-agpec nyna aapecos, koropeie DHCP-cepBep BruigaeT
KoHe4yHbIn IP P 4 P p PBep
KJICHTAaM.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

ITepuon Bpemenu, Ha kotopbii DHCP-cepBep Mapuipytuzaropa
npenoctasnsger [P-agpec knueHTy (10 UCTEYEHUHM ATOTO MEpUOAA
Bpems apeHAbl [P-anpec or3bIBaeTcs U MOXKET OBITh OTAAH JPYIOMY YCTPOICTBY,
€CJIM He MOCTYMHIIO TIOATBEPIKICHNUE O HEOOXOAMMOCTH COXPAHEHUS
atoro IP-agpeca).

ChBuHbTe  NEpeKoYaTeNb — BIpPaBO,  UYTOOBI  YCTpOICTBa,
NOJKJIIOUYEHHBIE K MapUIpyTH3aropy, B KauecTBe azapeca DNS-
cepBepa Mojyvaly aJpec MapuIpyTu3aTopa.

DNS relay CaBuHbTE  TEpeKIroYaTeNlb  BIEBO,  4YTOOBI  yCTpOICTBa,
MOJKIIIOYCHHBIE K MaplIpyTH3aropy, B KadecTBe ajapeca DNS-
cepBepa MOAyYaad aapec, IMepeJaHHbldi MPOBaMIepOM  HJIH
yKa3aHHbIH Ha cTpanuie fJlononHuTenobHo / DNS.

IP-anpec Buemnero DHCP-cepBepa, kotopslii HazHayaeT [P-agpeca
KJIIMEHTAM MapIIpyTHU3aropa.

IP BHewwHero Ecnu Bel xoture ykaszare HeckonbKo [P-agpecoB, HA)KMHUTE KHONKY
DHCP-cepBepa ODOBABWTbD u B otoOpa3uBiieiicst crpoke BBeaute [P-aapec.

UToObI yIamuTh aapec, HAKMHUTE Ha 3HA40K YAANUTb (*) B CTPOKE
azapeca.

Jlocmynno, eciu 6 Macmepe HauanvbHOU HaAcmMpouxu Obll 8bIOPAH
pexcum Mapwpymu3samop v lMoemopumens WISP.

3gauenue nona Remote ID DHCP-ommmu 82 B COOTBETCTBUM CO

2R ID
Onuusa 82 Remote craugaprom RFC3046.

He 3amonusiite mone, ecnu Bamn mpoBaiinep wiM aaAMHHHCTPATOP
BHemHero DHCP-cepBepa He npeaocTaBuil TaKoe 3HaUYCHHUE.

[Tocie 3amanus Bcex HeoOXoAMMbIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B pasnene Onummn DHCP Bbl MokeTe M3MEHHUTH 3HAUEHHS, IE€peaaBaeMble M0 YMOIYAHHUIO, IS
HekoTopblx onuui nporokona DHCP (IP-ampec, macka moxcetn, DNS-cepBepbl) MM ykazaTb
JIOTIOJIHUTENIbHBIE TTapaMeTpbl, Kotopbie BcTpoeHHbIH DHCP-cepBep pomxeH nepenarb KiIMEHTam
JUISL HACTPOWKU JIOKAJIbHOW CETH.

Onumn DHCP +

He co3paHo HW OAHOM Npaskna ana DHCP-onumit

PucyHok 80. Hacmpolika nokanbHo2o uHmepdgpelica. Bknadka IPv4. Pa3den 0nss Hacmpouiku onyuti DHCP.

Jis atoro naxkmute kHonky JIOBABUTD ( + ).

Onuun DHCP X

W3BectHbie DHCP-onumn

Buibepute onuuio A

3HauyeHue onuumn®

) TMpuvHyanTensHo

PucyHok 81. Hacmpolika nokanbHo20 uHmepgbelica. Bknadka IPv4. OkHo dns Hacmpotuku onyuu DHCP.

B otkpriBIEMCS OKHE BBl MOXKETE 3a7aTh CIEAYIOLIME TAPAMETPbI:

MapameTp OnucaHue

N3BecTHbIE B packpeiBaromeMcss CIUCKe  BBIOGPUTE  OIIUIO, KOTOPYIO
DHCP-onuumn HEOOXOMMO HACTPOUTH.
3HayeHue onuuun 3agaiTe 3HaUEHHE JUIS BBIJIETICHHOM OIIINH.

CnBunbTe NEepexiouarens BieBo, ytoost DHCP-cepBep nepenasan
MpuHyauTenbHO

BBEIOpAHHYIO OMITUIO TOJBKO B CITydae 3arpoca CO CTOPOHBI KITUEHTA.

[Moce 3ananmst HeOOXoAMMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YT1oObl U3MEHHUTD MTAPaMETPBhI OIIINH, BEIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B TAOJIHIIC U HAKMHUTE
JICBYI0 KHOIIKY MBIIIH. B OTKpBIBIIEMCS OKHE WU3MEHHTE HEOOXOIMMBIC MapaMeTpbl U HAXMHTE
kaonky MPUMEHUTD.

UroObl ymanuTh 3HaUE€HHE KaKOW-JIMOO OIIUH, YCTAaHOBHUTE (PIIaKOK CJeBa OT COOTBETCTBYIOIIEH

CTpokH B Tabmuie u Haxxmute kHonky YOAJIUTb (le ). 3arem Haxxmute kHonky MPUMEHUTD.
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PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

B pasgene Ctatudeckme IP Boi moxere 3amath cBsasku IPv4-anpecoB u MAC-aapecoB
(Ha3HAUUTh MOCTOSHHBIN [Pv4-anpec B JOKaabHOW CETH ISl YCTpOMCTBa ¢ ompenencHHbIM MAC-
aapecoM). Mapupytuzatop HazHayaeT [Pv4-agpeca B COOTBETCTBMU C CO3J@HHBIMHU CBSI3KaMU,
tonpko eciu DHCP-cepBep BrmoueH (B pasnene [uHamuyeckue IP B crmcke Pexum
AuHamMmu4yeckoro HasHavyeHus IP-agpecoB sriencro 3nadenne DHCP-cepBep).

Cratundeckme 1P W3BECTHBIE KTMEHTBl

Ans Toro 4ToSel NpuessaTe IP-agpec Kk MAC-agpecy, eulbepuTe YCTPOHCTEO M3 CNMCKAE NOAKMIOHEHHBIX KIMEHTOS MNK AcOaBbTe HOBOE YCTPOWCTED

PucyHok 82. Hacmpolika rnokanbHo20 uHmepgbelca. Bknadka IPv4. Pa3den Onsi cosdaHusi
ces30k MAC-IPv4.

Yrobnl cosznars cBsizky MAC-IPv4, naxmure kHonky JJOBABUTb (+ ). B oTkpeIBIIEMCST OKHE
sanonuute note MAC-agpec. Bol Mokere BBIOparth YCTPOWCTBO, MOAKIIOUECHHOE K JIOKAIBHOM
CeTH MapIIpyTH3aTopa B JaHHBIH MOMEHT. [[Is1 3TOro B pacKpbIBAIOIIEMCSl CIUCKE BHIOEpPHUTE
cootBercTBytomnid MAC-aznpec (mpu 3TOM MOJ€ 3alOJHUTCS ABTOMAaTHYECKH). 3aTeM B TOJe
IP-appec BBemute IPv4-aapec, koTopwlii OyaeT HPHUCBOSH YCTPOWCTBY ¢ ykazaHHbBIM MAC-
anpecoM. B none UMA ycTpoMcTBa 3anaiite Ha3BaHHE Uil YCTPOWCTBA B CETH ISl YIOOHOI
uneHtTudukanuu (Heovsizamenvhvii napamemp). Haxvure kaonky MPUMEHUTD.

Urto06nsl coznath cBsizku MAC-IPv4 miis yCTpOWCTB, MOAKIIOUEHHBIX K MapIIPyTHU3aTOPy B JaHHBIHU
mMomeHT, Haxkmute kHonky WM3BECTHBIE KIMMEHTbI. B orkpbiBmiemMcss OkHe BbIOepHTE
HeoOxoauMoe ycrpoiictBo U Hakmurte KHONMKY OK. UToObl B OKHE OTOOpasmics aKTyalbHbIH
CIHCOK TOAKIIIOYEHHBIX yCTpoiicTB, HaxkmuTe kHonky OBHOBUTD.

UtoObl M3MEHHUTH CylIecTBYIONTYIO CBsI3Ky MAC-IPv4, BbIOEpHUTE COOTBETCTBYIOIIYIO CTPOKY B
TaONMHIlE U HAXMHUTE JIEBYIO KHOIKY MBIH. B OTKpBIBIIEMCS OKHE W3MEHHUTE HEOOXOIUMBIC
napameTpbl 1 HaxxmuTe kHoriky MTPUMEHUTDb.

YroOsl ymamuth cBsizky MAC-IPv4, ycraHoBuTe (raskoK cieBa OT COOTBETCTBYIOIICH CTPOKH B

tabmuue 1 Haxvute kaornky YAANWUTD ( [1)). 3arem naxmure xronky MPUMEHWUTb. Ber takxke
MOXETE YIJIUTh CBSI3KY B OKHE U3MEHCHHUS TapaMETPOB.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

IPv6

[Tepeiinure Ha BKaanky IPv6, utoObl m3menuts miam 100aBuThH IPv6-ampec mapiipyTusaTopa,
HACTPOUTH MapameTpbl Ha3HaueHus [Pv6-anpecoB u 3anarte cBsazku [Pv6-anpecoB u MAC-anpecos.

JNokaneHeln IPv6

PexuM HazHaueHWA NoKansHoro [P'-.-‘I:.‘-RL'IPGIZB

LenervpoeaHue npedukca -

IPv6-appec

fd01::1

Mpedukc

64

PucyHok 83. Hacmpolika nokanbHo20 uHmepelica. Bkrnadka IPv6. Pasden JlokanbHbil IPv6.

MapameTp OnucaHue

JNlokanbHbIN IPV6

Bri06epuTe HEOOXOMUMOE 3HAUYCHUE B PACKPBIBAIOIIEMCS CITUCKE.

Pexxum HasHavyeHun * CraTtunyeckum — IPv6-anpec u npedukc 3a1aeTcsi BpyIHYIO.
fniokalkHoro * [enervpoBaHue npedmkca —  MapupyTHU3aTOp
IPv6-agpeca

3anpammBaer npedukc mas Gopmuposanus [Pv6-ampeca y
BBIIIECTOSIIIIETO MApIIPyTH3ATOPA.

[Pv6-anpec  mMapmpyTuzatopa B JokaibHOW moacetu. Ilo
yMmomuanuto 3agaHo 3HadyeHne £dO01l::1. [lome pocTynmHO ISt

IPv6-apgpec
peIaKTUpOBaHUs, ecid B crnucke PeXuMM  HasHavyeHus
nokanbHoro IPv6-agpeca ssigeneno 3nauenrne CTaTuyeckun.
Jnuna npedukca noacetd. 1o yMom4yaHUIO 337aHO 3HaucHHE 64.
[Tosle mOCTYHmHO MIA DPENAKTHUPOBAHUA, €CIH B CIHCKEe PeXum
Mpedukc Y P P ’

Ha3Ha4vyeHusi nokanbHoro IPv6-agpeca BbiieieHO 3HAYCHHE
CraTtnyeckun.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B paznene iIntHamuyeckue IPv6 Brr MoxkeTe HacTpouTh apaMeTpsl Ha3HaueHus [Pv6-anpecos.

AnHamuyeckume IPv6

PeskuM nHamMuyeckoro HasHadeHus IPv6-agpecos

Stateful -

HauansHbliit IPv6*

fd01::2

KoHeuHbiit IPv6*

fdO1 - ffff-Ffff Fff-ffff

Bpems apeHab! (B MUHyTaXx)

5

. DNS relay

@ HasHauerme LAN IP-agpeca ycrpoictsa B kaqectse DNS-cepsepa ans
TOAKITIOYEHHBIX KITHEHTOB.

PucyHok 84. Hacmpolika nokanbHo20 uHmepgbelica. Bknadka IPv6. Pasden [JuHamu4veckue IPv6.

MapameTp OnucaHue

AnHamunyeckue IPv6

BriGepute HEOOX0MMMOE 3HAYECHHE B PACKPHIBAIOIIEMCS CITUCKE.

* OtknroyeHo - IPv6-ampeca KIMEHTaM Ha3HAYAIOTCS

BPYYHYIO.
Pexum » Stateful (sasucumenr) — BcTpoennsiii DHCPv6-cepep
AnHamunyeckoro MapLIpyTH3aTopa pa3faeT aipeca U3 AuanasoHa, 3aJaHHOro
HasHaeHus nomsivu HavanbHbI IPVv6 1 KoHeuHbIn IPV6. Taxxe
IPv6-appecos npy BBIOOpPE 3TOrO 3HAYCHHS HA BKJIAJKE OTOOpakaeTcs

pasnen Ctatnyeckue IP.

+ Stateless (rezasucumviii) — xmuentsr Gopmupyror IPvo-
azipeca cCaMOCTOSATENIbHO Ha OCHOBAaHHUHU TpeQUKca.

Havanensiii [Pv6-agpec myna aapecos, xoropeie DHCPv6-cepsep
BBIJIa€T KJIMECHTAM.

HavanbHbIn IPV6

Koneunstit IPv6-anpec myna aapecos, koropeie DHCPv6-cepsep
BBIJIaCT KJIMEHTaM.

KoHeuHbIV IPV6

[lepuon Bpemenu, Ha Koropbii I[Pv6-agpec mnpemocrtaBisiercs
kineHty. Ilone mocTynmHO miid penakTUpOBaHMs, €CIIM B pasielie
JNokanbHbIN IPV6 B crinicke PeXXUM Ha3Ha4YeHUsA NoKarbHOro
IPv6-appeca Boiaeieno 3naucHrne CTaTUHMECKUN.

Bpems apeHAabl
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MapameTp OnucaHue

CnBuHBTE  TEpEKNIIOYaTelh  BIOPaBO,  YTOOBI  yCTPOMCTBA,
MOJIKJIFOYEHHbIE K MapILIpyTU3aTopy, B KadecTBe azapeca DNS-
cepBepa NoJayyalid aapec MapluipyTuzaropa.

DNS relay CaBuHBTE  IIEpPEKIIOYATENIb  BIEBO,  4YTOOBI  yCTPOMCTBa,
MOJIKJIFOUYEHHBIE K MAapIIpyTHU3aTopy, B KadecTBe azapeca DNS-
cepBepa TMOJydYald aapec, IMepedaHHblii MPOBalIepOM  HIIH
yKa3aHHbIH Ha cTpanuiie flononHutenbHo / DNS.

[Tocne 3amanmst Bcex HeoOXomuMbIx 3HaueHni Haskmute kHonky MPUMEHUTD.

B pasmene Ctatudveckme IP Boei moxkere 3amate cBsisku IPv6-aapecoB m MAC-aapecos
(Ha3HAUUTh TMOCTOSHHBIM [Pv6-anpec B JOKadbHOW CEeTH [JIi YCTPOMCTBA C OIPEACIICHHBIM
MAC-anpecom). Mapmpytuzatop HazHadaeT I[Pv6-ampeca B COOTBETCTBMHM C CO3TaHHBIMH
CBsI3KaMH, TOJIBKO eciu B pasaeinc [JuHamuyeckue IPv6 B crincke Pexxum auMHamumnyeckoro
Ha3Ha4veHus IPv6-agpecoB soieneno 3nauenune Stateful.

Cratnyeckme 1P WBBECTHLIE KMMEHTEI

nns (a} ) DUBAZAT -afpec K MAC-agpecy, Bwlbe YCTPOWCTBO M3 CNMCKS oYe { KNMe ANK QOBABETE HOBOE YCTPOWCTI
s TOro 4TSkl NpUBA3aTE IP-an K MAC-3 Y, BblGepuTe YCTPOHCTEO M3 CMUCKA NOAKIOYEHHBIX KTMEHTOB MMM J0BABLTE HOBOE YCTPOHCTBO

PucyHok 85. Hacmpotika nokanbHo20 uHmepaelica. Bknadka IPv6. Pa3den 8551 co30aHusi C8s130K
MAC-IPV6.

Yrobsl coznarsk cBsi3ky MAC-IPv6, naxmure kHonky JJOBABUTb (+ ). B oTKpBIBIIIEMCSI OKHE
sanonaute none MAC-agpec. Bol Moxkere BhIOpaTh YCTPOWCTBO, MOAKIIOUCHHOE K JIOKAIBHON
CeTH MapIIpyTH3aTopa B JaHHBIA MOMEHT. J[JIsl 3TOrO B pacKpBIBAIOMIEMCS CIHUCKE BBIOCPUTE
cootBercTBytomid MAC-aapec (Ipu 3TOM TOJI€ 3aIOJIHUTCS aBTOMaTHuecku). 3areM B mose IP-
apgpec Beequte [Pv6-anpec, kKoTophlii OyeT MpHUCBOEH YCTPOUCTBY ¢ ykazaHHBIM MAC-agpecom.
B mnome WmMmA ycTpoucTBa 3amaiiTe Ha3BaHWE I YCTPOWCTBA B CeTH Ui yIOOHOM
unentuduranuu (Heovszamenvholii napamemp). Haxmute knonky MPUMEHUTD.

YroOsl coznarh cBsi3ku MAC-IPv6 niast ycTpoiicTB, MOAKIIOYEHHBIX K MAapIIPyTH3aTOpy B JAaHHBIN
momeHT, Haxmure KHONKy W3BECTHBLIE KIMMEHTbLI. B orkpeiBiiemMcs OkHe BbIOEpHTE
HeoOxoaumoe ycrpoiictBo W Haxmute KHONKYy OK. UToObl B OKHE OTOOpAa3WIICs aKTyasbHBIN
CIHUCOK MOJKITIOYCHHBIX ycTpoiicTs, Haxmute knonky OBHOBUTD.

YroObl M3MEHUTH cyliecTBylomyto cBi3Ky MAC-IPv6, BbIOepHTE COOTBETCTBYIOIIYIO CTPOKY B
TabaMlle M HaKMUTE JIEBYIO KHONKY MbIIHK. B OTKphIBIIEMCS OKHE H3MEHHMTE HE0OXOAHMMBIE
napametpsl U Haxmute knonky MPUMEHUTD.

YroOsl ynamuth cBsizky MAC-IPv6, ycraHoBuTe (uia)kok cjeBa OT COOTBETCTBYIOLIEH CTPOKH B

Tabnuie u Haxmure knonky YAATUTb ([1)). 3arem nasmure kaonky MPUMEHUTD. Bel Takke
MOXKETE YIAIUTh CBA3KY B OKHE H3MEHCHUS MapaMeTPOB.
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Pe3epsupoBaHue WAN

Ha ctpanurie Hactponka coeguHeHun /| PesepBupoBaHne WAN Ber MokeTe akTHBHPOBATH
¢byakuo  peseppupoBanus WAN-coenuHeHus, KoTopass oOecrmedyuT Bam  HempepbiBHOE
nojkiatoueHue K cetu MHrepHer. B ciywyae oOppiBa OCHOBHOTO COEAMHEHMSI MapILpyTHU3aTOP
aKTUBUPYET pEe3epBHOE COEAMHEHHE, a IOCJIE BOCCTAHOBJIEHUS PabOTOCTIOCOOHOCTH OCHOBHOTO
KaHaja CHOBA HCIIOJIB3YET €T0 U OTKIIIOYAeT PE3CPBHBIN.

= < wan PesepBupoBaHve WAN =8

PezepeupoBaHme WAN

Bbl MOXeTe akTueMpoBaTh hyHKUMIO pesepeuposanins WAN-coeanHenus, kotopas obecneynt Bam HenpepbiBHOe nogknoyeHue k cetv MHTepHer. B
cnyyae o6pbiBa OCHOBHOTO COEAWMHEHUS MapLUIpyTM3aTop akTHBUPYET Pe3epBHOE COeAMHEHWE, a NoC/e BOCCTaHOBNeHHA paboTocnoco6HOCTH
OCHOBHOTO KaHarna CHOBa MCNO/b3yeT €ro U OTK/I0YaeT pe3epBHbIi,

® Bknioumts

OcHoBHoe coeanHeHne WHTepean Mexay nposepkamMu (B cekyHaax)™®

static_Internet v 10

PesepeHoe coeanHeHne™® TaliM-ayT NpoBepku (B ceiyHaax)*

pptp_55 - 3

TecToeblii XocT (IP)* KonuyecTeo NpoBepoK akTUBHOTO CoefuHeHns™®
8.8.8.8 1

Konuuectso NpoOBEPOK HEAKTMBHOIO coegnHeHna™

1

NPUMEHWUTb

PucyHok 86. CmpaHuua Hacmpolika coeduHeHuli / PesepeupoeaHue WAN.

YroObl  HacTpouTh  (YHKIMIO  pE3epBUPOBAHUS, CO3JAliTe OCHOBHOE U  pe3epBHOE
WAN-coenunenus. [locme co3manms coeauHeHHMd Tnepeiinute Ha crpanuiny HacTpownka
coeauHeHun | PesepBupoBaHue WAN, casunbre mnepekirodarens BKMHOYUTBL BrpaBo u
3ajaiiTe HeoOXOUMbIE 3HAYCHHUS B TIOJIAX, OTOOPA3UBILUXCS HA CTPAHUIIE.

MapameTp Onucanwue

B packpriBatomemcs cnucke Beioepute WAN-coennHeHHE, KOTOPOE
OcHoBHOe coeaAnHeHue
OyZeT MCIOIb30BaThCsI KAK OCHOBHOE.

B packpriBatomemcst cniucke Beioepute WAN-coenMHEHHE, KOTOPOE
Pe3epBHOe coeanHeHue
OyZeT UCIIOIB30BaThCs KaK pe3epBHOE.

o IP-angpec W3 BHEWHEW CeTH, MAOCTYHHOCTb KOTOPOro Oyzaer
TectoBbIN XOCT (IP) & > AOCLY poTo YA
IIPOBEPATh MAPLIPYTHU3ATOP ¢ oMOIBI0 MexaHnu3ma ICMP ping.
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MapameTp OnucaHwue

[leprion BpemMeHH (B CEKyHJax) MEXIy IOIbITKAMH MPOBEPHUTH

UHTepBan mexay

COCTOSAHHUE OCHOBHOI'O COCIOIUHCHMHA. IIo YMOJIYaHUKO  3a1aHO
npoBepKamMm

3gauenue 10.

Ilepuon BpemeHu (B CEKyHJaX), BBIACJICHHBIH Ha IONBITKY
[IPOBEPUTH COCTOSIHUE OCHOBHOIO coequHeHus. [lo ucredenun
Tanm-ayT npoBepku JTAHHOTO Tepuojia BPEMEHU BHYTPEHHSS CHUCTEMa MaplIpyTu3aropa
NPUHUMAET pEeUIeHHe O BKIOYEHUHM U (WIM) BBIKIIOUCHUH
pe3epBHOro coeauHeHus. 11o ymomyanutio 3a1aHo 3HadeHue 3.

KonmuuectBo  3ampocos, OTIIPABJIICHHBIX Ui IPOBEPKHU
KonunyecTBO NpoBepoK | paboToCrOoCOOHOCTH OCHOBHOTO COCAMHEHHMS, KOTAa OHO HAXOIUTCS
aKTUBHOIo COeAMHEHUSA | B aKTUBHOM COCTOSIHMM (MapIIpyTHU3aTOp HCIHOJIb3yeT OCHOBHOE
COEIMHEHHE B KaYeCTBE COSAMHEHHUS 110 YMOIYAHHUIO).

KommaecTBo 3aIIpoOCoOB, OTIIPAaBJICHHBIX JUIA IIPOBCPKU

KonnyectBO npoBepok
paboTOCIIOCOOHOCTH OCHOBHOTO COSAMHEHUS, KOTJIa OHO HAXOIUTCS

HeaKTUBHOIo

B HCAKTUBHOM COCTOSHHHU (MApIIPYyTU3ATOP HUCIIOJIB3YECT PE3CPBHOC
coeaunHeHUs (Mapuipy P YET pesep

COCIMHECHHNEC B KAYE€CTBC COCANMHCHMUS I10 YMOJ'ILIaHI/IIO).

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTD.
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PyKOBOﬂ,CTBO nonb3oBarens

HacTpoiika maplpyTusaTtopa

Wi-Fi

B nmannoMm pazgene meHro Bel Moxkere 3amarh Bce HEOOXOAUMBIE HACTPOWKH HJisi OECIPOBOIHOM

CCTH.

OCHOBHbIE HAaCTPOMNKH

B paznene Wi-Fi / OCHOBHble HAaCTPOWUKU Bbl MoXeTe M3MEHHUTh OCHOBHBIC HACTPOWKH ISt
0ecrpoBOIHOTO HHTEepdeiica MapIIPyTU3aTOPa, & TAKIKE HACTPOUTH OCHOBHYIO M JIOTIOJHUTEIIHHYIO

0eCTIPOBOIHBIC CETH.

= < Hauano

OCHOBHbIE HaCTPOMKH

OCHOBHbIE HaCTPONKM

Bbl MOETE N3MEHWUTb OCHOBHbIE HaCrpOﬁKM ana 6ECI'IPOBO,E|HOF0 HHTEPd}EﬁCa ympoﬁcraa, a TakXXe HAaCTPOUTb OCHOBHYHO W AONONHUTENbHYHO

6ECI'IpOBOﬂ.HbIE CeTH.

@ BouMTE GECNPOBOAHOE COEAMHEHWE

CrpaHa

RUSSIAN FEDERATION A

BecnpoBoaHOM PexiMM

802.11 B/G/N mixed A

. BbibpaTb KaHan aBTOMaTUYEeCKU

@ ByaeT UCrnonb30BaTLCa HaMMEHEE 3arPyXeHHbI KaHan nepeaaqs AaHHbIX

. BKnioYUTE AONOAHUTENbHLIE KaHaNbl

@ Brymarue! YCTpoyicTeo aBToMaTUYECKH BLIOMPAET OANH 13 OCTYIHBIX
CTaHAApPTHBIX W OMOMHNTENLHbIX KaHan08. HeKoTopbie KIHEHTb! He
10AAEPKUBAKOT PABOTY HA AONONHUTEIBHBIX KaHanax (12-# u 13-i). Ecin Bl He
MOXETE NOAKIMOYMTECA K BECTPOBOAHON ceTw B AnanazoHe 2.4 [Tl B TeueHie
HECKO/bKUX MUHYT, CABUHLTE NEPEKNoYaTesb "BIIIOYHTL AONOTHUTENbHBIE
KaHa/e!" Breso.

Kanan
auto (kaHan 13) a C

] BKnOYUTL NEPUOAMYECKOE CKaHWMPOBaHKUE

® Yetporicteo GyAeT nepuoanYecky NPOBEPSTS 3arPyXeHHOCTb KaHanos u
EPEKMOYATLEA HA CaMblif CBOBOAHbINA

Mepuop ckaHupoBaHus (B cexyHaax)

900 @

Cetb Wi-Fi

Wmsa cetn (SSID)*
DIR-XXX
] CkpbITb SSID
® Hazsanuwe GecripoBogroi cetn (SSID) He ByaeT oTobpaxartbcs B crimcke
A0CTYIHbIX GecrpoBoAHbIx CETel y KHeHTOB. K CKpbITOM ceTi MOXHO

MOAKMKOYHTECA, BPYYHYKD ykaszas SSID Toukn goctyna

BSSID
28:3B:82:3A:D6:BO 7]

MaKCHMansHoE KONMUECTBO KAMEHTOB®
0
. BknounTE orpaHW4yeHne CKOpoCTH
OrpaHuyeHue ckopoctu (Mout/c)*
0
. BewaTb 6ecnpoBogHylo CETH
(D) Aatran dyHKUNS N03BONAET BKAKOIATE WM BBIKAIOYHTb BELUAHIE AHHOH

6ecrpoBoHON CETH, HE OTKMIOYasa PAANOMOAY b YCTPOHCTBA. MOXET bbiTh
MCMONb30BaHa COBMECTHO € pexatmom "Knuent Wi-Fi"

J© M3onauus KIMEHTOB

(D) BrokuposaTs Tpacuk MeXAY YCTPOFCTBAMN, MOAKMIOYEHHBIMM K TOUKE
Aoctyna

PucyHok 87. Obwue Hacmpouku 6ecripo8oOHO20 COeOUHEHUS.
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

B paznere OCHOBHbIE HACTPOMWKM IOCTYITHBI CJIEIYIONIHE TapaMeTPhI:

MapameTp OnucaHue

Uro0bl paspemuTh wucnonb3oBanue Wi-Fi-coequHeHus, CIBUHBTE

Brniounts HepEKITI0YaTeNb BIIPABO.
6ecnposoaHoe o
coeamMHeHne YtoObl 3ampeTuTh ucHonp3oBanue Wi-Fi-coennHeHus, CIBUHbTE
MEePEKIII0YATENb BIEBO.
Bame wmectononoxenue. BpiOepute HeoOXoauMmMoe 3HaueHHE U3
CrtpaHa

PACKPBIBAOIICTOCA CIIMCKA.

Pexxum paboTel OECHPOBOAHOTO COEAMHEHHS MapIIpyTH3aTOpA.
o AHHBIA IIapaMeTp ONPENEIIIET CTAaHAAPThl YCTPOUCTB, KOTOPLIE
BecnpoBogHoOM pexum A P p onp . P }: P ’ P

cMoryT paborarb B Bameit OecrpoBomHoil cetn. Bribepute

HCO6XOI[I/IMOG SHAQYCHUEC N3 PACKPBIBAIOIICTOCS CIIUCKA.

BbiGpaTb kKaHan CaBuHBTE TepeKIouYaTelb BIPAaBO, YTOOBI MapHIPyTH3aTOp caM
aBTOMaTU4eckKku BBIOMpAJ KaHaJ ¢ HANMEHBIIIMMHU TTOMEXaMH.
BKAIOYNTL Ecnu nepexitodyarenb CABUHYT BJIEBO, YCTPOWCTBO aBTOMAaTHYECKH
BHIOMpAaeT ONWH W3 JOCTYNHBIX CTaHAApPTHBIX KaHaioB. Jlns
AonornHuTeribHble
WCIIOJIb30BaHUsl  JOMOJHUTENbHBIX KaHainoB (12-ro u  13-ro0)
KaHanbl
CIBHHbBTE IIEPEKIII0YaTEeNb BIPABO.
Howmep xanana 6ecipoBOJHOTO COETUHEHUSI.
YroObl BEIOpATh KaHAT BPYyUHYIO, IEIKHUTE JIEBOM KHOMKOW MBIIIH,
B OTKpBIBIIEMCS OKHE BBIOGpHTE KaHAJl W HAXMHTE KHOIKY
COXPAHUTb. [leiictBue MAOCTYIHO, €CIM MEPEKIIOYATEIb
Kanan BbiOpaTb KaHan aBTOMaTU4e€CKU CIBUHYT BJIEBO.
UYroObl MapIIpyTH3aTOp BBHIOpaAN KaHall, HAUMEHEE 3arpy>KeHHBIN B
JAHHBIM MOMEHT, Ha)XMHUTe Ha 3Ha40Kk OOGHOBUTbL (.). 3Ha4YoK
oToOpakaeTcsi, ecii  Hepekirodarens BblopaTb  kaHan
dBTOMAaTU4YeCKN CABUHYT BIIPABO.
ChnBuHbTE meEpeKiIoyareab BOPaBO, YTOOBI  MapLIPyTHU3aTOP
Bknrountb BBIMOJIHSJI  MOMCK CBOOOJHOrO KaHaja u4epe3 OIpe/eeHHbIe
nepuoaunyeckoe IPOMEXYTKH BpeMeHu. Eciu nepexirouarens CABUHYT BIPaBo, MOJE
CKaHunpoBaHue I'Iepwop. CKaHUpoBaHUs CTAaHOBUTCSI JAOCTYITHBIM JUIA

pPEAAKTUPOBAHMS.

Vikaxkute mepuod BpeMeHM (B CEKYHOAX), Yepe3 KOTOPBIH OydeT
Mepuoa ckaHunpoBaHUA P P ( Y ), Hep P Y
MPOUCXOAUTH TOBTOPHOE CKAHUPOBAHUE KAHAJIOB.

[Mocne uamenenus mapameTpos Haxxmure kHonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

YroOsl M3MEHHUTh HACTPOWKHM OCHOBHOU OecripoBomHO# ceth, B pasaenc CeTb Wi-Fi usmenure
HeoOxoumblie napamerpsl 1 Haxkmurte kaonky MPUMEHUTD.

BbI Takke MOXETe co3laTh JOMOJTHUTEIBHYIO OCCHpPOBOMHYIO ceTh. [Ji1 3TOro HaXXKMHUTE KHOIKY
OOBABUTb WI-FI CETb. Ha otkpsbiBiieiicsi CTpaHUIIe 3a1aiiTe COOTBETCTBYIOIINE APAMETPBI.

= ¢ OcHoBHble HaCTPOIKN [obaeneHune Wi-Fi-cetn

Cetb Wi-Fi HacTpoiikn 6e3onacHocTH
MR cetn (SSID)* CeTeRan ayTeHTHDHEaUWS
DIR-XXX.2 WPA2-PSK -
I Crxpoits SSID Mapons PSK®
ELTTTTTYY Q

@ Hasganue GecrposodHol cemu (5510} He Bydem omobpaxambes & Crucke
GocmynHeix GecrnposodHsi cemed v KTUeHmos. K cRpbIMod Cemu MOXHO ® Lnura napons domswa Geimes om 8 do 63 ASCH cumeonos

1 [ 7 i 1 cumson
NodKMoYUMBCA, 8pyYHyt0 yrkasas SS5I0 mouku docmyna

Tun wudposaHmna®

AES -

MakcHmMansHOe KONMWYECcTED KNUEHTOR"

0

Mepron oGHOBNEHWA TPYNNCBOTD KNoYa (B cekyHaax)”
J BrniounTh orpaHuyeHne cKopocTyi 3600

@ Bewarts GecnposoaHyto ceTb
@ Hannan q)j’ﬁl’fuﬂﬁ O3SMASIT SKMIOYUIMS WU SLIKMOYUMS eelfarue danHol

GecnposodHod cemu, He OmKnyan paduomodyns yempodcmeaa. Moxem beime

UCNONLE3088HA COBMECMHO ¢ pexumMon "Knuenm Wi-Fi™

J WM3onauna knueHToB

@ Bnokuposame mpagur Mexdy yempolcmaamy, NoOKMIOYEHHEIMU K MOYKe

docmyna
J BrkniounTb rocteByio ceTb

@ Brntouume socmesyro cema, 4mobsl usonuposams Wi-Fi-knuesmosa om LAN-

Cemu

NMPUMEHUTE

PucyHok 88. CosdaHue becripogodHoU rokanbHoU cemu.

MapameTp Onucanne

CeTtb Wi-Fi

Nmsa cetu (SSID) HasBanue GecripoBOIHOM CETH.

Ecnn nepexirodarens COBUHYT BIPaBO, APYTUE IOJIB30BATENHN HE
cmoryT Buaetrh Bamy Wi-Fi-cetb. He pexomenmyercs CKpbIBaTh
CeTb, TaK KakK JaHHas  (QYHKUUS  YCIOXKHSAET  Ipolecc
IIEPBOHAYaJIbHOW HACTPOMKH CETH.

CkpbITb SSID
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

Vuukaneapli  uneHtudukarop Wi-Fi-cetn. JlanHoe 3HadeHwue

oIpefesisieTcsl napaMeTpaMu MapLIpyTu3atopa, Bel He MoxeTe ero
n3MeHuTh. Ilone oroOpaxaercs B HACTPOMKaX yKe CyIIECTBYIOLICH

BSSID

CCTH.

MakcumajbpHOe KOJIMYECTBO YCTpOﬁCTB, KOTOpPBIC MOTYyT

MakcumanbHoe IOAKIIOYUTHCA K 66CHp0BOL[HOI>i cetu. Ecinu YCTAaHOBJICHO 3HAYCHUC
Kornn4ecTtBO KJIIMEHTOB 0, yCTpOﬁCTBO HC OrpaHUYIUBACT KOJIUYCCTBO NOAKIIFOUYCHHBIX
KIINCHTOB.

CI[BI/IHI)TG MEPCKIOYATCIIb BIIpaBo, YTOOBI OIrpaHUYNnTDH
MaKCHMaJIbHYIO MPOMYCKHYIO0 CHOCOOHOCTh OecnpoBoaHO# cetu. B

BKnouuTb oToOpasuBmeMcs mnone OrpaHM4eHUe CKOPOCTM 3ajaiite
orpaHuyYeHue CKOpPOCTH | MAKCHMAaIbHOE 3HAYCHHE CKopoCTH (B MbuT/C).

CaBuHbTe meEpeKIouarTeab BJIEBO, YTOObBI HE OIpaHUYMBATh
MaKCUMAaJIbHYIO IPOIYCKHYIO CLIOCOOHOCTb.

Ecin mnepexirouarens COBUHYT BIEBO, YCTPOWCTBAa HE MOTYT
Bewartb 6ecnpoBoAHy0| moakimouaThes K OecripoBogHOM cet. [Ipm 3TOM MapmipyTusarop

ceTb MOXET IMOJKJIIYaThCsl K JAPYroil Touke noctyna B kadectBe Wi-Fi-
KITUEHTA.

C,Z[BI/IHBTC nepeKn}oaneJIL BHpaBO, IITO6I:~I IT0JIB30BATCIIN
N3onaumna KnmeHTOB N 9
0ecIIpOBOJIHOM CETH HE MOIJIM B3aMMOJIEHCTBOBATh APYT C APYTOM.

@OyHKIMS AOCTYNHA A JONOJIHUTENHbHOM OECHpOBOAHON CeTH.

CILBI/IHBTG NEPCKIOYaTCIIb BIIPABO, €CJIN XOTUTC, YTOOBI yCTpOﬁCTBa,
BknounTb rocteByro

ceTh MOJKITIOYMBIINECS K JIOTOJHUTEIHLHON OecrpoBOIHONW ceTH, ObuIH

U30JINPOBAaHbl OT YCTPOWCTB M PECYpCOB JIOKAJIBHOM CeTH
MapLIpyTH3aTopa.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B pasgene HacTtpoukm 6e3onacHOCTM Bbl MoxeTe H3MEHUTH IapaMeTphbl OE30MacHOCTH
0eCIPOBOIHOM CETH.

[To ymomuanuio aist GecripoBOAHOM ceTH 3amaH Tun cereBod ayreHtudukanun WPA2-PSK. B
kadectBe napoist PSK ucnonsizyercs WPS PIN ¢ Haknelku co mTpux-KooM.

HacTtpoiiku besonacHocTu

Coreman e e

WPA2-PSK -
Open

WPA

WPA2
WPA-PSK

WPA/WPA2 mixed
WPA-PSK/WPA2-PSK mixed

PucyHok 89. Tunbl aymeHmucgbukayuu, noddepxusaembie Mapwpymu3amopom.

MapipyTH3aTop NoIJIepKUBACT CIAEAYIOUINE TUIIbI ayTeHTU(HUKALIUU:

Tun ayTeHTUdMKaUum OnucaHue

OTkpeiTasgs ayTeHTHQHUKANKA (C BO3MOXKHOCTBIO HCIOJIb30BAHUS
Open WEP-mudpoBanuss s peXUMOB  OSCIIPOBOIHON CEeTH, HE
NoJAepKUBAIOIIMX ycTpoiicTBa ctanaapra 802.11n).

AyreHTHUUKalMsA ¢ OOIMM KIIOYOM C WHcmonb3oBanueM WEP-
mudpoBanus. JaHHBIA THI ayTeHTHU(UKALIME HEOCTYIICH, €CITU Ha
WEP crpannie Hactpowkm /| BecnpoBogHasi ceTb B cmucke
BecnpoBOAHOW PpPEeXUM 3amaH pPeXHUM, MOJCPKUBAOIINI
yctporctBa ctangapra 802.11n.

Ayrtentudukanus mo TexHonorun WPA ¢ ucnomb3oBaHHEM

WPA
RADIUS-cepsepa.
WPA-PSK Ayrtentudukanus mno TexHomorun WPA ¢ wucnoip3oBaHHEM
PSK-kmtoua.
Ayrtentudukanus no TtexHomormn WPA2 ¢ wucnomb3oBaHHEM
WPA2
RADIUS-cepsepa.
WPA2-PSK Ayrtentudukanus 1o TexHoiorun WPA2 ¢ wucnonbp3oBaHHEM

PSK-kiroua.

KomOuHMpoBaHHBI TUI ayTeHTU(UKANUU. [Ipu BbIOOpE TaHHOTO
. 3HAUCHMs K OCCIPOBOIHONM CETH MOTYT MOKJIIOYAThCS YCTPOMCTBA
WPA/WPA2 mixed P Y YETPOIETER,
ucnonp3yromme Tun ayreHtuukanmmun WPA, u  ycTpoiicTea,

ucnonb3ytomue tun ayrentudukam WPA2.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Tun ayTeHTUpMKauun OnucaHue

KomOuaupoBanubiii Tin ayreHtrdukanun. [Ipu BbIOOpE ITaHHOTO

WPA-PSK/WPA2-PSK | 3HaueHus K OecripoOBOIHOW CETH MOTYT HMOAKIIIOYATHCS YCTPOUCTBA,

mixed ucnons3ytommue tun ayreHtupukanuu WPA-PSK, u ycrpoiictsa,
ucnonb3ytomue tun ayrentudukamu WPA2-PSK.

Jlns ucnonb3oBanus tunoB ayteHtudukaimun WPA, WPA2 u WPA/WPA2 mixed
®  HeoOxonumo Hanmure RADIUS-cepgepa.

[Tpu BeIOOpe 3HaueHus Open waun WEP B criucke CeTeBasi ayTeHTUMIMKALMA HA CTpaHMIIS
OTOOpaXKAIOTCS CIICAYIONIME HACTPONKH (HEIOCTYITHBI JUIS PEKHUMOB paboThl OECIIPOBOIHON CETH,
nojaepxkuBaronux cranaapt 802.11n):

HacTtpoiikn 6ezonacHocTi

CeTesan ayTeHTurkauma

Open v
. Brnwounts wwdposanne WEP

Homep kniosa no YMOM4aHWD

1 -

@ Perxomendyemca ucimons3osams T-si0 Knkod 0o ymonyanuwx ana obecnedenus

COBMECMUMOCTIU ¢ GOMbLUILIM KOMUYECTISoM YCmpoUcme.

) Kniow wucpposanua WEP kak HEX

@ Lnuxa kmioya WEP donxna Beime 5 unu 13 cumeonos

Kntou wwpposanms 1* o
Koy wndpposanna 2* o
Knou wwppoeanmus 3* ©
Kntou wincpporanns 4* o

PucyHok 90. 3HayeHue Open 8 packpbigatoujemcs criucke Cemeeast aymeHmugukayusi.

MapameTp OnucaHue

Tonvko Ons muna aymenmuguxayuu Open.

YroOs! aktuBHpoBats WEP-mmdpoBanue, cIBUHBTE NEPEKITIOYATENb

Bkniounts BrpaBo. Ilpu 3TOM Ha cTpaHuUIle OTOOPA3ATCS PACKPBHIBAIOIIMANCS
wudpposanne WEP | cnycox Homep kntoya no ymonuaumio, nepexiouarens Knroy
wudgposaumua WEP kak HEX wu wuyereipe mnons Knroy
wudpoBaHUsA.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

Homep kntoya no Homep xmtoua (ot 1-ro 10 4-ro), KOTOpHIA OyIeT MCHONb30BATHCS
yMonyaHuio s WEP-mmmdpoBanusi.
Knroy wmndcpoBaHus CaBuHETE MepeKIIoyarenb BIIPaBO, YTOOBI 3a71aTh
WEP kak HEX MIECTHAIIATEPUYHOE YHUCIIO B KAY€CTBE KITt04a JIJIsl MG POBAHUS.

Kimroun nns WEP-mudpoBanus. [Ipu mmdpoBannn ucnonb3yeTcs
KJIFOY, HOMEpP KOTOPOTo yKa3aH B pacKpbiBaromiemcs ciricke Homep
Kfo4ya no ymon4yaHuir. HeoOxoauMo 3amoiHUTh BCE MO
Haxmute Ha 3Hauok [lokasaTb (&), uroObl 0TOOPa3HUTH
BBEJICHHBIN KITIOY.

[lpu BeiOope 3unauecHus WPA-PSK, WPA2-PSK wmu WPA-PSK/WPA2-PSK mixed na
CTpaHUIIE OTOOPAKAFOTCS CIICTYIOIINE HACTPONUKH:

Knoy wudcdpoBaHus
(1-4)

HacTpoitkn 6esonacHocTu
CeTtepan ayTeHTHWPUKaLMA

WPA2-PSK v

Mapons PSK*

[CITTTT [

@ Anuna napona domsxa Geimes om 8 do 63 ASCH cumeonos

Tun WhppoeaHna”

AES -

Mepwon ofHOBNEHWA rpYNNOBOMD KNko4a (B cerkyHnax)”

3600

PucyHok 91. SHaueHue WPA2-PSK & packpbigarouwiemcsi criucke Cemeeast aymeHmugukayusi.

MapameTp OnucaHue

[Tapons mis WPA-mmudpoBanus. Ilapons MOXET cOCTOSTH W3
udp, TATUHCKUX OYKB BEPXHETO M HUIKHETO PETUCTPA U APYTUX
Maponb PSK CHMBOJIOB, JJOCTYITHBIX B AMEPMKAHCKOM PaCKIIaKe KJIaBUaTyphl-.
Haxxmure ©a 3Hauok [lokasaTb (&), uyToOBI 0TOOpA3UTH
BBEJICHHBIN NTApPOJIb.

Tun wudpoBaHus Mexanmm mmdpposanus: TKIP, AES wiun TKIP+AES.
[lepuon BpemeHu (B CeKyHAax), IO HCTEYEHUH KOTOPOTO
Mepuoa o6HOBNEHMA TCHEPUPYETCs] HOBBIM KIIIOY JUIsi MUGPOBAHMS IO TEXHOJIOTHUHU
rpynnoBoOro Knio4a WPA. Ecim B JgaHHOM 1one yka3aHO 3HaueHue 0, Kiod

OOHOBJISITHCS HE OYJIET.

2 0-9,A-Z, a-z, npoben, "#$%&'()*+,-./;<=>2@[\]"_"{|}~
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

[Tpu BeIGOpe 3Hauenuss WPA, WPA2 win WPA/WPA2 mixed na crpanuiie oToOpakaroTcst
CIIEIYIOIINE HACTPOMKH:

HacTtpoiiku 6esonacHocTr
CeTeean ayTeHTHMDUKaUmMA

WPA2 -

) WPA2 npefapwTentHas ayTeHTUdHKaLna

IP-appec RADIUS-cepeepa”

192.168.0.254

Mopt RADIUS-cepeepa”

1812

RADIUS kniod wkdpoeasua”

dlink

TN WNpoBaHAA"

AES -

Mepwuog oGHORNEHKMA IPYNNOBOID KNoHa (B cexyHgax)”

3600

PucyHok 92. SHayeHue WPA2 g packpbigaroujemcs criucke Cemeesass aymeHmudbukayusi.

MapameTp OnucaHue

CHBUHBTE TIIEpeKNIIoYarellb  BIPABO, 4YTOOBI  aKTHBHUPOBATh
NpEe/IBAPUTEIbHYIO  ayTCHTU(UKAIIUIO UCIIOJIb30BaHUH
texHosorun WPA2 (otoOpaxaercst Tonbko st TurioB WPA2 u
WPA/WPA2 mixed).

WPA2 npeaBaputenbHas pu

ayTeHTUdukKaums

IP-appec RADIUS-

cepeepa [P-anpec RADIUS-cepBepa.

Mopt RADIUS-cepBepa | Homep mopra RADIUS-cepsepa.

ITapons, HCTIONBE3YEMBIM MapIIPyTH3aTOPOM JIJIST B3aUMOJIEHCTBHS
RADIUS knioy POTSs Y PHIDYIHSAIOP

¢ RADIUS-cepBepoM (3HaueHHE ATOTO IMapaMeTpa OMPEIEICHO B
wudpoBaHuA pBepOM ( P ba GpeA

Hactpoiikax RADIUS-cepsepa).

Tun wudpoBaHua

Mexanmm mmdpposanus: TKIP, AES win TKIP+AES.

Mepuon o6HOBNEHUA
rpynnoBoro Krnk4ya

[lepyox BpemeHu (B ceKyHZax), IO HCTEYEHHWU KOTOPOTO
TEHEepUPYETCsl HOBBIM KIIIOY 7S IIM(PPOBAaHUS MO TEXHOJIOTUH
WPA. Ecim B pgaHHOM moje yKa3zaHo 3HadeHue O, Kirod

OOHOBJIATHCS HE Oy/eT.

[Tocne 3amanust HeoOXoAUMBIX MapameTpoB HaxkmuTe kHOKy MPUMEHUTD.

Uto0Bl 3amaTh Jpyrue mapaMeTpbl Ui OCHOBHOW WJIM JIOTIOMHUTEIHHOW CETH, BBIOEpHUTE

COOTBETCTBYIOIIYIO CTPOKY B TaONHIIE M HaXMUTE JIEBYIO KHOMKY MbImK. Ha OTKphIBIIEHCS

CTpaHHUIIE U3MEHUTE HeoOXoauMbIe mapameTpsl 1 Haxkmute kHonky MPUMEHUTD.
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

YroObl ynanuTh JOTOJHUTENBHYIO OECIPOBOIHYIO CETh, YCTAHOBUTE (PIa’KOK, pacHOIOKEHHBIN

clieBa OT COOTBETCTBYIONIEH CTpoKM B Tabmume, n Haxmute kHonky YOAJIUTb ([1]). 3arem
Haxxmute kaonky MPUMEHUTb.
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YnpaBneHue KJImMeHTaMu

Ha crpanune Wi-Fi / YnpaBneHue knueHTamm Bbl MoxeTe NpPOCMOTPETh CIHCOK
0eCIPOBOTHBIX KIIMEHTOB, OIKITIOUYCHHBIX K MapIIPyTH3aTOPY.

= < OcHoBHble HacTpoliku YnpaeneHne KIMeHTamm &

YnpaeneHue KnnMeHTamm

Bkl MoxeTe NPOCMOTPETL CNUCOK 6ECH[JOBOEI,HI1IX K/INEHTOB, NOAKNIOYEHHBIX K MapLUPYyTU3aTOopY.

Crimcok Wi-Fi-knueHToB OBHOBUTb
\:l Wms ycTpolicTea MAC-appec Wms ceTu (SSID) YpoBeHb curHana Bpems nogknioyeHns
D RedmiS2-RedmiS2 20:47:DA:85:4C:2F my w-fi = 51% 0 MUH.

PucyHok 93. Cmparuuya 0ns yrpaeneHusi MOOKIHEeHHbIMU 6ecrpo8odHbIMU ycmpoulicmeamu.

Ecnu HEoOX0ouMO OTKITIOUUTH KakKoe-IMOO YCTPOHCTBO OT OECHpOBOMHOW CETH, YCTaHOBUTE
¢maxok B cTpoke, coaepxkameid MAC-aapec 3TOro yCTpPOHCTBAa, MW HAXXMHTE KHOIKY

OTKIIOYUNTD.

UtoOsl Ha cTpaHulle oOTOOpasuiach camas akTyadbHas wuH(opMmaius o0 yCTpPOMCTBaX,
TIO/IKITFOYCHHBIX K OecnpoBoHOM cetH, HaxkmuTe knonky OBHOBUTD.

Uro0bl IPOCMOTPETh MOAPOOHYI0 MH(POPMAIMIO O TOAKIIOYEHHOM YCTPOWCTBE, IEIKHHUTE JICBOU
KHOIIKOM MBIIIN Ha CTpoke, copepxanieit MAC-aapec 3Toro ycrpoicTsa.
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WPS

Ha crpanune Wi-Fi / WPS Bei MmoxxeTe akTHBUPOBaTh (DYHKIIUIO HACTPOWKHU OSCIIPOBOIHOM CETH, a
TaKKe BBIOPATh CIIOCOO MOAKITIOYCHUS K OECITPOBOHOM CETH.

Oynkuus WPS mo3BosisieT aBTOMAarvdyeckd HACTPOMUTh 3alIMIICHHYI0 OECHpOBOAHYIO CETh.
YcrpoiicTBa, MOAKITIOUYaeMble K OECIIPOBOHON CETH MapIIpyTH3aTopa ¢ nomouisio pynkmmuu WPS,
JOTOKHBI TIOAIEPIKUBATh TaHHYIO (DYHKIIHIO.

' DOvakimsgs WPS no3Bosster 100aBIsATE VCTPOHCTBA TOIBKO K OCHOBHOM OECIIPOBOIHON CETH
®  MaplipyTH3aropa.

JIi1s MCTIOIb30BaHMs 3TOM (QYHKIMKM HEOOXOIMMO 3apaHee 3a/1aTh Ui OCCIPOBOIHOM CETH
U ceTeBoi ayreHTrdukannu Open c BoikaroueHHbIM mrdposannem, WPA2-PSK wiu
WPA-PSK/WPA2-PSK mixed ¢ meronom mudposanus AES. Ecnu 3amanel apyrue
HACTPOWKH Oe30macHOCTH, dneMeHThl cTpanuiibl WPS HenocTymHbL

= ( KoHdurypaums WPS =

WPS

DyHiums WPS nossonseT aBTOMaTUHECKW NOAKMIOYATLCA K HECNpOBOAHON ceTw MapLupyTu3aTopa. MogkniodaeMble yCTPORCTBA ACMKHBI
noAfepPXMBaTL AaHHY0 YHKLMIO.

BbIKNTKOYUTE WPS

YnpasneHne WPS WHbopmaumsa

Craryc WPS: CkoHcUrypupoBaHo
YCTAHOBWUTE COEAWHEHMUE
PIN-koA No yMonyaHuio: 28676263
Wma ceTw (SSID): DIR-XXX
. BrkntoyaTtb Wi-Fi npu aktuBaumm dyHkummn WPS c

MOMOLLbHO annapaTHO KHOMKK CeTeBasn ayTeHTUUKaLWA: WPA2-PSK
@ CaBuHbTE NepekmoYaTesis B/EBO, YToBL 3anpeTuTs BraoyeHne Wi-Fi/WPS Wndposanue: AES
ApK aKTHBaLmuu yrHKUm WPS ¢ NoMOLLBD COOTBETCTBYIOWEH annapaTHON KHOMKH Mapons PSK: 28676263

CBPOCHUTb KOH®UIYPALIMIO

PucyHok 94. Cmparuya 0nsi Hacmpouku gyHkuyuu WPS.

Bel moxere aktuBupoBath (yHkmuo WPS ¢ momompio web-uHTepdelica M ¢ TOMOIIBIO
anmaparHoi kHonku WPS Ha xopryce ycTpoicTaa.

YroObl akTHBHpOBaTh QyHKIMI0 WPS ¢ moMomipio KHONKM Ha KOPITyCe, CABUHBTE MEPEeKIIoYaTesb
Bknrovatb Wi-Fi npu aktmBaumm cdpyHkumm WPS ¢ nomouwbio annapaTHOW KHOMKM
BIIpaBO. 3aT€M IpU BKJIIOUYEHHOM YCTPOMICTBE HAXXMHUTE KHOIIKY, yAEpXKHBalTe 2 CEKyHIbl U
ornycture. CBeronnoauslii nHankarop WPS nomken Hauats muratb. Kpome toro, npu HakaTuu Ha
KHOTIKY BKJIFOYAIOTCS O€CTIPOBOIHBIE HHTEP(ENCH yCTPONUCTBA, €CIIM PaHee OHU OBLIH BBIKIIOYEHBI.
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Ecnu Bel xotute 3anpeTuth aktuBanuo QyHKI WPS ¢ moMoripio KHOIKK Ha KOPITyce, CABHHBTE
nepexiaroyaresr Bknrwodatb Wi-Fi npu  aktuBauum ¢yHkummn WPS ¢ nomoubio
annapatHOM KHOMKW BieBo u ybOemurech, 4to ¢yHkiuus WPS He aktuBHpoBaHa B
web-unTepdetice ycTpoicTaa.

UroOsl akTuBUpoBaTh QyHKIMIO WPS ¢ mnomomplo web-uHTepdeiica, HaXMHTE KHOIKY

BKITIOYUTb WPS.

Ecnu ¢pynkius WPS aktuBupoBaHa, Ha cTpaHuile noctymex pasaen MHopmauums.

MapameTp OnucaHue

Cocrosinue ¢yukiu WPS:

* CKoHdurypupoBaHo  (3agaHbl  Bce  HEOOXOAUMBIC
HAaCTPOMKH, OTHU HACTPOWKH OyayT UCHOIb30BAHBI IPU

CTaHOBKE OSCIIPOBOAHOIO COCIUHCHUS),
Craryc WPS 4 P )

* He ckoHdurypupoBaHo (rocie akruanuu GyHKiuu WPS
Ha3BaHWE CeTH M KIou MmmdpoBaHus OyayT 3aJaHbl
ABTOMAaTHYECKH, TUI CETEBOU ayTeHTH()UKAIIMK U3MEHUTCS Ha

WPA2-PSK).

PIN-kon mapurpyrusaropa. [laHHBIM IapaMeTp HUCIOIB3YETCS IIPU
PIN-koa no yMon4aHWIO | MOJIKIIOUEHUH MapLIpyTH3aTopa K YCTPOHCTBY-PErUCTpAToOpy A
3agaHus napameTpoB GpyHkimu WPS.

Uma cetun (SSID) HasBanue cetr MapiipyTu3aTopa.
CeTeBasn Tum CeTeBOi ayTeHTU(HKaIUH, 3aJaHHbBIN TUIA ceTu
ayTeHTUcuKaumsa MapuIpyTH3aTopa.
LndpoBaHue Texymmii Tun mmdpoBaHus, 3aJaHHBINA I CETH MapIIpyTH3aTOPA.
Texymmii apoiib muppoBaHus, 3aJaHHbII T ceTu
Maponb PSK Y P bp A A
MapIIpyTU3aTopa.
HaxxmuTe KHOMNKY It OOHOBJIEHMS JAaHHBIX, IPEICTABICHHBIX Ha
OBHOBUTb ! s A A pedt
JTAHHOUW CTpaHUIIE.
CBPOCUTDb
Haxxmure kHONKY 1 cOpoca mapamerpoB ¢hyHkmun WPS.
KOH®UIYPALIMIO Y AL COP PAMETPOB pyHKIL
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PyKOBO,EI,CTBO nonb3oBarend

HacTtpoiika mappyTusatopa

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHmepgpetica

Jns moakirodueHHsT K OCHOBHOM OecrpoBojHOM cetn ¢ momonisio Merona PIN dynknum WPS
BBITIOJTHUTC HGpG‘II/ICJ'IeHHI)IG HUXC I[Gf/iCTBHSI.

1.

2
3.
4

7.

Haxxmure kHonky BKITIOYUTb WPS.
B paznene YnpaBneHne WPS naxmure knonky YCTAHOBUTb COEAUHEHMUE.
B otkpriBiieMcst okHe B packpsiBaroiiemcs crricke WPS-meTop seibepute 3nauenue PIN.

Breibepure meron PIN B mporpamMmmMHOM obOecnedeHHH OECIpPOBOIHOTO YCTPOMCTBA,
MOJKJTI0YaeMOT0 K OECITPOBOIHOM CETH.

Haxxmute COOTBETCTBYIONIYIO KHOIKY B NpPOrpaMMHOM oOecredeHuH OecIpOBOIHOTO
YCTpOICTBA, MOJKIOYaEMOTr0 K OECIIPOBOIHOM CETH.

Cpazy BBenute PIN-koz, yka3aHHBIM Ha KOpITyce MOJKIIOYAEMOTO YCTPOMCTBA WK B €0
nporpaMMHOM obecrieuenuu, B iosie PIN-koA.

Haxxmute knonky COEOUHWUTD B web-unrepdeiice mapipyrusaropa.

Jlns moAkiroueHus K OCHOBHOUM OecnpoBofHOM cetn ¢ momoribio Metoga PBC ¢ynkiuu WPS

BBITIOJIHUTC ICPCUUCIICHHBIC HUKC I[CﬁCTBHSI.

1.
2.

Haxxmute knonky BKITKOYUTb WPS.
B paznene YnpaBneHne WPS naxmure knonky YCTAHOBUTb COEAUHEHMUE.

B otkpeiBmieMcs okHe B packpsiBatoremcs: criucke WPS-MeToa BhiOepute 3HaUCHHE

PBC.

Bribepute meron PBC B mporpammHOM obecriedeHHH O€CIPOBOIHOTO YCTPOMCTBA,
MOJIKITIOYaEeMOT0 K OECITPOBOIHOM CETH.

HaxmMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpITyceé WJIM B IIPOrpaMMHOM OO€CIeYeHHU
0ecIpOBOAHOIO YCTPONUCTBA, MOAKIIOYAEMOTr0 K O€CIIPOBOTHOM CETH.

Cpasy naxxmure kHonky COEAUHUTD B web-unrtepdeiice mapupyruzaropa.
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PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdelicy

Brel MmoxeTe ucnonb3oBath GyHkiuio WPS, He obOpamasice Kk web-uHTEpdeiicy mapupyTuszaropa.
J1y1st 5TOr0 HEOOXOAMMO HACTPOUTH MAPIIPYTU3ATOP COOTBETCTBYIOIINM 00pa3oM.

1.

3amaifTe  COOTBETCTBYIOIIME HACTPOWKH O€30MacHOCTH Il  OECIpPOBOAHOW  CETH
MapIIpyTHU3aTopa.

Yo6enutech, uto nepekiodarens Bknroyate Wi-Fi npu aktuBauum ¢yHkumum WPS c
NOMOLLLIO annapaTHOM KHOMKM CIBUHYT BIPABO.

Haxxmure kHonky BKITIOUYUTb WPS.

3aBepmute pabory ¢ web-untepdeiicom MapupyTHzaTtopa (HaKMUTE Ha CTPOKY MEHIO
Bbintn).

Brnocnenctsuu Bl MoxkeTe 100aBIsTh yCTpOHCTBA B OECIIPOBOAHYIO CETh MPOCTHIM Ha)kKaTUEM Ha
kHoniky WPS mapuipyruzaropa.

1.

Beibepute meron PBC B mporpamMmmHOM obecrnedeHuH O€CIpOBOIHOIO YCTPOMCTBA,
HOZIKIIFOYaEMOT0 K OECIIPOBOIHOM CETH.

HaxxmMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpITyC€ WJIM B IMPOTPAMMHOM OOECIIEYCHHUU
0ecIpOBOHOTO YCTPOUCTBA, MOAKIIOYAEMOTr0 K O€CIIPOBOTHOM CETH.

Haxwmure xnonky WPS Mapumipytuzaropa, yaepxkuBaiiTe 2 CEKyHObl W OTIYCTHUTE.
Cseroanonuseiii uHaukarop WPS HauHeT Murarsb.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

WMM

Ha crpanune Wi-Fi / WMM Be1 moxere aktuBupoBars ¢pyHkimo Wi-Fi Multimedia (WMM).

Oynkuss WMM peanusyer mexanusMm QoS st 6ecripoBOHBIX coequHeHni. OHa TO3BOJISET
YAyYIIUTh KayecTBO IMepefayd JaHHbIX 1o Wi-Fi-cetm 3a cyeT Ha3HaueHUs NPUOPUTETOB
pa3IMYHBIM TUTIAM TpaguKa.

Yrobsl HacTpouTh (yHKImH0 WMM, BbBIOCpUTE HEOOXOMUMOE JCHCTBHE B CIUCKe PeXum
paboThl:

* ABTOMaTM4ecku — napamerpsl pyHkunu WMM HacTpanBaroTcsi aBTOMaTH4eCKH (IaHHOE
3HAUEHHE 33J]aHO 110 YMOJIYAHUIO).

*  Bpyu4Hyro — napamerpsl pyHkimn WMM HacTpauBarorcst BpyuHyto. [Ipu BeIOOpe 3TOTO
3HAYCHHMs Ha CTPaHHMIE 0OTOOpaXkaroTcs pasnessl Touka goctyna u CtaHuums.

*  OTknroYeHo — dpyukius WMM oTKItoUeHa.

£ Wps WMM 3

Wi-Fi Multimedia

MexaHuzm YMYHLLIEHWA KavecTea paﬁOTbl BECHPOBOAHOH ceTn. He pPexoMeHIYETCA CaMOCTOATENBHO M3MEHATL 3afaHHbIE NapaMeTpbl

Pexnm paboTel

BpyuHyo -

Touka goctyna CraHumsa

AC AIFSN CWMin CWhax TXOP  ACM ACK AC AIFSN CWMIn CWMax TXOP  ACM
BK 7 31 1023 0 off off BK 7 15 1023 0 off
BE 3 15 63 0 off off BE 3 15 1023 0 off
VI 1 7 15 94 off off VI 2 7 15 94  off
e} 1 3 7 47  off off VO 2 3 7 47 off

PucyHok 95. CmpaHuuya 0nsi Hacmpouku ¢yHkuyuu WMM.

B cucreme 3agaHbl Bce HEOOXOAMMBIE IIapaMeTpbl JUIS gk WMM. H3mMmeneHue
E  [1apaMeTPOB BPYUYHVIO MOXKET OKa3aTh HETATUBHOE BAMSHUE HA Bamy OeCIIpOBOIHVIO CETE.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

Oynkuus WMM no3Bosisier Ha3HayaTh MPUOPUTETHI JUIsl YeThIpeX Kareropui mocryna (Access
Category, AC):

*  BK (Background, ¢honoswiii pescum) — Tpaduk ¢ HU3KUM IPHOPUTETOM (3aJaHUS HA I1€YaTh,
3arpy3ka (haisios, mp.);

* BE (Best Effort, nyuwee kauecmso uz 603modcH020) — TpaQUK OT yCTapeBIINX yCTPOMCTB
WIN YCTPOMCTB U MPUIIOKEHUH, KOTOpbIe HE MOAepKUBatOT GyHKIUI0 QOS;

* VI (Video, nepeoaua suoeo);
* VO (Voice, nepeoaua 2onoca).

[TapameTpbl KaTeropuii JOCTYyIa ONMPEASNICHbI KaK JUIl caMOro MapIpyTusaropa (B paszene To4yka
[OCTYNA), TaK ¥ AJsi OSCIPOBOAHBIX YCTPOMCTB, MOAKIIOUEHHBIX K HeMy (B pasnene CTaHumA).

YroObl M3MEHHUTh MNapaMeTpbl KaKOM-TMOO KaTeropuu I0CTYIa, BBIOEPUTE COOTBETCTBYIOLIYIO
CTPOKY M H@)XKMUTE JIEBYIO KHONKY MbIIIM. B OTKpBIBIIEMCS OKHE H3MEHHUTE HEOOXOAHUMBIE
apaMeTphl.

PE,D,aKTHpOBaHHe TOYKHN

pocryna: Best Effort

AIFSN*

3 -
CWMin
15 -
CWhax
63 -
TXOP*
0
J©  ACM
) ACK
3AKPbITb

PucyHok 96. OkHo Onia usmeHeHus napamempos ¢hyHkuyuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  koa¢hduyuenm
NEePEMEHHO20 MENCKAOPOBO2O UHMEPBAILA.

AIFSN

OTOT mapaMmeTp BIMSET Ha BPEMEHHYIO 3aJCpKKy JUIsl JTaHHOM
KaTeropuu gocryna. Yem MeHbIIE 3HAUYE€HHE AAHHOIO IIapaMerpa,
TEM BBIILIE IPUOPUTET KATETOPUU TOCTYIIA.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

Contention Window Minimum — MuHUMAanbHblL pasmep OKHA

KOHKYPEHMHO020 00CMYNd.

Contention Window Maximum — makcumanvHulii pasmep OKHA
KOHKYPEHMHO20 00CHIYNd.

CWMin / CWMax

DTH mapaMeTphl BIMSAIOT Ha BPEMEHHYIO 3aI€PXKKy UIS JaHHOM
kateropun jgoctymna. 3Hadenue nons CWMax He momxHO OBITH
menbiire 3HadeHus momst CWMin., Uem MeHbllie pa3HHIIA MEXIY
sgayenueM nons CWMax u 3nauenuem nons CWMin, tem Beime
MPUOPHUTET KATETOPUU JIOCTYyIIA.

Transmission Opportunity — 803MOXCHOCMb nepedaiy OAHHbIX.

TXOP YeMm Oonbliie 3HaUCHHE JAHHOTO MapamMeTpa, TEM BBIIIE TPUOPUTET
KaTeropuu A0CTyIa.

Admission Control Mandatory — obs3amenvhbiii KOHMPOIbL OONYCKA.

ACM Ecnu nepexiroyarens CABUHYT BIIPABO, YCTPOWCTBO HE MOMKET
WCIOJIb30BaTh JaHHYIO KATETOPHIO JOCTYyIA.

Acknowledgment — noomeepoicoenue npuema.

PeaKHI/Iﬂ Ha 3alpoChl OTKJIMKa BO BpEMA MNEpcaadd JaHHbBIX.
OtoOpaxaeTcst TONBKO B pa3zene ToOYKa JocTyna.

ACK Ecnu nepekitouaresb CIBUHYT BICBO, MapIIPYTU3aTOp OTBEYAET Ha
3aIpOCHI.

Ecniu mepexmioyarenb CIBUHYT BIPaBO, MaplIPpyTHU3aTOp He

OTBCYACT Ha 3aIlIpOCHI.

Haxxmure kHonky COXPAHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

KnueHTt

Ha crpanune Wi-Fi / KnueHT Bbl MoxeTe HAaCTpOUTh yCTPOMCTBO B KayeCTBE KIMEHTA IS
HOJIKITIOYCHHUST K OECIIPOBOIHOM TOUYKE JOCTYIA WM K CeTH OSCIpOBOIHOTO MHTEPHET-IpOBaiaepa
(WISP).

= {wmMm KnueHT i

Wi-Fi-knuneHT
Bbl MOXETE HacTpouTb ycrpoﬁcmo B Ka4ecTBe KNIMeHTa ANAa NoAKNHYEeHUa K 6ECﬂpOBOﬂHOUI TOYKE A0CTYNna WUNK K CeTn 6ECHpOBOﬂ.HOFO WHTEPHEeT-

nposaiinepa (WISP).

@ Briouuts

. BewaTtb becnpoeoaHyto cetb 2.4 [Ty
@ Ecrv nepexmioyartent Belanma ceTm CABHHYT BAeBO, YCTPOHCTBEa He MOryT
nogkidarecst K Wi-Fi-cetu mapipytmzatopa. [pu 3ToM MapLupyTH3aTop MOXeT

NOAKMIOYATLES K APYIOH ToYke AocTyna B kavectse Wi-Fi-knmeHTa.

Moakniyexmne K cetu

BblﬁpaTb CeTb U3 CNUCKa h

NPUMEHUTb

Eecnpoao,qule CeTn OBHOBWTb CMWUCOK
Wms cetwn (SSID) HacTpoiikn 6esonacHocTu KaHan
2% DIR-882-6339 [WPA2-PSK] [AES] 13

PucyHok 97. CmpaHuua 0ns1 HacmpoUKu Mapuwpymu3amopa 8 Kadecmee KiueHma.

YT0o0BI HAaCTPOUTHb YCTPOﬁCTBO B Ka4C€CTBC KIIMCHTA, CABUHBTC NIEPCKIIHOYATCIIb Bknountb BIIPaBO.
HpI/I 9TOM Ha CTpaHUIIC 0T06pa>1<a10T05{ CJICAYIOIUC DJICMCHTBI:

MapameTp OnucaHue

Ecmu  mepexiroyarens CIOBUHYT BIIEBO, YCTPOWCTBA HE MOTYT
Bewartb 6ecnpoBoAHyo| nogkiouateess k- Wi-Fi-cetn  mapmpytuzaropa. [lpu  3tom

cetb 24 Ty MapIIpyTU3aTOP MOXKET MOAKIIOYAThCS K JIPYrod TOYKE JIOCTyIa B
kauectBe Wi-Fi-kimenTa.

MoakniovyeHue K cetn | CriocoO NMOAKIIIOYEHUS K IPYTOi TOYKE AOCTYTIA.

Ctpanunua 129 ns 215



DIR-615S BecnposoaHon mapLupytudatop N300

PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B pasnene BecnpoBogHble CETU 0TOOpa)kaeTCs CIUCOK JOCTYIHBIX OECIPOBOIHBIX CETEH.

YT00BI Ha CTpaHHIEe OTOOpA3UIacCh camas akTyanbHas WH(OpPMANHUS O JOCTYIHBIX OECHPOBOIHBIX
cersix, Haxxmute knonky OBHOBUTb CINMUCOK.

YToObl NOAKIIIOUUTHCS K KaKOM-THOO CeTH W3 CIHCKA, BBIACTUTE HEOOXonuMmyro ceTb. CIBUHBTE
nepekirouarens [lapameTpbl ceTU BmpaBo, YTOOBI B OKHE OTOOpasmiach Oosiee mMoApoOHas
UH(POPMAIUSA O CETH, K KOTOPOH MOJKII0YaeTCs MapuIpyTu3aTop. Eciu A MOAKIIOUeHUs K ATOM
CeTM HYXKEH T[apolib, BBEAUTE €ro B COOTBETCTByloIIee mone. HaxmuTe KHONKY

NOAKIIYNTBLCA.

YToObl MOAKIIOYUTHCS K CKPBITOW CETH, B pacKpbiBaromieMcs crucke [MogknioyeHune K cetu
BeIOepuTe 3HadeHre MOAKNIOYUTBLCA K CKPbITOM CeTU. Beeaurte HasBanue cetu B none UMsA
cetn (SSID). Eciu neobxomaumo, 3amonuaute none BSSID. 3arem BbiOepuTe HEOOXOMUMBIN THI
ayreHtudukanuu B crcke CeTeBas ayTeHTUMKaums.

s tunoB ceteBoit ayrentudukanun Open u WEP na crpanuie otobpaxkarorcst Clieayromme
HAaCTPOUKHU:

MapameTp OnucaHue

Tonvko O muna aymenmugurxayuu Open.

Uto0b1 AKTHUBUPOBATh WEP-mmudposanue, CIABUHBTE

BkntounTb nepeksroyareb BrOpaBo. [Ipu 3TOM Ha cTpaHHIle OTOOpa3sTCs
wudposatne WEP packpbiBarommiicss cniucok Homep knwo4ya no ymonyaHuio,
nepekiarouareas Knrov wndposanmna WEP kak HEX u detsipe
nosist Koy wudppoBaHus.

Howmep kntoya no Homep xmtoua (o1 1-ro 10 4-10), KOTOpBIM OyIET MCHOIB30BATHCA
yMon4yaHuio st WEP-tmudgpoBanusi.
Knioy wncppoBaHus CnBuHBTE MepeKITIoYaTesh BIIPaBo, YTOOBI 3a]1aTh
WEP kak HEX [IECTHAANATEPUIHOE YHCIIO B KQUECTBE KITIOUa /IS ITU(PPOBAHMUS.

Kmtoun mpns WEP-mmdpoBanus. [Ipu mmdpoBannu ucmonszyercs
KJIFOY, HOMEp KOTOPOTO yKa3aH B packpeiBaromemcs crucke Homep
Kno4ya no ymon4yaHuio. HeoOxonumo 3amosiHUTh BCE TOJIS.
Haxxmure Ha 3Hauok [lokasaTb (&), 4ToOBI 0TOOpa3MThH

Krnoy wudcppoBaHus
(1-4)

BBEJICHHBINA KJIIOY.

s TunoB cereBoi ayrentudukanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIIE OTOOPAYKAFOTCS CIICTYIOIINE TOJIS:

MapameTp OnucaHue

MNapons PSK [Mapone s WPA-mudposanus. Haxxmure Ha 3Ha4uok lNokasaTb

(%), 9TOOBI OTOOPA3UTH BBEICHHBIH KITIOY.

Tun wudpoBaHus Mexanmm mmdposanus: TKIP, AES wim TKIP+AES.

[Mocne 3amanust napamerpoB Haxkxmute kHonky MPUMEHUTD.
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PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

[Ipu nonkmoueHMH K OeCHpOBOAHOM TOuke gocTyna kaHan OecnpoBoanHoit cetm DIR-615S
ABTOMAaTHUYECKU NIEPEKITFOYNTCS Ha KaHaJ STOH TOUKHU JOCTYyTIA.

Kpome Toro, Ha cTpanurie otoopasutcs pazaen UHcpopmaums o noaknoveHUmn, B KoTopom Bl
CMOXETEe MOCMOTPETh CTAaTyC MOJAKIIIOUEHHUS K CETH U OCHOBHBIE €€ MapaMeTpBhI.

Ecnu Bel nogkitogaeTech k cetu 6ecnipoBogHoro uatepHeT-nposainepa (WISP), mocie Hactpoiiku
YCTPOMCTBA B KadyeCTBE KIMEHTa HeoOxomammo cosnaTh WAN-coeamHeHHEe C COOTBETCTBYIOIIMMHU
napametpamu s uatepdeiica WiFiClient.
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PykoBoAcTBO nonb3oBartens Hactpoiika maplipyTtusartopa

OrpaHuyeHune CKOpoCTH

Ha crpanune Wi-Fi / OrpaHudeHne cCKOpoCcTU Bbl MOxeTe OTrpaHUYMTh MaKCHMAIbHYIO
HPOMYCKHYI CIIOCOOHOCTh MCXOMASAIICTO W BXOSIIETO Tpaduka Ui KaxIoro OecrpoBOIHOTO
KJIMeHTa MapiipyTu3aropa mo ero MAC-aapecy.

OrpaH14YeHWe CKOpoCTH

OrpaHuyeHre CKopocTH

Bbl MOXeTe OrpaHN4MTE MaKCMMaNEHYH NPOMYCKHYH cnocoBHOCTL MexoasLere M BxoasAllero Tpaduka AnA kaxaoro GecnpoBoaHOM KNWeHTa
MapLupyTu3atopa no ero MAC-agpecy.

MpaBuna -+

He co3gano 1M ofHoro npaeuvna

PucyHok 98. Cmpanuua Wi-Fi / OeparHu4eHue ckopocmu.

Ecnmu Bbl X0THUTE OrpaHMYUTh MAaKCHMAJIBHYIO MPOIYCKHYIO CHOCOOHOCTH TpaduKa JIsl Kakoro-
1100 OECIIPOBOHOTO KIMEHTAa MapIIpyTU3aTopa, Co3/1aiiTe COOTBETCTBYOMICE MpaBmito. J{iist 3Toro

naxxmute kHonky JIOBABUTD ( -+ ).

Ho6aBneHue npasuna X

® BunueHo
MAC-agpec* -

Mepegaya OaHHbIX

J be3 orpaHnyeHnin
MakcumaneHasa ckopocTe (MBuT/c)*

[NpuvemM gaHHbIX

J bes orpaHnyeHnin
MakcumansHasa ckopocTe (MBuT/c)*

COXPAHWTb

PucyHok 99. OkHo 0nsi HacmpoUKU O2paHU4eHUs1 CKopocmu.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B otkpriBIIeMcs okHE Bbl MOkeTe 3a1aTh CIEAYIOLIME [TAPAMETPbL:

MapameTp OnucaHwue

Ecniu mepexitouatens COBUHYT BIOpPaBO, MPaBWIO AKTHUBHO.
BknroyeHo CnBUHBTE NEPEKIIIoYaTesb BJIEBO, €CIM XOTUTE OTKIIOYUTH JaHHOE
MIPaBUIIO.

Beegute B mome MAC-aapec ycTpoWcTBa, IJisi KOTOpPOro Oymer
JeficTBOBaTh JaHHOE MpaBuUio. Bel MoxeTe BbIOpaTh yCTpPOWCTBO,
MOJIKJIIFOYEHHOE K JIOKAJIBHOM CETH MAapUIpyTHU3aTopa B JAHHBIN
MOMEHT. /[l 3TOro B pacKphIBaloOIIeMCs CIUCKE BbIOEpUTE
COOTBETCTBYIOIIIEE YCTPOHCTBO (IpU OTOM TIOJN€ 3arOJIHUTCS
ABTOMATHYECKH).

MAC-aapec

MNMepenpaya pgaHHbIX

3amaiiTe MaKCUMaJbHOE 3HAYEHUE CKOPOCTH MCXOMASIIET0 Tpaduka

MakcumanbHas o
(B MOuT/c) WM CIOBUHBTE MepekiIiodaTenh be3 orpaHuyeHun

CKOpPOCTb
BIIPABO, YTOOBI HE OIPAaHUYMBATH CKOPOCTh UCXOJAINETo TpaduKa.

Mpuem gaHHbIX

3amaiiTe MakCUMalIbHOE 3HAYEHHE CKOPOCTH BXOMAAIIETO Tpaduka
(B MOwut/c) win CcABHHBETE Iepekimodareir Be3 orpaHMyeHum
BIIPaBO, YTOOBI HE OTPAaHUIHBATH CKOPOCTH BXOJISIIETO TpaduKa.

MakcumanbHas
CKOpPOCTb

[Mocne 3aanus HeoOxoauMbIX apametpoB HaxkmuTe kKHoky COXPAHUTD.

UYroObl 3a1aTh APyrHe MapaMeTpsl s Kakoro-1u0o mpaBuia, BRIOEpUTE HEOOXOAMMOE MPABHIIO U
HOXKMHTE JIEBYIO KHONKY MBIIIH. B OTKPBIBIIEMCS OKHE W3MEHUTE HEOOXOTUMBIC MapamMeTphl U

Haxxmute kHonky COXPAHUTD.
YTo0bl ymamuTh Kakoe-IuOO MPaBUIIO, YCTAHOBHTE ()IAXOK ClieBa OT COOTBETCTBYIOLICH CTPOKH

tabnuibl 1 HaxkmuTe kHonky YOAJIATb (le ).
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PykoBoacTBo nonb3oBarens

HacTtpoiika mappyTusatopa

AononHUTeNnbHO

Ha crpanune pasgena Wi-Fi /| [lononHuTenbHO Bbl MokeTe ONpenesnTh JIOMOIHUTEIbHBIE
napaMeTphbl, BIUSIONIKE Ha paboTy Barei 6ecripoBOIHOM CETH.

UsmeHeHus napaMEeTpoOB HaA JaHHOU CTpAaHUIIC MOI'YT OKa3aTb HETAaTHUBHOC BJIWAHHWC Ha

m  Bamy OecripoOBOIHVIO CETb.

= £ OrpannyeHmne ckopocTn

JononHutensHo

JononHuTensHsble HacTpoki Wi-Fi

Bbl MOXKETE ONpefenuTe AoNoNHNUTENbHLIE NapamMeTpbl, BIMAIOLIE Ha paBoTy Bawedt 6ecnpoBoaHOR ceTi.

WwnpwrHa kaHana

20/40 My

(@ Hcnons3oeanue wupursi 08K020 LAY HECKobRUX KOHO08 GecnpogodHoli
cemu 00HOBpEMEHHD

Q) Texywas wupuwa kasana: 20 My

Wupuro kaHara 40 My docmynsa moasko dg pexcumos ¢ noddepicxol

cmandapma 802.11n
) AsTocornacosaHue 20/40 (Coexistence)
@ ABMOMOMUYECKOE UIMEHEHUE WUPUHE! KGHOAG & JOQEJ»'KCHHOE CD:‘.‘BE

MOLLHOCTE M2nyUeHNA (B NpoLeHTax)

100

J©  3anpeTwTe MynbTUKacT

@ 3anpewjnem ucnosvsosarue multicast-mpagiuxa (IGMP, SSDP u m. n) e

becnposodHoli cemu. B HekOMOPEIX CAYWAAX NO3S0AAEM NOBLICLME
npou3aodUMenLHOCML

10 ABanTEHLIA pexinm

@) vmenswaem eausnue na pabomy dpyzux Gecnpoaodueix ycmpoticma e
3n2pyRenHHall cpede. Moxeer

3UMe NPou3e0duUMeNLHOCME COBCMaeHHOL

becnposodroli cemu

B/G-3awmTa

Auto -
Short GI

Brnounte -

MeTog aBToMaTU4eckoro Beifiopa kaHana

BSS (no ypoBHio curHana) -

Mepuog, BellaHnA beacon-BhpeiMos (B MUNIMCEKYHAAX)

100

MNopor RTS (e GaiTax)*

2347

Mopaor dparmexTaurm (B GaiTax)®

2346

Nepwog DTIM (& beacon-ppelimax)*

1

Bpems BezfefcTEMA 40 OTKNKUEHWR (B CeKyHAaxX)®

0

PucyHok 100. CmpaHuya dononHuUmesbHbIx Hacmpoek 011 becripogodHol cemu.

Ha cTpanurie npencraBieHbl CICTYIOIINE YJIEMEHTHI:

MapameTp OnucaHune

LLvpuHa kaHana

[Hnpuna ka"ana nus ycrpoicrs ctanaapra 802.11n.

* 20 MI'y — wmments crangapra 802.11n paboraroT Ha
KaHajax mupuHon 20 MI'w.

* 20/40 MI'y — xmuentsl crangapra 802.11n paboraror Ha
kaHanax mupunoi 20 MI'y unum 40 M.
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DIR-615S BecnposoaHon mapLupytudatop N300

PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

MapameTp OnucaHwue

CIBUHBTE TMEpeKIIouYaTeslb  BIOPaBO, YTOOBI  MapIIPyTHU3ATOP
aBTOMaTU4YeCKH BhIOMpan mupuny kaHana (20 MI'n unu 40 MI'),
HaubOoee TMOMXOMANIYI0 Il  paboThl €  MOJIKIIOYCHHBIMHU
yCcTpolicTBaMH (Takasi HACTPOWKA MOMKET CYIIECTBEHHO CHHU3UTH

ABTOcornacoBsaHue

20/40 (Coexistence)
CKOPOCTh  Tepenaud  JaHHBIX B ceT). llepexirouarens

orobpaxaercs, ecnu B crucke LUMpuMHaA KaHama BeigesneHo
3Hauenue 20/40 MMy,

MoLHOCTb U3ny4YeHusa | MomHocTh iepenaTyuka (B IpoIeHTax).

CnBuHbTE MePeKITIoYaTeTh BITPABO, 9TOOBI 3aMpeTUThH
MHOTOAJPECHYI0 pacchlIKy (multicast) anms OecrpoBOmHON ceTu
3anpeTutb MynbTUKAcT | Mapmpytuzatopa. CIBUHBTE TEpPEKIOYaTedb BIEBO, YTOOBI
pazpemuth mnpuem multicast-tpadpuka ¢ WAN-coeanHeHus,
BbIZICJICHHOTO Ha cTpanuiie JlononHutensHo / IGMP.

CnBuHBTE TMEpeKIrouaTeNlb  BIOPaBO, UYTOOBI  MapIIPyTHU3ATOP
MEPEeKIIIoYaNICs ¢ KAaHAlOB, Ha KOTOPBIX pPAa0OTAIOT pajapbl WU
JIpyrue MOOWIbHBIE WU CTAllMOHAPHBIE PAJUOCUCTEMBI, €CIU OH
CO3[1a€T TNOMEXHM TaKuM YCTpoWcTBaM. Takas HAcCTpOMKa MOMKET

ARanTMBHLIA pexXum 3aMeNUTh paboTy OeCpOBOIHON CETH MapUIPyTHU3aTOPA.

JlJiss MCTIONIb30BaHUS AJJANITUBHOTO PEXHUMa HEOOXOIAUMO BKJIFOUHUTH
aBTOMaTHYeCKuii BBIOOpD KaHamoB (Ha crpanmme WIi-Fi [/
OCHOBHbIE HAaCTPOWKM).

OyHKIMs 3ammThl  ycTpoiictB craHmapra 802.11b m 802.11g
UCTIOJIB3YETCS Ul YMEHBIICHUS! KOJIMYECTBA KOH(IMKTOB MEXITY
ycTpoiictBamu Baeit 6ecipoBogHOM CeTH.

Bo3MoxxHBIC 3HaUCHUS:

* Auto — o¢yHkuus 3amMTBl BKIFOYAETCA W BBIKJIIOYACTCS

ABTOMAaTHYCCKHU B 3aBUCHUMOCTH oT COCTOSAHUA CCTHU
B/G-3awuTa . N
(pexomenayercs, ecnu B Bameir cetu ecTth yCTpoucTBa

cranaapta 802.11b u ycrpoiictsa crannapra 8§02.11g),

 Always On — (QyHkuus 3ammThl BCerna akTUBHA (Takas
HaCTpoiiKa MOXKET CYIIECTBEHHO CHHM3HTh
MIPOU3BOIUTENHLHOCTH OECITPOBOHOM CETH),

* Always Off — Qyukius 3amuTel Bcera HeakKTHBHA.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

3amuTHBIA WHTEpBan (B HaHOCEKyHnax). JlaHHBIM mapameTrp

OMpeaCIACT HMHTEpBaJl MCXKAY CHMBOJIAMHU, IICPECAABACMBIMU IIPpU

B3aUMOJICHCTBUH MapuipyTH3aTopa c 0ecrpoBOJHBIMU
YCTPOMCTBAMM.
* BknwuUNTb - MapuIpyTH3aTOp HCIHOJIB3YET KOPOTKHM

3aIUMTHBIA ~ HMHTEpBaAJ, IPOAOLKUTEIBHOCTh  KOTOPOIO
Short Gl cocraBimsier 400 wHc. Tombko Uit  pPEKUMOB  PabOTHI
OecnpoBOIHOM ceTH, noajepxkuBaromux cranaapt 802.11n
(cM. 3HaueHHME packpbiBarolierocs circka becnposogHomn
pexum Ha crpannie Wi-Fi / OCHOBHble HACTPOMKM).

*  BbIKNHOYUTL — MapIIPYTU3aTOP HMCIOIB3YET CTaHIAPTHBIN
3aHIHTHBIfI I/IHTepBaJI, HpOlIOJ’DKI/ITeJIBHOCTB KOTOpOFO
cocrasiget 800 Hc.

MeTtox aBTOMaTHYeCKOro BEIOOpA KaHama.

* BSS (no ypoBHI curHana) (Basic Service Set, ocnosnas
30HA 00CHYHCU6AHUs) — TP BBIOOPE OTOTO 3HAYCHUS
MapIIpyTHU3aToOp aHAIM3HPYET YPOBHH CHTHAla COCEIHHX
OeCIpOBOJHBIX CETeH M BHIOMPAET KaHal C MUHUMAIIbHBIM
CYMMapHBIM YPOBHEM IIOMEX OT ITHX CETEH.

MeTtop
aBTOMAaTU4YecKoro - FA & CCA (I10 Konun4yecTtBy nepenaBaeMOﬁ
BbIGOpa KaHana nHcopmaumn) (False Alarm, noxcnas mpesoca; Clear
Channel Assessment, oyenka cocmoanus Kamaia) — TpPU
BBEIOOpPE 3TOTO 3HAYCHHUS MAPIIPYTHU3ATOP aHATH3UPYET
00beM JaHHBIX, TIEPEIABAEMBIX B COCEIHHUX OECITPOBOIHBIX
CeTsX, W BBHIOMpPAET KaHAI C MHHHMAJIBHBIM CYMMAapHBIM
YHCIIOM TAKETOB, TEpeIaBacMbIX B MOMEHT CKaHHPOBAHHS
ATUX CETEM.
MNMepuvop BewaHuna WNHTepBan (B MWUIMCEKYyHAAaX) MEXIY OTIPABKOW IaKeTOB IS
beacon-cpenmoB CHHXPOHH3AIMK OECITPOBOIHOMN CETH.
Mopor RTS MuHuManeHbIN pazMep makera (B OailrTax), i KOTOpOoro Oyxmer

nepenaBarbest RTS-kanp.

MakcuManbHbIii ~ pazMep  HepparMeHTHPYeMoro  (HEIeITUMOro)
Mopor doparmeHTauum | nakera (B Oaiitax). [TakeTsl Oosbirero pasMepa (parMEHTHPYIOTCS
(pa3buBaroOTCs Ha YacTH).

KonmuaectBo beacon-¢ppeiimoB Mexay ormnpaskoit DTIM-coobmenuit
Mepnop DTIM (yBemomiieHHi O moOcCieayrolel ImupokoBemniarenbHoi (broadcast)
WM rpynmnoBoit (multicast) mepenaue).
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

MapameTp OnucaHwue

WntepBan (B ceKyHZax) MexXAy MPOBEpKaMU aKTUBHOCTHU
0OecTpOBOIHBIX YCTPOICTB, BXOAAIIUX B JIOKaJbHYIO ceTh. Ecnm
3a/1aHo 3HaueHue 0, MpoBepKa HE BBIIIOIHSIETCS.

Bpemsa 6e3gencrTBusa oo
OTKNIOYEeHUs

[Tocne n3meHenus napaMeprB Haxkmute kaonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MAC-cunbTp

Ha crpanune Wi-Fi /| MAC-counbTp Bel Mmoxete onpenenuts criricok MAC-aapecoB yCTpOHCTB,
KOTOpbIe OyayT MMETh IOCTYNm K OecnpoBOAHOW ceTH, jubo 3amath MAC-ampeca yCTpOKCTB,
KOTOPBIE HE CMOTYT ITOJKITFOUaThCs K HEM.

' Pexomennyercs nacrpauBatbh Wi-Fi MAC-buiasTp uepe3 npoBoaHoe noakiaroueHmne Kk DIR-
m 615S.

= < KoHdurypauus MAC-opnnbTp

MAC-dunbTp

Bl MOXeTe OnpefeniTs cnicok MAC-ajpecos YCTPORCTB, KoTopkle ByAyT MMeTb A0CTYM K BecnpoBoAHo# ceTn, iMbo 3a4aTe MAC-aapeca
YCTPOACTE, KOTOPbIE HE CMOTYT MOAKMOMETLCA K HEd.

1", PexomeHgyeTcs HacTpansaTb Wi-Fi MAC-GWILTP Yepes NPoBOAHOE MOAKNOHeHWE K YCTPOMCTBY

MAC-dnnsTp

DIR-XXX
@ OTKNHOYeHD

PUNbTPSI +

He cosgaro HW ogHoro npasuna ana MAC-gMNLTPOB

PucyHok 101. Cmpa+uuya 0nsi Hacmpouku MAC-¢punbmpa 0s1s1 6ecrnpogodHou cemu.
[To ymomyanuto Wi-Fi MAC-¢puibTp OTKIIOYEH.

Hns wactpoitku MAC-punbTpa cHayana HeoOxoauMmo 3aaath npaBuia (ykasare MAC-aapeca
YCTPOMCTB, IUIsI KOTOPBIX OyayT MPUMEHSTHCS PEXHMBl OTPAaHUUYEHUH, 3a/laBaeMble Ha JaHHOU

crpanue). s atoro nHaxkmure kaonky [JJOBABUTD ( + ).
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JobaBneHue npasuna X

SsID
DIR-XXX -

PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

@ Ana daxHoll cemu MAC-@UALMDE OMKTOYERE!
MAC-agpec

A

Mms yeTpoicTea
® Bwiounts
COXPAHWTb

Pucyrok 102. OkHo Orisi 0obaeneHus rpasuna MAC-gunsmpa.

Br1 MmoxkeTe 3aaaTh CIICAYIOINHEC IapaMETPHhI:

MapameTp OnucaHue

BbecnipoBogHast ceTh, Ui KOTOpoil OyaeT AeWCTBOBAThH JTaHHOE
SSID npaBuiio. BeibepuTe HE0OX0MMOE 3HAYCHHE B PACKPBIBAIOILIEMCS
CIIHCKE.

MAC-aapec Beenure B mone MAC-anpec ycrpoiicTBa, [uisi KoToporo Oynmer

JIEMCTBOBATh 33JIaHHBIN PEKUM OIPaHUYECHUM.

- Ha3anue  ycrpoiictBa  isi  ynoOOHONW  MIEHTHU(PUKAUU
MUmsa ycTpoucTBa .
(HeobazamenvHvlll napamemp). MOXET OBITh TIPOU3BOJIBHBIM.

Ecoum  mepexnrodarens CABUHYT BIPaBO, IMPAaBWIO AKTHBHO.
BkniounTb CaBuHBTE NEpeKIouarelb BIEBO, €CIM XOTHTE OTKIIIOYUTh

JAHHOE MTPABHJIO.

[Mocne 3amanus HeoOxoauMbIX apamerpoB HaxkmuTe kHorky COXPAHUTD.

YT1oOBl W3MEHHTH MapaMeTphbl CYIISCTBYIOIIEro mpaBwia, B paszaeiec POUNBTPbI BbiOepuTe
HEoOX0oMMOEe MPABHJIO W HAXMHUTE JICBYIO KHONKY MBIIIA. B OTKpHIBIIEMCS OKHE W3MEHHTE
HacTpoiiku u Haxmute kHoky COXPAHUTD.

YroObl ymainuTh KakKoe-THOO TPABWIO C JAHHOH CTpaHUIBI, B pasueic ®OUNBLTPbI yCTaHOBHUTE
¢drnaxok, pacmoNOKEHHBIM CcJIeBa OT COOTBETCTBYIONIETO TMpaBWIa, W HAXMHUTE KHOIKY

YOANUTB ( [ ),
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PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

[Tocne 3amanust MpaBui HEOOXOAMMO HACTPOUTH PEKUMBI OTPAaHHYCHHH.

YTOOBI OTKpHITH OECHPOBOIHYIO OCHOBHYIO HIIM JIOTIONHHUTEIBHYIO CeTh Ui ycTpoiictB, MAC-
azipeca KOTOPBIX YKa3aHbl Ha JAHHOM CTpaHMIE, W 3aKPbITh €€ Ui BCEX IPYTrUX YCTPOWCTB,
BBIJICTIUTE CTPOKY CETH M HAXKMUTE JICBYH0 KHOIKY MBINIM. B OTKpBIBIIEMCS OKHE CIBHHBTEC
nepekiouarens Bknountb MAC-punbTp BrpaBo. Ilpu 3ToM 0TOOpa3sHTCS PacKPHIBAIOIIHIACS
circok Pexxum orpaHnyeHun MAC-cbunbTpa. Beibepure 3naucnrne Pa3pelwlaTtb u HaKMHUTE
kHonky COXPAHUTD.

YT1oOBI 3aKpBITH OCCIPOBOAHYIO CETh JUIS YCTPOMCTB, aapeca KOTOPBIX YKa3aHbl Ha JaHHOM
CTpaHHuIle, B pacKpbiBawmeMmcs crucke Pexum orpaHnyeHun MAC-cdunbTpa Bbinenute
3HaueHue 3anpewartb 1 Haxmure kHonky COXPAHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

PoyMuUHr

Ha crpanunie Wi-Fi / PoyMuHr Bbei Moxere akTHBHPOBAaTh (YHKIHMIO HHTEIUICKTYaJIBHOTO
pacrnipenenenus Wi-Fi-xiaueHTos.

JanHas QyHKIMS MpeqHa3Ha4YeHa Ui OeCIPOBOIHBIX CETEH, MOCTPOCHHBIX Ha 0a3e HECKOIbKUX
TOYEK JOCTYIa WJIM MapupyTu3aropoB. Eciau nanHas (QyHKIUS aKTHBHUPOBAHA HA BCEX TOYKAX
JocTyna (MapuipyTu3aTtopax), o0pa3yromux O0eCcrpoBOIHYIO CETh, OSCIIPOBOIHBIC KIIMEHTHI BCETA
OyIyT MOIKJIFOYAThCS K YCTPOWCTBY ¢ MAKCUMAJIbHBIM YPOBHEM CHIHAJIA.

= < MACHuneTp VIHTennekTyanbHoe pacnpeaeneHve

VHTennektyansHoe pacrnipegeneHne Wi-Fi-knneHTos

DYHKLWA MHTENNEKTYaNkHOro pacnpegeneHus Wi-Fi-knMeHTOB NpegHasHaqeHa A becnposogHbIX ceTeil, NoCTpoeHHbIX Ha base
HECKOMBKIX TOYeK JOCTYNa UK MapLUPYTU3aTopPoB. ECIM AaHHanA GyHKLMA aKTWBMPOBaHa Ha BCeX TOUKaX JOCTyMa (MapLupyTU3aTopax),
obpasyroumx becnposogHyro ceTs, GecnpoBogHble KIMEHTs Beeraa OyLyT MOAKNYaTLCA K YCTPORCTEY C MaKCUMAaNbHbIM YPOBHEM
cArHana.

AnA KoppekTHoA paboTel GYHKLM ANA BCex yCTpoiicTs HeobXogWMO HAaCTPOWUTL OAMHAKOBkIE NapameTptl becnposogHoi ceTu - SSID, TR
ayTeHTUGMKaLMM M Naponk.

BbIKNOYUTB
Mopr* @ Vicnonssosatk multicast Ans 06MeHa cnyxeGHOi
7890 MHbopmauwel

MakcuMansHoe BpEMA XpaHeHus L1F¢DS""aLIl"L1 (a CEK,"H,‘J"Y)* @ Yemarosume NepexAIYament & NPA8oe NOAOKERUE, ECAN MOYKY C“OC.’."I_V."‘G
ELGEIRET I sl=0 paHe X { YHA3X

60

HOXOOAMCA & PO3HEIX NODCEMAX

Multicast TTL*

(@) Maxcumanssoe spesa xpaHeHUS UHGOPMAYLL © BUBUMBLX KTUEHMAX 32

MWHMMANEHEIR YDOBEHE KaYeCTBa COEAVHEHNA (B NpoLeHTax)™

50

Anpec multicast-rpynne®

239.255.0.0

"MepTeas” 30Ha (0T -30% Ao 50%)*

15

Q@) Bsedume adpec u3 duanazona 239.255.x.x (239.255.0.1-239.255.255.255)

[MoporoBLld YpoBeHs KaYecTsa COSQWHEHUA (B NpOLeHTax)™

40

NPUMEHUTE

PucyHok 103. Cmparuua Wi-Fi / PoymuHe.

Yrobel axkTuBHpOBaTh GyHKIMIO, Haxkmure kHONKy BKITHOYUTb. Ilpu stom Ha crpanwmie
JOCTYIHBI CIICAYIOIINE HACTPONKH:

MapameTp OnucaHune

Mopt Homep nopra, KOTOphIi UCIOIB3YETCs 1151 OOMEHA JaHHBIMU MEXy
TOYKaMHU J0CTyMa (MapLIpyTU3aTOPAMU).
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

CnBuHBTE TIEPEKIIOYATEIh BIPABO, YTOOBI MCIOJIBb30BaTh multicast-
Tpaduk ans oOMeHa ciy:keOHOW HHQOpMalnMeld MEXIy TOUYKaMH
nocTyna (MapumpyTu3aropamu). Takas HacTpoiika HeoOX0Ma, eCITH

I/!cnon b3oBaTb YCTPOMCTBA, Ha KOTOPBIX aKTHBUPOBaHA byHKIHS
multicast Ans o?meHa HHTEJIEKTYaIbHOTO PACTIPE/ICICHHUS, HAXOMATCS B Pa3HbIX MOICETSX.
cnyxebHon 5 Ecnu nepexirouarenb CIBUHYT BIIPABO, HA CTPAHUIIC OTOOPaKAIOTCS
WHopmaLmen nons Multicast TTL u Agpec multicast-rpynnbi.
Ecnmu mepekimodarens CIABUHYT BJIEBO, IS OOMEHA CITy)KeOHOM
nHpopmarueit ucnonslyercs broadcast-rpaduxk.
Multicast TTL 3anaiite 3nauenue napametpa TTL (Time to live, spemsa srcusnu).

Apnpec multicast-

3anaiite anpec multicast-rpymnimsl (13 noxcetu 239.255.0.0/16).
rpynnbl

MaxkcumallbHbIN TIeproJl BpEMEHHM (B CEKYH/aX ), B TEUEHUE KOTOPOTO
MakcumanbHoe BpeMs

XpaHOHUA NHAOPMALN TOYKa JOCTyna (MapIIpyTH3aTop) XpaHUT WH(POPMALUIO 00 YpOBHE

CUTHaJia KJIMCHTA, O6Hap}I)KeHHOFO B CBOCH CeTH.

MuHuManbHbIN VYpoBeHb curHana (B NpPOLEHTax), NMPU KOTOPOM TOYKAa JAOCTyIa
YPOBeHb Ka4vyecTBa (MapiIpyTH3aTOp) HAYMHAET ONPOC APYTUX YCTPOMCTB ISl TIOMCKA
coeanHeHuA YCTpOMCTBa ¢ O0jIee BHICOKUM YPOBHEM CHUTHAJIA.

JlaHHBIN apaMeTp UCHOIb3YETCs JUIsl BBIUMCIICHUS YPOBHS CUTHAJA,
npu KOTopoM OyzneT cpalaTbiBaTh (YHKIUS WHTEIUIEKTYaIbHOTO
pacnipenenenus. Eciu ypoBeHb curHama, o0ecrieunBaeMblid APYyTUM
YCTpPOICTBOM, OonbIe CYMMapHOTo 3HAYEHUS nosuen
MuHuManbHbIM  ypOBEHb KayecTBa COEAVMHEHUA u
«MepTBasi» 30Ha, TO KIMEHT OTKIIOYAeTCs OT TOYKU JOCTYIa
(mapmpytusaropa). Bel Moxkere 3amarb 3HadeHue or -50% 10
+50%.

«MepTBas» 30Ha

VYpoBeHb curHana (B NpPOLEHTax), NMPU KOTOPOM TOYKAa JAOCTyIa
(MapIIpyTH3aTOp) OTKIIOYAET KIMEHTA OT CBOEH OEeCTpOBOIHOM ceTH

NMoporoBbIiN ypoBeHb . -
HE3aBUCUMO OT YpPOBHEH CHUTHaja JpPyrHuX YCTpPOMCTB. JlaHHOE

KayecTBa coeaunHeHusA
3HAUYCHUEC HEC OOJI?KHO OBITH OOJbIIE 3Ha4YCHUs, YKAa3aHHOI'O B IIOJIC

MuHuMmanbHbIN YpoBeHb Ka4ecTBa COeaANHEeHUA.

[Mocne 3apanust HeoOXoaUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YToObl BBIKIIOUNTh (YHKIMIO HHTEIICKTyalbHOTO pachpeneiacHuss Wi-Fi-KIueHToB, HaXMHUTE
knonky BbIKITIOYUTDb.
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PykoBoacTBo nonb3oBarens

HacTtpoiika mappyTusatopa

HornonHumenbHO

B naHHOM pasnene MEHIO TpeICTaBICHa PACIIMPEHHAs BEPCHsl HACTPOCK MapIIpyTH3aropa. 3/1ech

Brl Mmoxerte:

co3zarh win pegakruposatb VLAN-ceTy;
00aBUTH CEPBEPHI UMEH;
HacTpouth DDNS-cepBuc;

HACTPOUTH aBTOCOIVIACOBAHUWE WM BPYYHYIO HACTPOUTH CKOPOCTH M PEXKUM AYIUIEKCA JUIA
kaxaoro Ethernet-mopra mapuipytusaropa;

3a7aTb OrpaHMYECHHE CKOPOCTH Ui TpaduKa, HCXOMIIIEr0 C KaKAOro Iopra
MapIlpyTU3aropa,

HACTPOUTH (PYHKIIHIO YBEAOMIICHHUS O IPUYUHE OTCYTCTBUS HHTEPHET-COCIUHEHUS;
ONPEEIUTh CTATUUECKUE MAPIIPYTHI;

HacTpouTh kiaueHta TR-069;

CO371aTh MpaBwiIa yAAJICHHOTO JOCTyIa K web-unrepdeiicy;

paspeuuTh ucnoib3oanue nporokosna UPnP IGD;

aKTUBHUPOBATh BCTpoeHHOEe npuiokenue UDPXY;

pa3pemmuTh MapuIpyTU3aTOPy UCIONIb30BaTh NpoTokoiibl IGMP u MLD;

pa3penMTh MapIIpyTU3aTOPy HCIOIB30BaTh MpoTokoa RTSP, akruBupoBare Mexanusm SIP
ALG u pynkauu PPPoE/PPTP/L2TP/IPsec pass through.
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VLAN

Ha crpanune JononHutenbHo / VLAN Brl Moxkere penakTHpoBaTh CYHICCTBYIOIINAE WIIH
co3naBaTh HOBbIe BUpTyanbHbie cetn (VLAN), Hampumep, mis pasrpaHuueHuss Tpaduka HId
co3maHus JonoaHuTeNbHBIX WAN-nHTEep(eiicoB.

[To ymonuanuio B cucteMe Mapuipytusatopa co3nano 2 VLAN-ceTn.

* lan — g1s LAN-unrepeiica, conepxur LAN-optet u Wi-Fi-cetu. Bol He MoxeTe ynanuth
nanayro VLAN-ceTsb.

* wan — 11 WAN-untepdeiica, conepxut nopr WAN. Bel MoxeTe pelakTHpOBaTh JaHHYIO
VLAN-ceTh Win yIaJluTh €e.

= < KoHdurypauus

Cnucok VLAN +

D WMma  Tun HeTernposaHHble NOpPThI TervposaHHbIli MOpT ~ VLANID  BkawoueHo
D lan HeTermposaHHeIi LAN LANT, LAN2, LAN3, LAN4, wifi1 - - la

D wan  HeTerMpoBaHHbI NAT — WAN - - Aa

PucyHok 104. Cmparuuya JononHumensHo / VLAN.

Hus Ttoro uroObl no6aBuTh HererupoBaHHble LAN-moptel wiu poctynHele Wi-Fi-cetn B
CyIIeCTBYIOMY0 Wik HOBYI0O VLAN-ceTh, UX HEOOXOIUMO HMCKIIIOYUTHh W3 ceTH lan Ha naHHOU
crpanune. Jlns storo BeIOepHTe cTpoKy lan. Ha orkpeiBielicst cTpaHuie B pasnele
HeTermpoBaHHble MOPTbl cHUMHUTE (IIaXKOK, PACHONOKCHHBIA CJI€Ba OT COOTBETCTBYIOLIETO
aneMenTa, 1 Haxmute kHonky MPUMEHUTD.
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Yro0sl co3narh HOBYI0 VLAN-ceth, Haxkmute kHoniky JJOBABUTD ( + ).

Jlo6aBneHue VLAN

Hetern pOBaHHLIE MOPThI

Mma*
[ wifiz-na
@ BxnoueHo
@ MpumeHame napamempes 3modi VLAN
Tun TerMpOBaHHble nopTobl
Bridge -
[0 waN
VLAN ID* @ rpynna domura codeprcams xoma Gl 0duH MeauposarHelli nopm
NMPUMEHUTb

PucyHok 105. CmpaHuya dobasneHus VLAN-cemu.

BrI moxxeTe 3agaTh CJICAYIOIIUC MapaMETPhI:

MapameTp OnucanHune

Nma Hazsanne VLAN-cetn 1151 ynoOHOM HaeHTUDUKAIINN.

CI[BI/IHBTG MEPCKIOYATCIIb BIIPaBo, YTOOBI Pa3speCIInTh

BknroyeHo .
UCcIoJb30Banue co3nasaeMoii VLAN-ceTn.

Tuno VLAN-ceTn.

* HeternpoBaHHbIn NAT - cerp maHHOrO THIA SBISETCS
BHEITHUM COEIMHEHHEM C TPaHCISIHMEN aJpecoB; OOBIYHO
UCIIONB3YETCA U IEPefayd HETErMPOBAHHOIO TpaduKa.
[Mpu BeIOOpe 3TOrOo 3Hayenus none VLAN ID u pasnen
TernpoBaHHble MOPTbl He oToOpaxkarTcs. B cucteme
MOJKET CYIIECTBOBATH TOJIBKO OJIHA CETh JaHHOTO THIIA.

Tun * TernpoBaHHbIn NAT - cerb [OaHHOrO THIA SBISCTCS

BHEIIHUM COEIMHEHUEM C TPAHCISIIHMENH aJpecoB; OOBIYHO
UCHIONBb3yeTCs U1 NOJKIIUEHUus K ceTd VHTepHer.
Brnocnenctuu cethb, HaEHTU(UKATOP KOTOPOM OMpeeseH B
nosie VLAN ID, ucnions3yercst B kauectBe uHTepdeiica npu
coznannn WAN-coenuHenust (Ha crpanune HacTpomka
coeauHeHunn |/ WAN). Tlpu BbIOOpe 3TOr0 3HAYCHUS
paszien HeTermpoBaHHbIe NOPTbI HEe 0TOOpaXKACTCS.
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MapameTp OnucaHue

 Bridge - cerp aaHHOrO THNA SBISETCS MPO3PAYHBIM
COCIMHCHUEM BHYTPCHHETO IOpTa C OJHUM M3 BHELIHUX
MOJKITFOUCHUH; OOBIYHO HCIONB3YeTCS Ui TOAKIFOUYCHHUS
[PTV-npucrasoxk.

VLAN ID

Nnentuduxarop VLAN-ceTn.

HeTermpoBaHHble
nopTbl

B nmamHoM pa3znmene ortoOpaxatorcss moptel u - Wi-Fi-cetn
MapuIpyTU3aTopa, 10CTynHble 1ig fooasnenus B VLAN-ceTs.

Jis  nobaBiieHHsT Kakoro-muOO JJIEMEHTa YCTaHOBUTE (DIAKOK,
PacToNIOKEeHHBIN clieBa OT HETO.

Z[J'IH YAQJICHUA KaKoro-Jmoo JJICMCHTA CHHUMUTC (bnancmc,
paCHOHO)KCHHBIﬁ CJICBA OT HCTO.

TerVIpOBaHHbIe nopTbl

BeiOepure nocTtynmHoe 3HaueHHe, 4YTOOBl Ha3HAYMTh €ro s
co3maBaemMoii VLAN-cern. Jlns 53TOro ycraHoBUTE —(IakoK,
PAcCIIONIOKEHHBIN ClIeBa OT COOTBETCTBYIOIIETO MOPTA.

Haxxmute knonky MPUMEHUTD.

UYroObl pemaxkTHpoBarh cyuecTByrourytro VLAN-cetb, BbIOEpUTE COOTBETCTBYIOLIYIO CTPOKY

B Tabnuie. Ha oTkpeiBIIelics cTpaHuile H3MeHHuTe mapameTpsl 1 Haxkmure kHonky MPUMEHWUTD.

YroObl ynanuth cymectByoouylo VLAN-ceTs, ycTaHoBHTE (IIaXKOK ClieBa OT COOTBETCTBYIOIIEH

cTpoku Tabrmuisl 1 HakmuTe kHonky YOAJIUTD ([1]).
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DNS

Ha crpanune JlononHutenbHo / DNS Bl Mmoxere 100aBuTh B cuctemy cepBepbl uMeH (DNS-
CepBepHI).

= £ [obaeneHue VLAN

DNS

DNS-cepBepbl (cepBepbl MMEH) MCNONb3YKITCA ANA onpeneneHns |P-agpeca no MMeHW cepeepa BO BHYTPEHHWX CETAX
unwn ceth MinTepHeT. Bel moxeTe BpyYHyl 3agaTk agpeca Takux CEpEEpOB Ha QaHHOMA CTPaHMLE UMK HACTPOMUTE
aBToMaTH4eckoe nony4eHne agpecos DNS-cepsepoB oT nposaiaepa NpM YCTaHOBKE COEAMHEHMS.

DNS IPv4 DNS IPv6

) BpyuHyto ) BpyuHyio

. LLntos no ymonyaHnio . LUnto3 no ymonuyaxuio
WuHrepdenc WuTepdgenc
XocTbl e

He nofaeneHo HW oOHoro xocTa

PucyHok 106. Cmparuya JononHumensHo / DNS.

DNS-cepBepsl ucnonesiytorcst st onpezenenus [P-ampeca mo mMmeHH cepBepa BO BHYTPEHHHX
cetsix wiu cetd HMHrepHeT (Kak NpaBUIIO, YKa3bIBAIOTCS IPOBAWIECPOM WM HAa3HAYAIOTCS
aIMUHUCTPATOPOM CETH).

Ber MokeTe BpydHYIO 3a1aTh ajpeca TaKMX CEpBEPOB HA JAHHOW CTpaHUIE WIM HACTPOUTH
aBTOMaTHUYECKOe TomydeHue agpecoB DNS-cepBepoB 0oT mpoBaiiiepa Mpu YCTAaHOBKE COSNHEHHS.

[Ipu ucnonb3oBanuu BcrpoeHHoro DHCP-cepBepa Ha3HAUYEHHME CETEBBIX MapaMeTpoB (B

®m  T1oM unciie DNS-cepBepoB) KIHMEHTAM OCYIIECTBISETCS aBTOMATHYECKH.
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3anaiite HeoOXomuMBble HacTpoiiku aas mporokona IPv4 B pasgene DNS IPv4, nns nporokona
[Pv6 — B pa3znene DNS IPv6.

UToOBI HACTPOUTH aBTOMATHYECKOE MoydeHue ajipecoB DNS-cepBepoB, CIBUHBTE MEPEKITIOUATETH
BpyuHyto BreBo. 3arem caBuHbTe nepekiouarens LLINKO3 No yMmonyaHuio BieBo u BeIOEpHTE
WAN-coenuHene, KoTopoe OyneT HCMONb30BaThCsl AJIi aBTOMAaTHUYECKOTO TOIMYYEHHs aJpecoB
DNS-cepsepos, B cniucke UHTepdenc. Ecnu Bor xoTHTe, 4T00BI MapuipyTH3aTOp HCIOIH30BAI
WAN-coequHenne 10 yMOJM4aHUIO Ui moiydeHust azapecoB DNS-cepBepoB, cIBUHBTE
nepekiodarens LLIN03 no ymonyaHuio snpago. 3arem Haxxmure knonky MPUMEHUTD.

YroOwr 3amate DNS-cepBep BpyuHylo, CIBUHBTE Tepekiodaresis Bpy4yHyr Bnpaso. B pazmene
CepBepbl umeH IPv4 uin CepBepbl uMeH IPV6 naxmure kHonky JJOBABUTb CEPBEP u

B oroOpasuBmieiics crpoke BBemutre [P-anpec DNS-cepBepa. 3arem HaxMHTE KHOIKY
NMPUMEHUTb.

Yro0s! ynanmute DNS-cepBep co cTpaHHMIlbl, HOOKMHUTE Ha 3Ha40K YAANUTb (*) B CTpOKe ajpeca, a
3atem Haxkmute kHonky MPUMEHUTD.

Ecnu HeoOxomumo, Bel Moxere co3narh coOCTBEHHBIE ajapecHble pecypcHble 3amucu DNS. Jlns

sroro Haxkmute kHOonKy JIOBABUTD ( + ) B pazaene XOCTbl.

[oGaeneHue xocta X

HazpaHue*

COXPAHWUTbL

PucyHok 107. OkHo OobasneHuss DNS-3anucu.

B none IP-agpec 3anaiite aapec y3ia u3 BHyTpeHHEH WM BHeEIIHEH ceTu. Bbl MoxxeTe BBIOpaTh
YCTPOUCTBO, MOAKJIIOYEHHOE K JIOKAJIBHOW CETH MapUIpPyTU3aTopa B JaHHBIA MOMEHT. /[ 3TOrO B
pacKphIBarolLIeMcs CIHMCKE BbIOEpHUTE cooTBeTCcTBYIOIUi [P-anpec (mpu 3TOM moie 3amoJHUTCS
aBToMarudeckn). B mone Ha3BaHue 3anaiite nomeHHOE MMS, KOTOpOMY OyJIeT COOTBETCTBOBAaTh
3angannbiil [P-anpec. Haxxmure kHonky COXPAHUTD.

Yr10o0Bl 3a1aTh JApyrde MapameTpsl Ui Kakoi-mnbo 3amucu, B pasmene XOCTbl BbIOepHUTE
COOTBETCTBYIOIIYIO CTPOKY B Tabuuiie. B OTKpBIBIIIEMCSI OKHE HU3MEHUTE HEOOXOIMMBbIE MapaMeTPhl
u Haxxmurte kHonky COXPAHUTD.

YToObl yoanmuTh 3ammch, B pasznene XOCTbl yCTaHOBUTE (MIaXKOK CJleBa OT COOTBETCTBYFOIICH
F—N
cTpoku Tabmuisl 1 HaxMuTe kHonky YOAJIUTD ([1]).

[MTocne 3aBeprienus: padboThl ¢ 3anucsimu Haxxkmute kHonky MPUMEHUTDb.
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PyKOBOﬂ,CTBO nonb3oBarens

DDNS

Ha ctpanune flononHutenbHo /| DDNS Ber moxere onpenenuts napametpbl DDNS-cepsuca,
KOTOPBIH TO3BOJISIET CO3/1aTh COOTBETCTBUE JJOMEHHOTO MMEHH ¢ AMHaAMUYeckuMu [P-anpecamu.

£ DNsS DDNS =

Cnucok DDNS

He go6aBneHo HW oAHoro DDNS-cepBMca

OOBABWUTb

PucyHok 108. Cmparuya fJononHumensHo / DDNS.

Yrobsr 106aBuTh HOBBIH DDNS-cepsuc, naxxmute knonky JJOBABUTD ( -+ ).

Jo6aBneHue DDNS

Mmsa xocta* MMA none3oeatena®

(D Heobxodumo ykazame noaHoe domenHoe uMs. Hanpuwep, example.com
Mapong*
DDNS-cepeuc®

DynDNS.com -
Mepuon 0GHOBNEHUA (B MUHYTaxX)*

COXPAHWUTb

PucyHok 109. CmpaHuuya dobaeneHusi Hoeoeo DDNS-cepsuca.
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Ha otkpsiBIeiics cTpanuie Bel MoxeTe 3a1aTh CIEAYIOIKE TapaMeTphI:

MapameTp OnucaHue

TlomHoe noMeHHOe WMA V374, 3aperHCTPUPOBAHHOE DDNS-
Mma xocTa . y31a, 3ap PHP y
npoBaiiepa.

DDNS-cepBuc B packpsiBatomiemcs crricke Boioepute DDNS-npoBaiinepa.

Uma nonb3oBaTens Nms nonw3oBarens nns apropuzanuu y DDNS-nipoBaiinepa.

Nabonb ITapons s aBropusaumu y DDNS-nposaiinepa. Haxmure Ha
P 3Hauok Moka3aTtb ( & ), 4ToOBI 0TOOPA3HUTH BBEICHHBIN MTAPOIb.

WHuTepBan (B MUHYTax) MeXAy OTIPABKOM JaHHBIX O BHemrHem IP-
Mepnon o6HOBNEHNA

azipece MapiIpyTu3aTopa Ha cooTBeTcTByIomii DDNS-cepBuc.

[Mocne 3amanus HeoOxoauMbIX TapameTpoB HaxkmuTe kHorky COXPAHUTD.

UroObl 3amaTh Jpyrue mapameTrpsl s - cymiectByromero DDNS-cepBuca, BwIOEpHTE
COOTBETCTBYIOIYI0 CTPOKY B TaOimie. Ha OTKpBIBHICHCS CTpaHHIlE HW3MEHHTE HEOOXOIUMBIC
napametpsl U HaxmuTe kHonky COXPAHUTD.

YroOs! ynanute cymectBytouuii DDNS-cepBuc, ycTaHOBUTE (h1a)KOK clieBa OT COOTBETCTBYIOIIEH

cTpoku Tabmuikl U Haxmute knonky YOAJIUTb (ﬁ ).
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HacTpoiku noptoB

Ha crpanunie [lononHutenbHo / HacTponkn NnopToB Bl MoXeTe HACTPOUTh MM OTKITFOYHTH
aBTOCOIVIACOBAHHUE CKOPOCTH U pEXMMa NYIUIEKCA, a TAK)KE BPYUHYIO HACTPOUTH CKOPOCTh U PEXKUM
nayriekca st kKaxaoro Ethernet-mopra mapmipyTtusaropa.

B pexxume aBrocoracoBanus Bel Takke MOKETe BKIIFOYHUTH MM BBIKIIOUUTH (DYHKIIHIO YIIPaBICHUS
MIOTOKOM JIaHHBIX. JlaHHAs (YHKLUS MCIOIB3YETCs Uil pABHOMEPHOTO paclpe/ieiieHNs] Harpy3Ku B
CeTsX MpoBaiifiepoB. YTOYHUTE y CBOEro IpoBaiinepa, TpeOyercs M BKIOYEHHE (QYyHKIUU
YIPaBICHUS TOTOKOM.

HacTtpoiikn n

HacTpoliku nopToB

Bbl MOXETE HACTPOWTE WKW OTKNKYWTE aBTOCOMNACOBAHNE CKOROCTY W pexXinMa AYNNeKca, @ TakKe BPYYHYH HacTpOUTe CKOPOCTE
W pEXWM AYNneKca ANA KaxXaoro Eth ernet-nopTa ycrpoﬁcma. B pexume aBTOCOTNACOBAHWA Bbl TAIOKE MOXETE BISTHOUYNTL MIKN
BhIKMHYNTE YHKLWIO YNPaBNeHWA NoTOKOM JaHHBIX.

MopT CraTyc ABTOCOTNacoBaHue CKOpOCTb KOHTpO/b NOTOKa
LANS @® OrwioueHo BrnwoveHo

LAN3 @ OtknroueHo BrnwveHo

LANZ ® oTknoveHo BKAHYEHO

LAN1 @ nNoaknioueHo BrAoyeHo 100M-Full 802.3xX(tx+rx)
WAN @ nNoaknoueHo BroyeHo 100M-Full OTK/IKO4YEeHO

PucyHok 110. CmpaHuya fononHumesnbHo / Hacmpolku nopmos.

Uro0Obl HACTPOUTH ABTOMATHYECKOE COINIACOBAHUE WM BPYYHYIO HACTPOUTH CKOPOCTb U PEXKUM
IyTiekca st kKakoro-i6o Ethernet-mopra, BEIOEpUTE COOTBETCTBYIOMINE TIOPT B TAOIHIIE.

' ABTOMATHYECKOE COMIACOBAHME JIOJDKHO OBITh BK/IIQYEHO HA 000MX VCTPOWCTBAX,
®  OPraHu3yIONINX COCAMHEHUE.

H[!I/I BBIKJIIOYCHHOM aBTOMATUYECKOM COITIACOBAHUH HaCT[ZOﬁKH CKOPOCTHU W PCKUMA

IOVIUICKCA JIOJDKHBI  OBITh  OJIMHAKOBBIMHU _JUIS  O0OMX YCTPOKHCTB, OPraHU3YIOIIUX
COCAMHEHUC.
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LAN1 X

CkopocTs

ABTOMATWYECKW -
Pexxumbl aBTOCOrnacoBaHms

® 10M-Half

® 10M-Full

® 100M-Half

® 100M-Full
KOHTpOJ‘Ib MoTOKa
® CummeTpUUHLIFA KOHTPONL

NoToKa

COXPAHWUTb

PucyHok 111. OKHO uaMeHeHUs1 HacmpoeK rnopma mapuwpymusamopa.

B oTkprIBIIEMCS OKHE 3a/1aliTe HEOOXOAUMEBIE TapaMeTPhI:

MapameTp OnucaHue

Pexum nepeaaiyu JaHHbIX.

BeiGepute 3HaueHne ABTOMATUYECKW, 4YTOOBI  BKIIIOYUTH
ABTOMATHYCCKOC COIVIaCOBAHHUC. HpI/I BI)I60pe 9TOI'0 3HAYCHUA B OKHEC
HACTPOEK O0TOOpakaroTcs paszesisl PeXXUMbI aBTOCOrnacoBaHus
u KoHTponb notoka.

Beioepure 3nauerane 10M-Half, 10M-Full, 100M-Half wu
100M-Full, uToOBI Bpy4YHYHO HACTPOUTH CKOPOCTb M PEKUM
AyIUIeKCa JJ1sl BRIOPAHHOTO MOpTa:

* 10M-Half — nepenaua naHHBIX BEAETCS TOJIBKO B OJHOM
HaIpaBJICHUH B OJJUH MOMEHT BpeMeHH (JIUOO TMpHueM, Jru00

CkopocTb
nepenaya) ¢ MaKCUMaJIbHO BOZMOXKHOW cKopocThio 10 MouT/
C;
* 10M-Full - nmepemaua paHHBIX BemeTcs B JBYX

HaIpaBJICHUAX OOAHOBPEMCHHO (HpI/ICM U Iepeaada JaHHBIX B
OJMH MOMEHT BpEMEHH) C MAaKCUMaJIbHO BO3MOXKHOMN
ckopocThio 10 Mowut/c;

* 100M-Half — nepenaua maHHBIX BEAETCS TOJIBKO B OIHOM
HaIpaBJICHUM B OJWH MOMEHT BpeMeHH (0o mpueM, 0o
nepefaya) ¢ MaKCHMMAaJbHO  BO3MOXKHOH  CKOPOCTBIO
100 Mowurt/c;
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MapameTp OnucaHwue

* 100M-Full - nmnepenaua paHHBIX BemeTcss B JBYX
HAIPABICHUSIX OJHOBPEMEHHO (TIPHEM | Tepeaava TaHHbIX B
OMH MOMEHT BPEMEHH) C MAaKCHMAbHO BO3MOKHOM
ckopocthio 100 MowuTt/c.

Pexumbl aBTOCOrnacoBaHus

YroObl BKIIIOYHTH HGOGXOI[I/IMBIC PCXKUMBI TMICpeaadru JaHHBIX, CABHUHBTC COOTBCTCTBYIOIIHC
MEPCKIOYATCIIN BIIPABO.

KoHTponb noTtoka

C)IBI/IHBTQ TNIEPEKII0YATEIIb  BIIPaBoO, yTOOBI BKIIIOYUTH Q)YHKHI/IIO
Cum MEeTPUYHbI n YHIpaBJIC€HUS ITOTOKOM JJIs ITOPTa.

KOHTpOnb NOoTOKa CaBuHbTE MEpeKIoYaTeNb BIEBO, YTOOBl OTKIHOUUTH (DYHKIIHIO

YhpaBJIC€HHUA IIOTOKOM JJIs IIOPTa.

[Tocne 3amanust HeoOxoauMbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

Ecnu Bnocneacteun Bam moHamoOWTCs 3amath Ipyrue MapaMeTphl Jisl OpTa MapHIpyTH3aTopa,
BBIOCPHTE 3TOT MOPT B Tabiuile. B OTKpBIBIIEMCS OKHE WU3MEHUTE HEOOXOAMMBIC MapaMeTphbl U
Haxxmure knonky COXPAHUTD.
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NMonoca nponyckaHua

Ha crpanunie [lononHutenbHo / NMonoca nponyckaHMA Bl Moxere 3a1aTh OrpaHUYCHHE
CKOPOCTH JJIs TpahMKa, HCXOMAIIETO ¢ KaKI0TO MOPTa MapIIpyTH3aTopa.

£ Hacrpoiiku nopToe Monoca nponyckaHwWa

Monoca nponyckaHus

Bbl MOXETE 33JaTh OTpaHV4YeHnE CKopoCTh 4AnA TPE¢MKE, MCXOAALLETD € KaX4oro nopTa MapLipyTnsatopa.

Mopt MaKkcMmanbHaa CkopocTb (K6ut/c)
LAN4 Bes orpaHuqeHnia
LAN3 Bes orpaHWyeHnii
LANZ Bes orpaHuyeHnia
LAN1 bes orpaHWYeHWiA
WAN Bes orpaHuyeHnia

PucyHok 112. CmpaHuua fononHumensHo / [Mosioca nponyckaHus.
[lo yMOnUaHHIO OrpaHUYEHHE CKOPOCTH HE yCcTaHOBJIEHO. Eciiu Bbl XOTHUTE OrpaHUYUTh CKOPOCTH
ucxojsmiero Tpaduka Ui Kakoro-aubo mopra, BeIOEpUTE B TAONUIIE CTPOKY, COOTBETCTBYIOIIYIO

3TOMY TOPTY.

LAN1 X

@ Ozparusume ckopocme d1A mpaguka, uckodawezo
¢ doHHDZ0 NOpMa Mapwipymu3amopa

. Brnounte

MakCMansHan ckopocTe (KBWT/C)®

100000

@ 1 Kbum/c = 1000 6um/c.
BaedeHHele 3H0ueHUR Oydym okpyzaeHsl do
Gauoiiuiezo 3HaYeHUA, Komopoe noddepxuegemca

annapamAo

COXPAHWUTbL

PucyHok 113. OkHO Onsi HacmpoUKU O2paHUYeHUsT CKOpocmu.

B OTKpBIBIIEMCS OKHE C/IBHHBTE MepeKirodaresi BKMOYMTb BIpaBo W BBEIUTE MAaKCHMAIBLHOE
3Ha4YeHUE CKOPOCTH MCXOsiiero Tpaduka st atoro nmopra B noie MakcMmanbHasa CKOpoCTb.
3arem Haxkmute kHonky COXPAHUTD.

Ecimn Bbl X0THTE CHATH OrpaHHYEHHE CKOPOCTH Uil JAHHOTO MOpPTa, CABUHBTE IEPEKII0YaTelih
BkntounTb BiieBo u Haxxmure kHonky COXPAHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

NMepeagpecauun

Ha crpanune [JononHutenbHo / [epeagpecaumsi Bbi MokeTe BKIIOYHTH (YHKIIUIO
YBEIOMJICHUS O TIPHYUHE OTCYTCTBHS WHTEPHET-COCIMHEHHS. YBEIOMIICHUS OTOOPAXKAIOTCA B OKHE
Opay3epa npu MOMBITKE OOPATUTHCS K KAKOMY-TTHOO0 caidTy B cetn IHTEpHeT.

£ CermeHTauus Tpaduka I'Iepea,u,pecauwﬂ

MNepeagpecauuns

Bbl MOXETE BKIOUMTh GYHKLNIO YBEAOMIEHMS O NMPUYIHE OTCYTCTBIS NHTEPHET-COEAMHEHIS. YBEAOMIEeHs oTobpaxataTcs B okHe Bpaysepa
NP nonbiTke 06paTUThCA K kakoMy-nn6o caiiTy B ceTH MHTepHeT.

BbIKNIO4YHUTE

Mpy4KHbI Nepeajpecauumn
® Ouwwbka prsMUeckoro coegnHeHNA
@ YcrpoiicTBo He HacTpoeHo

@ OryTcTeyeT NoAKNOUEHME

PucyHok 114. Cmparuua JononHumensHo / lepeadpecayusi.

s Hactpoiiku yBempomieHuit Haxmute kHonky BKITHOYUTb. 3arem B pasmene MNMpuymHbI
nepeagpecauum cIBHHLTE HEOOXOAUMbIC IEPEKITFOYATEIH BIIPABO.

MapameTp OnucaHue

MpuyuHbI Nnepeagpecaunu

VYBegoMIieHUs B CIydae HEMoJagoK (PU3UIECKOro CoOeqMHEHUs (He

Owunbka PN3NYecKoro | MoaKIIOUCH Ka0eJb npoBaiiepa, HE MOIKJTFOYEHO
coeanHeHus JIOTIONIHUTENBHOE YCTPOICTBO, HE0OX0qUMOe NIl AOCTyNa K CEeTH
Hutepner).
YcTpOonCcTBO He VYBemomiieHHsT B Cilydae, KOIJla YCTPOWCTBO paboTaer cC
HaCTpPOEHO 3aBOJICKMIMH HACTPOUKAMHU.
VBegomineHnuss B ciaydae Henoinaaok WAN-coenMHEHHs 10
OTcyTtcTBYyeT
yMoi4aHuio (omuOka ayTeHTH(HKAIMU, HE OTBEYAET CepBep
noakKknrw4vyeHue

mpoBaizepa, ap.)

[Tocne 3amanust HeoOXoaUMBIX mapameTpoB HakmuTe kHOnky MPUMEHUTbD.

Jlst otkiroueHus yBepomiieHuii Haxkmure kaonky BbIKITIOYUTD.
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PykoBoAcTBO nonb3oBartens Hactpoiika maplipyTtusartopa

MapuwpyTtusayua

Ha crpanune [JononHutenbHo / MapwpyTtusaumsa Bel Moxere 3aaaTh CTaTHYECKHE
(TOCTOSTHHBIC) MAPIIPYTHI.

= < Nepeagpecauus MapLwpyTmsaums

MapwpyTtmsaums

Bbl MOXETE 3a0aTk CTATMYECKUE (NOCTOAHHLIE) MAPLIPYTHI.

MapLipyThbl +

He co3gaHo HW 0aHOMo MapLupyTa

PucyHok 115. CmpaHuua JonosnHumensbHo / Mapwpymu3auyus.

YroObl 3a/1aTh HOBBIN cTaTH4ecKuil MapuipyT, HaxxmuTe kHonky JJOBABUTD ( -+ ).

[HobaeneHne maplipyta

MpoTokon*

IPv4 -
WHTepdenc

ABTOMaTHYECKN -

CeTb HagHayeHnA*

Macka ceTw HasHavyeHus*

Wnioa*

MeTpuka

COXPAHUTb

PucyHok 116. OkHO dobasrneHuss HO8020 Mapuipyma.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B otkpriBIIeMcs okHE Bbl MOkeTe 3a1aTh CIEAYIOLIME [TAPAMETPbL:

MapameTp OnucaHue

MNMpoTokon Bepcus IP-niporokoina.

B packpeiBaromemcsi cniMcke BbiOepute UHTEpdeic (CoequHEeHue),
4yepe3 KOTOPBIH Oy/leT BBIMONHATHCS OOMEH TaHHBIMHU C YIAJICHHOM
UHTepdhenc ceTblo. B ciyuae BhIOOpa 3HaucHUss ABTOMATUYECKU uHTepdelic
Oy/lleT BBIYUCIICH MapIIPYyTU3aTOPOM Ha OCHOBAaHHM JIaHHBIX O
CYIIECTBYIOIIMX TUHAMUYECKUX MapIIPyTaxX.

VnanenHast ceTb, JOCTYH K KOTOpPOH oOecreunBaeT JaHHBIN

MapupyT. Bel Mokete 3anare [Pv4-anpec unu IPv6-anpec.
CeTb Ha3Ha4yeHwus
@opmar IPv6-anpeca y3na — 2001:db8:1234: :1, [Pv6-agpeca

noacetu — 2001 :db8:1234: : /64.

Macka ceTtu Tonvko ona npomoxona IPv4.
Ha3Ha4eHus Macka ynaieHHOH CeTH.
Lnto3 [P-anpec, yepes KOTOPBIN TOCTYIHA CETh HA3HAYCHUS.

MeTpI/IKa MapaipyTa. YeM MeHblle 3HaUEHHE JaHHOI'O IIOJIsA, TEM
MeTpuka

BBIIIIE IPUOPUTET MapipyTa. Heobszamenvuoiii napamemp.

[MTocne 3amanust HeoOxoauMbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

UtoOBI 3a1aTh Apyrue mapaMeTphl sl CYIIECTBYIOIIETO MapIIpyTa, BBIIETUTE COOTBETCTBYIOUIYIO
CTPOKY TaOnuIpl. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOIMMBIE TTapaMeTPhl U HAXMHUTE KHOIIKY

COXPAHUTD.
YroObl ynanuTh CYyIIECTBYIOLIMH MapHIpyT, YCTaHOBUTE (UIaXKOK clieBa OT COOTBETCTBYIOIIEH

crpoku Tabmuikl u Haxmute kaonky YOAJIUTb (ﬁi ).
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

KnuneHTt TR-069

Ha crpanuiie [lononHutenbHo / KnueHT TR-069 Bbr MojkeTe HACTPOHUTH MapIIpyTH3aTOP IS
B3aMIMOJICUCTBHS C YIaJIeHHBIM cepBepoM aBTokoHpurypammu (Auto Configuration Server, ACS).

Kmuenr TR-069 wucnonb3yercs Ui yJaJleHHOro HaOMIONEHUs 3a paboOTOM yCTpoHCTBa U

YIIPABJICHUS UM.

< Koncburypaums KnueHt TR-069

KnneHt TR-069

Bbl MOXETE HACTPOWTE MapLUPYTH3aTop ANA B3aMMOOENCTBMA C YOaneHHsIM cepeepom asTokoHpmrypaunu (Auto Configuration Server, ACS).
Knuent TR-069 ucnonsayeTtca AN yaanedHoro HabnwogeHna 3a paboTol ycTpoiicTea W yNpaBneHus nM.

® BunounTs KnueHT TR-069 HacTtpoikv onoseLueHna
MHTepdenc” . BmmquO
ABTOMaTUYECKMA - _
WMHTepean (B cekyHaax)
120
HacTtpoliku ceprepa aBToOKOH(Urypauum Hactpoikn Connection Request
URL-agpec Mma nonk3oBartens
Wma nonk3osartens Maponb ®
Mopt sanpoca
Mapons o 8999
IMyTe 3anpoca

PucyHok 117. Cmparuya Hacmpolku knueHma TR-069.

BrI MmoxxeTe 3agaTh CJICAYIOIIUC MapaMCTPhI:

MapameTp Onucanne

KnueHnTt TR-069

BKNOYMTb KNUEHT CaBuHbTE NepeKiIoyareilb BIPaBO, YTOObI BKIIOUNUThH KiueHTa TR-
TR-069 069.

Wutepdeiic, koTopblii OyaeT HCIONB30BaTh MapUIPyTU3ATOP LIS
B3aUMOJICHCTBUS C cepBepoM  aBTOKoHpurypamuu. OcraBbre
UHTepdhenc 3HauyeHne ABTOMaTUYE€CKUM, 4TOoOBI YCTPOKWCTBO CaMO BBHIOHMPAJIO
uHTepdeiic Ha OCHOBAaHWMM TaONMIBl MapIIPYTU3AIMH, WIH
BBIOEpHTE JIpyroe 3Ha4eHHe, €CIi 3Toro Tpedyet Barmr nposaiizep.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

HacTpownkun onoBeLueHus

CnBuHBTE TMEpeKIoYaTeNlb  BOPABO, YTOOBI  MapIIPyTHU3ATOP
BkritoyeHo OTIPABIST OTYETHI (MHPOpPMAIMIO 00 YCTPOHCTBE H CETEBYIO
CTaTUCTHKY) CEpBEPY aBTOKOH(UTYpAITUH.

UHTepBan 3anaiite nepuoj BpeMeHH (B CEKyH/1aX) MKy OTIPAaBKOW OTYETOB.

Hactponku cepBepa aBTOKOHUrypaumm

URL-anpec  cepBepa  aBTOKOH(UTYpAllMH, MpPeaOCTaBICHHBIN

URL-agpec .
MIPOBaUIEPOM.

Hms MOJIB30BaTEN IS MOAKTFOYEHHS K cepeepy
Uma nonb3oBaTtens
aBTOKOH(HUTypaIHH.

Maponb [Tapose 1715 MOIKITIOYEHHS K CEPBEPY aBTOKOH(PHUTYpAITHH.

Hactpownku Connection Request

WMmst monb30Batelis, UCIONB3yeMOe CEPBEPOM aBTOKOH(HTYpaIuu
Uma nonb3oBaTens Ui Tepelayd  MapIIpyTH3aTopy 3ampoca Ha  COeIWHEHHE
(ConnectionRequest).

Maponb [Taposnb, ucnosnb3yemMblii cepBEpOM aBTOKOH(UTYpaLIUH.

Ilopt, wucnoms3yeMbli  cepBepoM  aBTOKOoHGurypauuu. Ilo
MopT 3anpoca P Y PEEP $uryp
YMOJTYaHHIO 3a/1aH opT 8999.

MyTb 3anpoca [1yTb, ucnONB3yeMbIi CEpBEPOM aBTOKOH(PUTYPALIUH.

[Mocne 3ananust HeoOXoaUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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PykoBoAcTBO nonb3oBartens Hactpoiika maplipyTtusartopa

YaaneHHbIn gocryn

Ha crpanune [ononHutenbHo / YaaneHHbIW AOCTyn Bbl MoXeTe co3aarh NpaBuia s
YIOAJIEHHOTO A0CTyNa K MapupyTtusaropy. 11o ymom4anuio 1ocTyn K MapmpyTH3aTopy W3 BHEIIHEN
cetH 3akpeIT. Ecmi Bam HEoOXOIMMO OTKPBITH AOCTYI K MapHIpyTH3aToOpy W3 BHEIIHEH CeTh —
CO3/1aliTeé COOTBETCTBYIOLIME ITPABUIIA.

= < Koudwurypauus YoaneHHbIW gocTyn

YaaneHHsIW 4oCcTyn

Bbl MOKETe cO3aaTh Npasuna Ans yAaneHHoro 4ocTyrna K Maplpytuaatopy. Mo yMom4aHm o 4OCTYN K MapLUPYTU3ATopy M3 BHELHENH CETH 3aKphbIT.
Ecnn Bam HeoBx0o4MMo OTKDPLIT AOCTYN K MAPLUPYTU3ATOPY W3 BHELLHEH CETH — CO3AaNTe COOTBETCTBYIOWMUE NPABIUNA.

MpaBuna +

He co3naHo HU oHoro npaenWna nns{ yaaneHHoro noctyna

PucyHok 118. Cmpa+uua JonosHumenbHo / YOaneHHbIl docmyn.

Yro0sI co3mathk HOBOE mpaBuiio, Haxkmute kHonky JIOBABUTD ( -+ ).

flo6aBnTb NpaBuIo

Bepcua IP
IPv4 -

J©  OTKpbITb AocTyn € ntoboro
BHELUHEero XxocTa

IP-agpec*

Macka nogcetn*

BHeLWHWiA nopT*

80

MpoTokon

HTTP -

PucyHok 119. OkHo dobaeneHus npasusa ydaneHHo20 docmyrna.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B otkpriBIIeMcs okHE Bbl MOkeTe 3a1aTh CIEAYIOLIME [TAPAMETPbL:

MapameTp OnucaHue

Bepcust [P-mpoTtokona, nasi KOTOpoil OydeT NMPUMEHSTHCS JTaHHOE
Bepcus IP MIPaBHUIIO. Bri6epute COOTBETCTBYIOIICE 3HAYCHHC u3
PaCKpBIBAIOIIETOCS CITUCKA.

OTKpbITbL AOCTYN C CIBUHBTE MEPEKITIOYaTeNb BIPABO, YTOOBI Pa3pelInTh JOCTYH K
noboro BHeLWHero MapIipyTu3aTopy st jaroboro y3ma. Ilpu stom nons IP-apgpec u
xocTa Macka nogceTu He oToOpaXkaroTCsl.

V3en wumm noaceThb, AJA KOTOpOﬁ JaHHOC IIpaBUJIO pPa3peiaacT

IP-agpec
Ap noctyn. Bel Moxkere 3anates [Pv4-anpec wiu [Pv6-agpec.

Tonvko ona npomokona IPv4.
Macka noaceTtu
Macka noacern.

Tonvko ona npomoxkona IPv4.

BHewwHumn nopt Brenauii mopT MapmipyTu3aropa. Bel MokeTe ykazaTh TOJIBKO OIUH
HOPT.
[TpoTokon JNOCTYNHBIA ISl aJIC€HHOTO TIpaBJICHUS
MpoTokon P ’ 4 % yop
MapIIPyTH3aTOPOM.

[Mocne 3aanus HeoOxoauMbIX apamerpoB HaxkmuTe kHoky COXPAHUTD.

YrtoObl 3aarh Ipyrue napamerpbl Ui Kakoro-JinOo IMpaBWwia YJAJEHHOTO JOCTYIa, BBIOCPUTE
HEOOXOMMOE TPAaBWIO W HAXKMUTE JICBYIO KHOIKY MbIIIM. B OTKpBIBIIEMCS OKHE H3MEHHTE
HeoOxoauMbie mapameTpsl u Haxmute kHonky COXPAHUTD.

UYroObl yganuTh Kakoe-TMOO NpPaBUIO YIAAJIEHHOTO JOCTyla, YCTaHOBUTE (QUIaKOK cjeBa OT

COOTBETCTBYIOIIEH cTpoku Tabiuib! 1 Haxkmute knonky YAATUTb ([1)).
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UPnP IGD

Ha ctpanune flononHuTensHo / UPnP IGD Bri MokeTe pa3peninTh HCIoab30BaHUE MIPOTOKOJIA
UPnP IGD. Mapmpytuzarop ucmnons3yetr nporokoa UPnP IGD nmns aBromatmdeckoil HacTponku
CBOMX MapaMeTPOB ISl CETEBBIX MPUIIOKEHHIA, pad0Ta KOTOPHIX TpeOyeT BXOASIIEe MOIKIIOUCHHIE K
MapIIpyTHU3aTopy.

£ YpanénHeii goctyn UPnP IGD

UPnP IGD

Bbl MOXETe Pa3peLlnTb UCMOAb30BaHWe NpoTokona UPNP IGD. MapLipyTu3aTop WCnonb3yeT npotokon UPNP IGD Ans aBTOMaTUYeckoil
HACTPOIAKW CBOMX NapaMeTPOB AN CeTeBbIX MPUNOXeHNA, paboTa KoTopeIX TpebyeT BxoAAlLEe NOAKIHOYEHHME K MapLUPYTU3aTOpy.

BbIKNKOYATb

IPv4 IGD

Mpotokon IP-aapec BHYTpeHHWiA nopt BHewWwHWA nopt OnucaHue

PucyHok 120. Cmparuya JononHumensHo / UPnP IGD.

Ecniu Bbl xoTuTe BpydHYHO 3aJaBaTh BCE IapaMeTpbl, HEOOXOIAMMBIC Ui PaOOTHI CETEBBIX
npunoxenuit, Haxmute kHonky BBIKITFOUUTDb. 3arem nepeiinute Ha crpanuiy MexceTteBown
3KpaH / BupTyanbHble cepBepbl 1 3ajaiiTe HeOOXOAMMbIC HACTPOMKH.

Ecnu Bel xotuTe pazpemmts ucnonbzoBanue nporokoiaa UPnP IGD B mapuipytusarope, HaxxMuTe

kHonky BKITIOUUTD.

[Ipy wucnonp30BaHMM NPOTOKOJA HA CTPaHMIE OTOOpa)karoTcs NapaMeTpbl MaplIpyTH3aTopa,
HACTPOEHHbIE aBTOMAaTHUYECKU:

MapameTp Onucanue

MpoTtokon [TpoTokos 0OMEHA CETEBBIMH MAKETaAMH.

IP-appec [P-anpec kIMeHTa, HAXOSIIETOCS B IOKAIBHOM CETH.

[Topt [P-aapeca kineHTa, HA KOTOPBIM OyIET mMepeanpecOoBLIBATHCS

BHyTpeHHU nopT
TpaduK C BHENTHETO TIOPTa MapIIpyTH3aTopa.

o Buewmnuii mopt wmapuipyTtuzaropa, Tpaduk € KOTOpPOro Oyner
BHeww Wit nopT p pLIpy pa, Ttpad p Y.
nepeaapecoBbIBaThes Ha [P-aapec kimeHTa.

OnucaHue HH(bOpMaI_[I/ISI, nepeaaBacMas KIIMEHTCKUM CETEBBIM ITPUIIOKECHUCM.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

UDPXY

Ha crpanune [JononHutenbHo / UDPXY Bbl Moxere pa3pemth MapHipyTH3aTOpy
ucnoib3oBarh BcrpoeHHoe npuiokenue UDPXY. Ilpunoxenne UDPXY npeoGpa3zossiBaer UDP-
tpapuxk B HTTP-Tpaduk. DT0 mpuimoxkeHne MO3BOISET MOIYYHTH JOCTYIN K ITOTOKOBOMY BHJIEO
YCTPOWCTBAaM, KOTOPBIE HE MOTYT IPUHUMATh MHpoKoBemareabHbie UDP-noToku.

= < UPnPIGD UDPXY |

UDPXY

Bbl MOXETE paspeluMTs MapLUpyTU3aTopy UCNonsL30BaTe BeTpoeHHoe npunoxerue UDPXY. Mpunoxenue UDPXY npeobpasosebisaeT UDP-Tpaduk 8
HTTP-Tpadmk. 3To npunoxeHne NoseonaeT NoNy4uTe AOCTYN K NOTOKOBOMY BAE0 YCTPONCTBAM, KOTOPLIE HE MOTYT MPUHUMATE
MpokoBeLaTensHsie UDP-noTokw.

® BuounTe

Mopt* Pasmep Oydepa ans exogaumx gaHHb"

4022 131071

MaKcHMansHoe KONMYecTeo KNMEHTOR Pasmep Sydepa OaHHLIX ANA Nepeaayn KNueHTy”

3 4096

WAN-nnTephenc”

static_Internet -

NMPUMEHUTb

PucyHok 121. Cmparuya JononHumensHo / UDPXY.
YroObl aKTHBHPOBATH MPHIIOKEHUE, CIBUHBTE MEPEKIItouaTesi BKIMOYUTB BipaBso.

HpI/I OTOM Ha CTpaHUIIC OTO6pa)KaIOTCH CJICOAYIOIUC TTOJIA:

MapameTp Onucanne

[TopT mMapmipyTu3aropa, KOTOpbIi Oy/eT HCIOJIb30BaTh MPUIOKEHNE

Mopt UDPXY.

MakcumanbHoe MakcuManbHOE  KOJIMYECTBO YCTPOMCTB U3 JIOKAJIBHOW CETH
KONMNYECTBO KIIMEHTOB | MapIIpyTHU3aTopa, UIsi KOTOPBIX OyzieT paboTaTh MpUIOKEHHUE.

Pasmep 6ydepa ans Pazmep npomesxyTounoro Oydepa 1uisi IpUHUMAEMbIX JaHHBIX.

BXoAsLWUX AAHHbIX [To ymon4aHHIO YCTaHOBJIEHO MUHUMAJIBHOE JIOITYCTUMOE 3HAYEHHUE.
Pasmep bydepa Pazmep npomexxyTounoro Oydepa i meperaBaeMbIX JaHHBIX.
AOaHHbIX ANA nepegayu
KIMeHTY [To ymon4anuio yCTaHOBIIEHO MUHUMAJILHOE JOMYCTUMOE 3HAYCHHE.
. B packpeiBaroniemcst crucke Beioepute WAN-coeqnHeHne, KOTOPOE
WAN-uHTepdenc packp P ’ P

OyzeT UCIOJIb30BaThCs ISl PAOOTHI C TTOTOKOBBIM BHUJICO.

[Mocne 3aanust HeoOXoAUMBIX apameTpoB HaxmuTe kHonky MPUMEHUTD.
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PykoBoacTBo nonb3oBarens

HacTtpoiika mappyTusatopa

YTo0bI 06paTI/ITLC$[ K CTpaHHUIIC CTAaTyCa MPUTIOKCHHA, HAJKMUTC CCBUIKY CTaTyc.

udpxy status:

Server Process ID

Accepting clients on

Multicast address

Active clients

2443

192.168.0.1:4022

202.254.1.2

0

Resktart

Available HTTP requests:

Request template Function
http://address:portiudpimeast_addrmport | Relay multicast traffic from meast_addr:mport
http://address-portistatus/ Display udpxy status
hittp://aderes s portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Thu Jan 1 00:31:30 1970]
udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

PucyHok 122. CmpaHuua cmamyca ripunoxeHusi UDPXY.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

IGMP

Ha crpanure flononHutenbHo / IGMP Bbr MokeTe pa3peinTs MapipyTH3aTOpy UCIOIb30BaTh
nporokoi IGMP, a Taxke 3a1aTh HACTPOMKH, HEOOXOIUMBIE TSI €TO UCTIOIb30BaHMUS.

[Iporoxon IGMP ucnone3yercst it yrpasieHus: multicast-rpadukom (mepenadeid JaHHBIX TPYIITIE
azpecaroB). DTOT MPOTOKOJI TO3BOJNSET Oonee 3((HEKTHBHO WCIONB30BATh PECYpChl CETH IS
HEKOTOPBIX MPUIIOKESHUN, HAIIPUMED, I TOTOKOBOTO BHUJIEO.

= < Hauano

IGMP

Internet Group Management Protocol - npoTokon ynpaesneHus rpynnosoi (multicast) nepegaqei AaHHbLIX B CRTAX, 0CHOBaHHLIX Ha
npoTokone IP.

® sxounte
Bepcwa IGMP
IGMPv2 v
WHTepdenc®
statip_4 -

) YcraHoeuTb agpec ncxogawmx IGMP-nakeTos
paeHbiM 0.0.0.0

@® Brmouume 3mom napanemp, eciu ox mpebyemca Boweuy nposatidepy

PucyHok 123. Cmparuuya ononHumensHo / IGMP.

Ha CTpaHULC MPEACTABIICHLI CICAYIOMUC SJICMCHTBI:

MapameTp OnucaHue

IGMP

CnBuHbTEe  Tepekiroyarenb — BOPaBO,  YTOOBI  pa3pelIuTh
BknounTtb

ncnosiab3oBanue nporokosna IGMP.
Bepcusa IGMP B packpsiBatoiemcs criicke Bbioepute Bepcuto mpotokona IGMP.

B packpeiBaromieMcss  CHucKe BbIOEpUTE  COEIUHEHHE THIIA
WHTepdeiic Huuamuueckuit 1Pv4 wunu  Cratmueckuit [Pv4, anga koroporo

P HeoOXonuMo paspemuTs multicast-rpaduk (Hampumep, MOTOKOBOE
BHJICO).
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

YctaHoBUTbL agpec
ncxoaawmx IGMP-
NnakeToB paBHbIM
0.0.0.0

CnBuHBTE TeEpeKIoUaTelh BmpaBo, 4ToObl Bce IGMP-maketsi,
ucxomsimue ¢ WAN-coenunnenus, umenu [P-agpec ornpasnenus
0.0.0.0.

[Tocne 3amanust HeoOXoaUMBIX mapameTpoB HakmuTe kHOnky MPUMEHUTbD.
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PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

ALG/Passthrough

Ha crpanune flononHutenbHo / ALG/Passthrough Bel moxere pa3permts MapiipyTu3aTopy
ucnonb3oBarb  npotokon  RTSP, axtuBupoBare mexanmsm SIP ALG u  dyHxnum
PPPoE/PPTP/L2TP/IPsec pass through, a Takke Ha3HauuTh OoOJiee BBHICOKMH MPUOPUTET IS
TpaduKa OnpeaesIeHHOTO THIIA.

HasHauenue Gosee BHICOKOTO MPUOPUTETA /ISl TpaduKa OMPEACICHHOTO TUTIA MTO3BOJISET BBIACIUTh
pecypcebl MapiipyTu3aropa st oHnaH-urp win [PTV-ycnyr, nepempadn cinyXeOHBIX MAaKeTOB WU
YIIPABICHUS MapUIPyTU3aTOPOM.

[Tpotokon SIP ucnonb3yercs Ui OpraHU3aIiy, MOTUPUKAIIMN ¥ OKOHYAHHS CEaHCOB CBSI3U. DTOT
MIPOTOKOJI TIO3BOJISIET OCYIIECTBIATH TeJe(OHHBIE BBI3OBHI Uepe3 ceTh MIHTepHET.

ITpotokon RTSP ucnons3yercs ans mepeaadd MOTOKOBOIO MYJIBTHMMEIUA B PEXKHME PEAIBHOTO
BpPEMEHHU. JTOT MPOTOKOJI MO3BOJIIET HEKOTOPBIM MPUIIOKEHUSAM MOIy4aTh MOTOKOBOE ayaHo0/BUIEO0
u3 cetu MHTEpHET.

Oynknus PPPoE pass through mosBonsier PPPoE-kameHTaM KOMITBIOTEPOB W3 JIOKAJIBHOW CETH
MOAKIII0YAThCA K ceTh MHTEpHET Yepe3 MOAKIIOYEHUs MapIIpyTU3aTopa.

Oynkuuu  PPTP  pass through, L2TP pass through u IPsec pass through pa3pemaror
Mmapuipytuzaropy mnpomyckate VPN PPTP-, L2TP- u IPsec-Tpaduk, mo3Boisis KJIMEHTaM W3
JIOKAJIbHOM CETH MapUIPyTHU3aTOpa yCTAHABIMBATh COOTBETCTBYIOLIME COCAVHEHHUS C YIAJICHHBIMU
CETSMU.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

= <IGwp ALG/Passthrough

ALG/Passthrough

Bbl MOXETe paspellnTe MapLIpyTU3aTopy MCNonb30BaTk NPOTOKON RTSP, a Takxe aKTWBMPOBaTL MeXxaHnsM SIP ALG 1 dyHKuMK
PPPOE/PPTP/LZTP/IPsec passthrough.

) Bbicokuid npropuTeT gna IPTV )= MNpobpoc PPPoE
) Bblcokwid npyopuTeT AN cnyxe6Horo Tpaduka )= Tpobpoc IPsec
@ Yeeauyusaem npuopumem omnpoeku nakemoa DHCP u LCP, nozenass ] |_|p05p0C L2TP

noasicume cmabuasHocme coeduHeHull nod esicokol Hazpyskod. Maxem
NPUBECMIL K HE3HAYUMeALHO nomepe npou3godumensHOCmU

) Tpobpoc PPTP

) Bblcokwid npropuTteT web-nHTepdelica u telnet

@ Veenuuuscem npuopumem dnA uHmepgeiicos ynpaaneHus, yIywon
Kkod. Moxem npusecmu k

docmynHocme yempodcmea nod Hazj
HE3HOUUMENbHOL NoMepe NPou3eoduMeNsHOCMU

) SIP
(@) Pazpewaem npoxoxdenue mpaguka no npomakoay SIP

® risp

@ Pazpewaem npoxoxderue mpoduka no npomokory RTSP

PucyHok 124. Cmparuua JononHumensHo / ALG/Passthrough.

Ha cTpanure npencraBieHbl CICIYIONINE JIEMEHTHI:

MapameTp OnucaHwme

CaBuHBTE TEpeKNIIoYaTe]b BIpPaBO, 4YTOOBI HA3HAYUTH Oolee
Bbicoknn npuoputeT | Boicokwuii mpuoputet Wist [IPTV-tpaduka. CiBuHBTE MEepeKItodaTeb

ansa IPTV BJIE€BO, YTOObI TpaduK OHJAWH-UTP MOJB30BAJICS OOJBIIUM
PUOPHUTETOM.

CaBuHbTe MeEpeKouaTeab BIPaBO, YTOOBI Ha3HauUTh Oolee
BbicokMK npuopuTeT | Bhicokuit mpuoputeT iss npoxoxaeHus LCP- u DHCP-naketos.
ans cnyxeo6Horo Takast HacTpolika O3BOJISAET MOANEPKUBATh YCTOMYMBOE MHTEPHET-
Tpacuka COCIMHEHME TIIPU BBICOKOM Harpyske. MoxkeT mpuBeCTH K
HE3HAYUTEIIbHON NIOTEPE NPOU3BOJUTEIBHOCTH.

o CI[BI/IHBTC MEPpCKIOYaTC]ib  BIIPABO, yroOBl HA3HAYUTHL OoJiee
Bbicokuii npuoputeT

web-uHTepdenca n
telnet

BBICOKUH TIPUOPUTET ISl TAKETOB, CBSI3aHHBIX C PabOTON MPOTOKOIIA
Telnet u web-unTepgeiica MapupyTu3aTopa npHu BHICOKOW Harpyske.

Mo2keT NpUBECTH K HE3HAYUTEIBLHON MTOTEPE TPOU3BOAUTEIBHOCTH.
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

MapameTp OnucaHue

CIOBuHBTE  TMEpEKIIoYaTe)ib  BIPaBO,  4YTOOBI  pa3peuIvTh
ucnonb3oBanue mpotokosna SIP. Takas HacTpoika TO3BOJSIET
SIP ucnonb3oBarb  MmexaHm3sM  SIP ALG. JlaHHBIA = MeXaHH3M

obecrieunBaeT npoxoxaeHue VolP-tpaduka uepes mapuipyrusarop,
BBINOJHSIONIMI peoOpa3zoBanue ceTeBbix anpecos (NAT)’.

CaBuHBTE  MEpEKIIOYaTeNlb ~ BIPAaBO,  YTOOBI  pa3pelInTh

ucnonb3zoBanue nporokona RTSP. Takas HacTpoiika mno3BoisieT
RTSP YIPaBIISATh MOTOKOM JIAHHBIX: BBIMOJHATH MEPEMOTKY IOTOKOBOTO

ayqIro/BUIEO, OCTaHaBIIMBATh u BO300HOBJIATH ero

BOCIIPOU3BEICHUE.

CaBuHBTE  MEPEKJIIOYATeNIb  BIPAaBO,  YTOOBI  pa3pelInTh

Mpo6poc PPPoE
poop ucnoib3zoBanue Qynkuuu PPPoE pass through.

CaBunasTe IEePEKITIoUaTeIb BIIPaBO 4TOOBI a3peImTh
Mpo6poc IPsec P paso, pasp
ucnonb3oBanue pynkuuu [Psec pass through.

Npo6poc L2TP Capunbre  mepeKmiodaTeNb  BUPABO,  UTOOBI  paspemmuTh
ucnonb3oBanue ¢pynkuuu L2TP pass through.

Npo6poc PPTP CapumpTe  mepekmiowatenh  BMpPABO,  UTOOBI  PaspemlIuTh
ucnonb3oBanue ¢pyHkmun PPTP pass through.

[Mocne 3aanmst HeOOXo0AUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

3 Coznmaiire WAN-coenuuenne Ha crpanuiie Hactpovku /| UHTepHet / WAN, casunsre mepekirouarens SIP
BrpaBo Ha crpanuiie PyHKkuun /| QononHutenbHo /| ALG/Passthrough, nogxmounte Ethernet-xaGens k LAN-
mopty Mapmpyrtusaropa u k [P-remedony. Ha camom IP-tenedone 3amaitre mapamerpsl SIP m HacTpoiite ero Ha
aBTOMaruueckoe nonyuenue [P-anpeca (B kauecrse DHCP-xuimenra).
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

Mexcemeeou akpaH

B manHOM pasnmene MeHIO BeI MOXKeTe HACTPOUTH MEKCETEBOHM dKpaH MapIIpyTU3aTOPa:
*  100aBUTH MpaBuiIa Ui PUIBTPAIIMU CETEBBIX MMAKETOB;
*  CO3[aTh BUPTYyaJbHBIEC CEPBEPHI,
* onpenenute DMZ-30ny;
* Hactpouth MAC-unbsTp;
*  3a/aTh OTPAHMYEHUS HA MMOCEIICHHE HEKOTOPhIX Web-CallToB;

*  HacTpPOWTH 3amuTy oT DoS-arak.

IP-punbTp

Ha crpanune MexceteBon 3kpaH / IP-ounbTp Bei Moxere co3nmars npasuia it 00paboTKu
CCTEBBIX MMAKETOB, a TAK)KE M3MEHHUTH WJIH YIaJIUTh paHee CO3IaHHbIC TIPaBHUIA.

£ 1psec IP-dpuneTp &

PUNLTPLI

He co3jaHo HW oHOTO NpaBwAa anA IP-pUNLTPoB

AOBABWUTb

PucyHok 125. Cmparuya Mexxcemeeol 3kpaH / IP-chbunbmp.
Uto0bl  cO37MaTh HOBOE TPABHUIO OOpaOOTKH  CETEBBIX IAKETOB, HAXMHUTE  KHOIKY

OOBABUTb ( + ).
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

£ P-punstp IP-punbTp/fobasneHure

FnaeHble HAaCTPOIKK IP-ajpec UCTOUHNKA

. BKNKOUMTE NPaBUIo () Ber momere yxazars guanazon IP-agpecos, ogimouned 1P-agpec wn IP-
agpec nogeety (Hanpumep, 10.10.70.10/24 gna agpecayus TP
2001:00b8:85a3:08d3:1319:8c20:0370: 7532764 gna agpecayini IPvE)

WA

*
s Jagato Kak
[Wana3oH unu oaMHouHbIA IP-agpec -
@ KOoAHYECTED CHMBOADE JOAXHE BhiTe He Soaee 52
Aencrane
PaspewmTs - HauansHbiit IPv4-appec -
MpoTokon
TCP/UDP - Koneunwii IPv4-agpec -
Bepcwn IP
IPv4 -
[P-afipec HazHayeHWA MopTbl
(D B moxere yrazate AanazoH IP-a4pecos, oanHouHed IP-agpec wnw Ip- (D) Bl MoxeTe yxazars 0QuH MOPT, HECKOALKD NOPTOR YEPEI 3ANATYI0
aapec nogcety (wanpumep, 10.10.10. 10424 gar agpecayin IPvd nan (Hanpiumep, 80,90) wan JHanazon NOpToB 4epes 4soeToque (Hanpuwmep, 80:90)

2007:00b8:85a3:08d3:1315:8c20:0370:7532/64 418 agpecaynis IPve)

3anats Kkax MopT HasHaueHus

NwanasoH 1nu oauHoOYHEIA IP-agpec -

J7 3apaTb NOPT UCTOYHWKA BPYUHYH
HauanbHbil IPv4-agpec -
KoHeunbii IPv4-aapec -

PucyHok 126. CmpaHuya dobaeneHus ripasuria 0r1s1 06pabomku cemesbix nakemos.

Br1 MokeTe 3a/1aTh cienyronme napamMmeTphl:

MapameTp OnucaHue

FMaBHble HacCTPOMNKK

UTOOBI aKTUBUPOBATH MPABWIIO, CIIBUHBTE MEPEKITIOYATEIb BIIPABO.
BknounTb npaBuno
Yr10o0OBI OTKIIIOYUTH IIpaBHJIO, CABUHBTEC IICPCKIIOUATCIIb BIICBO.

Haspanme mpaBuna juis ymnoOHOW wuiaeHTHPUKAuu. Moxer OBITh

Uma
MIPOU3BOJIBHBIM.
JlelicTBrE, KOTOPOE BBITIOIHAET JAaHHOE MPABUIIO.
* Paspewmtb - pazpemaer nepenady — MaKeTOB B
HDewnctBue COOTBETCTBUU C KPUTEPUAMHU, 3aJaHHBIMU IIPABUIIOM.

* 3anpeTuUTb — 3ampemacT nepeaady makeToB B COOTBETCTBUH
C KpUTEPUSIMHU, 33]JaHHBIMU TTPABUIIOM.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

[TpoTokon 115 Iepenayu CeTeBBIX MakeToB. BribepuTe HeoOXoammoe

MpoTtokon
SHAQYCHUEC N3 PACKPBIBAIOLICTOCS CITUCKA.

Bepcust IP-npotokona, ansi KOTOpoil OyaeT NPUMEHSATHCS JTaHHOE
Bepcus IP MIPaBUJIO. Bri6epute COOTBETCTBYIOLLIEE 3HAYCHHUE u3

PACKPBIBAOLMICTOCA CIIMCKA.

IP-agpec ncro4yHuka

3apaTb Kak Bri6epute HE0OX0nMMOE 3HAUYEHUE U3 PACKPBIBAIOIIETOCS CIIUCKA.

Havanbusiii [Pv4 unu [Pv6-aapec nuamna3ona aapecoB UCTOYHHUKA.

Ecmu HCO6XOJII/IMO 3a1aTb O,HHHO‘IHLIﬁ apeC, OCTaBbTC IIOJIC
HavyanbHbI IPV4- KoHe4Hbin IPv4-apgpec / KoHeuyHbin IPv6-agpec nycroim.
appec /| HayanbHbIN

Brl MokeTe BBIOpaTh YCTPONCTBO, MOAKIIOYCHHOE K JJOKATBHOU CETH
IPv6-apgpec

MapHIpyTH3aTopa B JaHHBIM MOMEHT. J[J1s1 3TOTO B pacKpHIBAIOIIEMCS
crucke BbIOepuTe coorBeTcTBYyrOIMA IPv4 wm IPv6-aapec (npu
3TOM T0JI€ 3aOJIHUTCS aBTOMaTHUECKH).

KoHeuHbIn IPv4-agpec /
. Koneunsriit [Pv4- nin [Pv6-anpec nuama3zona aapecoB HCTOYHHUKA.
KoHeuHbin IPVv6-agpec

IPv4-agpec nogcetu / | IPv4- unu IPv6-aapec moaceru ucrounmka. Ilone orobOpaxkaercs,
IPv6-agpec noacetn | eciu B ciricke 3aAaTh Kak BoijeicHo 3HaucHue NoaceTb.

IP-appec Ha3Ha4yeHUA

3apaTb Kak Bribepute He0OX0aMMOE 3HAYEHUE U3 PACKPHIBAIOILETOCS CIIUCKA.

Hauaneueiii [Pv4- wnu [Pv6-anpec nuanazoHa agpecoB Ha3HAYEHUS.

Ecnmu HeoOxomuMo 3agarh OJMHOYHBIN aapec, OCTaBbTEC TIOJE
HavyanbHbIn IPV4- KoHeuHbin IPv4-agpec /| KoHeuHbin IPv6-agpec nyctobim.
appec / HauanbHbIN

Brl MmoxeTe BBIGpaTL YCTpOﬁCTBO, IIOAKIIFOUEHHOC K JIOKaJILHOU CETH
IPv6-appec

MapIIpyTU3aTopa B JaHHBIA MOMEHT. /[Jis 3TOro B pacKpbIBaIOLIEMCs
cnucke BblOepute coorBercTByrommid IPv4 wim IPv6-anpec (mpu
9TOM I10JI€ 3aMOJHUTCS AaBTOMATUYECKH).

KoHeuHbIn IPv4-agpec /
. Koneunsriit [Pv4- unu IPv6-anpec nuamna3zoHa agpecoB Ha3HAYEHUS.
KoHeuHbin IPVv6-agpec

IPv4-appec nogcetn /| | IPv4- umm IPv6-anpec noacetn HasHaueHus. Iloje otoOpakaercs,
IPv6-agpec noacetn | eciu B circke 3aAaTb Kak BoiiencHo 3HaueHne MoaceTb.

MopTbl
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHue

[Topr IP-agpeca Ha3zHaueHus. Bbl MoxeTre ykazarb OIUH TMOPT,
MopT Ha3HavyeHunA HECKOJIBKO TOPTOB 4epe3 3alsaTyl0 WKW Juana3oH MOPTOB Yepes

JABOCTOYHC.

CaBuHbTE NepeKiIoyaresab BIOpaBo, YTOObl ykazarh mopt [P-agpeca
UCTOYHMKA Bpy4Hyto. [Ipm 3ToM otoOpaxkaercs mone [lopT
UCTOYHUKA.

3apaTb nopt
MCTOYHUKA BPYYHYIO

[Topr IP-agpeca wucrouHuka. Bbel MoxeTe yka3aTb OOUH IIOPT,
MopT uctouyHuka HECKOJIBKO TIOPTOB 4Epe3 3alsITyH0 WM JAUAna3oH IOPTOB 4epe3
JIBOCTOYHE.

Haxxmure knonky MPUMEHUTD.

YrtoObl 334aTh Apyrue napaMeTpsl A Kakoro-iu0o npaBuia, BEIOEPUTE COOTBETCTBYIOLIYIO CTPOKY

B Tabnuue. Ha oTKpbIBLIEHCS CTpaHUIE U3MEHUTE HEOOXOJMMBbIE MapaMeTpbl U HAXKMUTE KHOIKY
NMPUMEHUTD.

UTo0bl yHamuTh MPAaBHIIO, YCTAHOBHUTE (PIAKOK CJIEBAa OT COOTBETCTBYIOLIEH CTPOKM TaOIUIBI U

F—9

Haxvute kHonky YOAJIUTb ( [l ). Bel Takke MokeTe ymanuTh NPaBHIO HA CTPAHMIE
U3MEHCHUS TTapaMETPOB.
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PyKOBO,EI,CTBO nonb3oBarens

BupTtyanbHble cepBepbl

Ha crpanuiie MexceteBon 3kpaH / BuptyanbHble cepBepbl Bol MoxeTe co3marh
BHUPTYaJbHBIE CEPBEPHI, KOTOPHIE IO3BOJSAT TEPEHANPABIATh BXOMAIMNA HHTEPHET-TpaduK Ha

onpeaeneHHsI [P-agpec B TOKaIbHOM CETH.

< IP-puneTp BupTyansHele cepeepb

BupTyantHble cepBepbl

He cosaaHo HW ofHOro EWPTYaNbLHOroO CEpEEpa

OOBABWUTb

PucyHok 127. CmpaHuya Mexcemeeoli 3kpaH / BupmyasibHbie cepgepabil.

YT1oObl cO31aTh HOBBIN BUPTYalbHBIN cepBep, HaxkmuTe kHonky JJOBABUTD ( -+ ).
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PykoBoAcTBO nonb3oBartens Hactpoiika maplipyTtusartopa

BuptyaneHele cepBepbl/Co3gaHne

OBLWwne HacTPoOMKK HacTpoliku BHYTpEHHER ceTn

Mms™ BHyTpeHHWA [P* h
LWaBnoH

Custom - BHYTpEHHWA NOPT (HauankbHLIA)®

MHrepdedc

=Broe> - EH—:-.-‘T:.-E-HI-'l-' NopT (KOHEYHbLIA)

MpoTokon

TCP M

J° NAT Loopback

HacTtpoikm nybnuuHon cetn

CnegyrimMe NopTsl WCNONB3YITCA B KOHPUNYPaLmMn
YOANeHHO JOCTyNa K YCTROWCTRY M B ApYTUX Npaennax
0MA BMPTYankHbix cepeepor: "23, 80, 443, 8999"

Bbl HE MOMETE MCNONLI0BATE WX [ANA JaHHOMD NPpaBuna.

YoaneHHein IP 1

G) Bui moweme yrazame odunored 1P-adpec unu 1P-adpec nodcemu [Hampumep,
10.10.10.70:24)

YoaneHHeIn IP *
LOBABUTL YOANEHHLIA IP

BHelHMA NopT (HavankHLIAp™

BHeluHMiA NopT (KOHEYHLIR)

NPUMEHWTE

PucyHok 128. Cmparuuya dobasrieHusi supmyarbHO20 cepsepa.

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp Onucanue

O6wme HaCTpPOUKMU
Umsi HazBanme BHpTyasbHOTO cepBepa sl YAOOHOW WACHTH(HKAIINY.
Mo:xeT OBbITh TPOU3BOJIBHBIM.
B packpeiBatoniemMcsi CIUCKe BBIOEpUTE ONWH M3 TNPHUBEACHHBIX
LWa6roH 1a0JIOHOB  BHPTYaJIbHBIX CEPBEPOB WM  BBIOEpHUTE 3HAYCHUE
Custom (nonwv3zoeamenvckuii), 4TOOBI CAMOCTOSTEIILHO ONPEICITUTh
napaMeTpbl BUPTYaJIbHOTO cepBepa.
. CoenuHeHne, K KOTOPOM OymeT T[OpUBA3aH CO3IaBacMBbIA
WHTepdpeiic 4 poMy — B¥ P
BHUPTYaJIBHBIN cepBep.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

[Iporokon,  koTophlii  OymeT  HWCHOAB30BaTh  CO3/IaBaeMbId
MpoTtokon BUPTyalbHBIN cepBep. BriOepute HeoOXoAuMMoe 3HAYEHUE U3
PacKpBIBAIOIIETOCs CIIUCKA.

CaBuHBTE MEpEKIIIoYaTeNb BIPaBO, YTOOBI OIH30BATEIH JIOKATHHON
CeTH MapIIpyTH3aTopa MOIIM OOpalIaThCs K JIOKAIBHOMY CEpPBEpY,
ucnonb3ysd BHemHuUd [P-agpec mapmpyrtusaropa minum ero DDNS-
ums (ecnu HactpoeH DDNS-cepsuc). Ilonb3oBarenu u3 BHEIIHEH
CeTH OOpalaloTCs K MapUIpyTH3aTopy MO 3TOMY e aapecy (Wiu
DDNS-umenn).

NAT Loopback

Hactpowku ny6bnuyHoun cetu

Brenure IP-anpec cepBepa, HaxXoAsSIEroCsl BO BHEIIHEN CETH.

Yro0bI 1006aBUTH elie ofuH aapec, Haxvute kuonky JJOBABUTb
YnaneHHbin IP YOANEHHBIW IP u BeeauTe apec B 0TOOpa3MBIIEHiCs CTPOKE.

YroObl yaaiuTh aJpec, HAKMHUTE Ha 3HAY0K YAANUTb (*) B CTPOKe
azapeca.

ITopr MapuIpyTusaropa, Tpadux c KOTOpPOTO Oyner
nepeaapecoBelBatbess  Ha  [P-agpec, ompenenseMbli B mone
BHyTpeHHun IP B pasmene HacTpomMku BHYTpeHHeW ceTwm.
3ajaiiTe HaYaJIbHOE U KOHEUHOE 3HAYEHUs AMara3oHa rnopros. Eciu
H606XO,Z[I/IMO YKa3aTb TOJIBKO OIWH IOPT, SaﬂaﬁTe €ro B IIOJIC
BHewHMn nopt (HayanbHbIW) © He 3amoIHANTE TIONE
BHewHMX NOPT (KOHEYHBLIN).

BHewHMM nopT
(HayanbHbIN) /

BHewHMM nopT
(KOHeYHbIN)

HacTtpownku BHyTpeHHeun ceTu

[P-anpec cepBepa, HaxomsIIErocs B JIOKAJIbHOM ceTh. Bbl moxkere
BbIOpaTh  yCTPOMCTBO, TOAKIIOYEHHOE K JIOKAJbHOH  CETH
BHyTpeHHun IP MapIIpyTU3aTopa B JJAHHBI MOMEHT. J[J1s1 3TOTO B pacKpBIBAOIIIEMCS
cnicke BbIOepuTe cooTBeTcTBYyromwmii IP-anpec (mpu stom moe
3aII0JIHUTCS aBTOMAaTUYECKN ).

ITopr IP-agpeca, 3amaBaemoro B moine BHyTpeHHun IP, Ha

BHyTpeHHMI NopT KOTOpBI ~ OyzmeT  mepeajpecoBbIBaThCs  TpapuKk C  IOpTa

(HavanbHbIi) / MapuIpyTu3aTopa, 3amaBaeMoro B rnoje BHewWHUn nopTt. 3amaiite

HAQ4YaJIbHOC W KOHCYHOC 3HAYCHUA [AHala3oHa IIOPTOB. Ecan
BHyTpeHHUN nopT

. H€O6X0,Z[I/IMO YKa3aTb TOJIBKO OIWH IIOPT, 3az[ai/'ITe €ro B IIOJIC
(KOHEeYHbIN)

BHyTpeHHU nOpPT (HayanbHbIA) U He 3aloNHSNTE TMOoJe
BHyTpeHHU NOpPT (KOHEYHbIN).

Haxxwmure knonky MPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

YroObl 3a7aTh ApPYrHe MapaMeTpbl JUIsl CYIIECTBYIOIIETO CEpBEPa, BBHIOEPHTE COOTBETCTBYIOLIYIO

cTpoky B Tabmuie. Ha OTKpbIBIIEHCS CTpaHHIlE U3MEHUTE HEOOXOMMMBIC MapaMeTpbl U HAKMHUTE
kHonky MPUMEHUTD.

UYroObl ynanuTh cepBep, YCTAHOBUTE (IIaKOK cCjieBa OT COOTBETCTBYIOIIEW CTPOKHU TaOMUIBI U
F—N

naxvure knonky YAANUTb ( [1] ). Brl Takske MoxkeTe yIanuTh cepBep Ha CTPAHHIIE H3MEHEHHUS
apaMeTpoB.

Ctpanuua 177 ns 215



DIR-615S BecnposoaHon mapLupytudatop N300

PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

DMZ

DMZ-30Ha nipencTaBisier co0Oi y3esl WM CETMEHT CETH, PACIIOJIOKCHHBIH «MEXKIY» BHYTPECHHEH
(JlokanpHOM) W BHemHeW (m1oOanbHON) ceTssmu. Peanmzanus DMZ-30HBI B MapuHipyTH3aTOpE
MOJPa3yMeBaeT BO3MOXKHOCTD MEPEeavn 3ampoca, MPUILIEANIEr0 U3 BHEIIHEH CeTH Ha Kakol-11ubo
MOPT MapUIPyTU3aTOpa, Ha YKa3aHHBIN y3ell BHYTPCHHEH CETH.

Ha crpanunie MexceteBon akpaH / DMZ Brr moxete 3anats [P-anpec DMZ-y3na B oKaqbHON

CCTH.

DMZ

DMZ-aona npegctaenaet coboii yaen unu cerMeHT CeTH, pacnonokKeHHbIA «Menay» BHYTPeHHen (NokanbHoi) 1 BHewwHe (rnobanbHom) ceTamu.
Peanwsaums DMZ-30Hb! B MapLUpyTM3aTope NoapasyMesaeT BOSMOXHOCT Nepefadu 3anpoca, NpyLLedLWero M3 BHELUHER CeTH Ha Kakoid-nnbo nopt
MapLUpyTH3aTOpa, Ha YKasaHHbIA y3er BHYTPeHHeH ceTu.

Bel moxeTe 3apats IP-agpec DMZ-yana B NokansHOA ceT.

J BrmounTe

Brnmounts NAT Loopback

IP-appec

PucyHok 129. CmpaHuua Mexcemeeoli 3kpaH / DMZ.
s onpenenenus DMZ-30HbI CIBUHBTE TIepekioyaresib BKNHOYNUTB Bripago.

Beenute IP-anpec ysna Bameit nokaneHoi cetn B mone IP-agpec. Bei moxkere BbIOparh
YCTPOMCTBO, NOAKIIOUEHHOE K JIOKAJIBHOM CETH MapIIpyTU3aTopa B JaHHBIM MOMEHT. Iy 3TOro B
pacKpbIBaIOLIEMCSl CIIUCKe BbIOepHUTE CcOOTBEeTCTBYyIOIMM [P-ampec (mpu 3TOM mosie 3amoaHUTCS
aBTOMAaTHUECKN).

Casunbre nepeximodaresib Bknounte NAT Loopback srpaBo, uToObI 1101630BaTeIH JIOKATBLHON
CeTH MapuipyTu3aropa Morm ofpamarsess k DMZ-y3ny, wucnons3ys BHemHuit [P-anpec
MapuipyTtuzatopa uin ero DDNS-ums (ecniu Hactpoen DDNS-cepBuc). [lonb3oBarenu U3 BHeUTHEH
ceTH o0palarTcs K MapuIpyTU3aTopy 1o 3TomMy ke aapecy (mau DDNS-umenn).

Haxmute kaonky MPUMEHUTD.

Ctpannua 178 ns 215



DIR-615S BecnposoaHon mapLupytudatop N300

PykoBogcTBo nonb3oBaterns Hactpoiika maplipyTtusartopa

[Tpu aktuBupoBaHHOM DMZ-30He Bech Tpaduk, MOCTYNAIOMMN HAa HEKOTOPHIA MOPT MHTEpdeiica
WAN mapurpyTtuzaropa, OyneT nepeHanpabisThCsl Ha aHAJOTMYHBIN MOPT ykazaHHoro IP-ampeca.
Takxe clieyeT y4WThIBaTh, YTO OOJNBIIMI MPHUOPUTET UMEIOT BHPTyaJbHBIE CEPBEPHI, T.€. €CIH
CO3/1aH BUPTyalbHbIN cepBep ¢ BHemHero nopra 80 Ha Kakoi-mubO MOPT CETEBOrO YCTPOWCTBA B
JIOKAJIbHOM CeTH MapUIpyTHU3aTopa, TO MOIb30BaTEIHN, HAXOAIIUECS B TVIO0ATBHOM CETH, IIPU BBOJIE
anpecahttp://wan_IP MapwpyTmsaTopa B aJpecHOH cTpoke Opaysepa NomnaayT HE Ha IIOPT
80 IP-ampeca, ykasanHoro Ha ctpanuiie MexcereBon akpaH /| DMZ, a nwa mopr u IP-ampec,
3aJJaHHbIE JJI1 COOTBETCTBYIOLIETO BUPTYaIbHOIO CEpBEpa.

Hns ynanenuss DMZ-30HbI CIOBHHBTE MepeKiIovaTe]b BKIHOYATbL BICBO M HaKMHUTE KHOIIKY
NMPUMEHUTD.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MAC-cunbTp

Ha crpanunne MexcereBon akpaH /| MAC-bunbTp Bil Moxere HaCTpOUTh (PUIBTPALIUIO IO
MAC-anpecam 1715t KOMITBIOTEPOB B JIOKAJTLHOM CETH MapIIpyTHU3aTopa.

{ DMZ MAC-$unnbTp 8
MAC-¢unsTp
Bbl MOXETE HAaCTPOUTL GuALTPaLMio No MAC-ajpecam Ana KOMNbIOTEPOB B N0KaNbHOM CETH MapLUpyTH3aTopa.
Pexum o yMONUaHWH
PaspelwuTs -
CNCOK NCKNTHOUEHNIA +

He co3aaHo HW ogHoro npaeuna ana MAC-¢puaLTpoB

PucyHok 130. CmpaHuuya Mexcemeeou akpaH / MAC-hunbmp.

YroObl HAcTpOUTh (UIABTPALIMIO A BCEX YCTPOWCTB CETH MaplIpyTH3aropa, BblOepuTe
HeoOxomuMoe JelicTBre B ciucke PeXXUM no ymonyaHuio:

* PaspewmTb — paspemaer IOCTyn K CETH MaplipyTh3aTopa ¥ K ceTd VHTepHer mis
YCTPOWCTB JIOKAJIbHOW CETH (JaHHOE 3HAYCHHE 33JaHO 110 YMOIYaHHIO);

* 3anpeTuUTb — 3ampeniact J0CTYI K CETH MapUIPyTH3aTOPa sl yCTPOHCTB JIOKATBHOM CETH.

Bbel MOXeT€ HCHOIb30BaTh PEKUM 3a|'|peTV|Tb. TOJBKO €CIM Ha JAHHOW CTPaHMIIE

L CYIIIECTBYET XOTs Obl OJTHO aKTMBHOE HPABWIIO, PA3PEINAOIIEEe JIOCTYN K CETH YCTPONCTBA.

UtoOw1 coznare mpaBwio (ykazatb MAC-ampec ycTpoicTBa, IJisi KOTOPOTO OylaeT MPUMEHSATHCS

pekuM orpanuueHuii), Haxxmure kaornky JJOBABUTD ( + ).

[obaeneHne npaenna X

@ BxnounTs npasuno

PaspewnTs -

MAC-agpec* -

Mms ycTpoiicTea

COXPAHUTb

Pucyrok 131. OkHo OobasneHus npasusna 0ns MAC-¢punsmpa.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B otkpriBIIeMcs okHE Bbl MOkeTe 3a1aTh CIEAYIOLIME [TAPAMETPbL:

MapameTp OnucaHue

UTOOBI aKTUBUPOBATH MPABUIIO, CIIBUHBTE MEPEKITIOYATEIb BIIPABO.
BknounTtb npaBuno
I'IT06I:I OTKJIFOUUTH IIpaBUJIO, CABUHBTC ICPCKIOYATCIIb BJICBO.

JlelicTBrE, KOTOPOE BBINOIHAET JAHHOE MPABUIIO.

* 3anpeTtuTb — 3ampemaer JA0CTyn K cetd MHTepHeT s
ycTpoiicTBa ¢ 3aganHbiM MAC-aapecom, axe eclid pekuM
10 YMOJIYAHHUIO pa3pelaeT AOCTYII Ul BCEX YCTPOUCTB.

DencrtBue

* Pa3pewmTb — paspemaer I0CTyI K CETH MapLIpyTH3aTOpa
n Kk cetu WHrepHer s ycrpoiicTtBa ¢ 3agaHHbIM MAC-
azpecoM, Jaxe €Cld PEeXHUM [0 YMOJIYAHUIO 3allpelaeT

JOCTYII JUIsl BCEX YCTPOMCTB.
MAC-aapec ycTpoiicTBa U3 JOKaJbHOW CeTH MapuipyTtuzaropa. Bel
MOXXET€ BBIOpATh YCTPOWCTBO, MOJKIIOYEHHOE K JIOKAJIBHOW CEeTH
MAC-appec MapIIpyTHU3aTopa B JAHHBIH MOMEHT. J[JI1 3TOTO B PacKpHIBAIOIIIEMCS

CIIUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (TIpU 3TOM IIOJIE
3aIIOJIHUTCSl aBTOMAaTUYECKH ).

HazBanue YCTpOMCTBA IUIA ynoOHOM UeHTU(UKAITTT

MUma yctponcrtea .
(Heobsizamenvubil napamemp). MoxeT OBITh TPOU3BOIHLHBIM.

[Mocne 3amanus HeoOxoauMbIX apametpoB HaxkmuTe kKHoky COXPAHUTD.

YT1o06BI 3a4aThb JPYTruc nmapaMeTpbl IJId KaKoro-1moo IpaBujia, BLI6epI/ITe COOTBCTCTBYIOIIYIO CTPOKY
B Ta6JII/IIIe. B OTKPBIBIIEMCSI OKHC H3MCHUTC H€O6XOI[I/IMBIC nmapaMeTpbl MU HAXMHUTC KHOIIKY

COXPAHUTD.

UToOBl ymamuTh MPaBUIIO, YCTAHOBHUTE (PIIAYKOK CJEBAa OT COOTBETCTBYIOIIEH CTPOKH TAaOIHIIBI U
=

naxvure kuonky YOAANUTb ( [ ). Bel Takxke MoxkeTe ynanuTh MpaBuIo B OKHE HU3MEHEHHUS
1apaMeTPOB.
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HacTtpoiika mappyTusatopa

PykoBoacTBo nonb3oBarens

URL-cpunbTp

Ha crpannnie MexceteBon 3kpaH / URL-cbunbTp Bbei MoxkeTe 3agarh OrpaHHYeHHUS Ha
MOCEIIEHNE HEKOTOphIX web-caiiToB, a TakXe OIpeNeianTh YCTPOWCTBA, AJI KOTOPHIX OymyT
MPUMCHATBHCA 3aJaHHBIC OTPAHUYCHUA.

= < MAC-dunstp URL-gounetp

URL-puneTp
Bkl MOXETE 3a7aTh OrpaHWYEHUS Ha NOCELLUEHNE HEKOTOPbIX Web-caiiTos. MpaBuna MoXHO NPUMEHUTB K YCTPORCTEAM, KOTOpbIe AoBaBneHsl B
CMMCOK, MM KO BCEM, KDOME YCTPOWCTB W3 Crncka.

) BrniounTh
PunsTpauns afpecoe DUNLTPAUWA KNWEHTOB
BnoknpoBaTh yKasaHHble agpeca - Bce, KpoMe yCTPOWCTE M3 Ccnvcka -
Apnpeca + KnueHTsl +

URL-anpec CoenaaeHve ¢ wabnoHom s MAC-appec

PucyHok 132. Cmparuuya Mexcemeeol akpaH / URL-¢punbmp.

Yro6s! BritrounTh URL-GuieTp, caBuHbTe Iepekitodarenb BKMIOYUTB BipaBo, a 3aTeM BBIOCPHUTE
pexuM B criucke PUnNbTpauusa agpecos:

BrokupoBaTb yKa3aHHble agpeca — mnpu BbIOOpE ITOTO 3HAUCHHsS MapLIPYTH3aTOP
OJIOKMpYeT JOCTYH KO BCeM web-caiitam, 3a/laHHBIM B paszaeie Agpeca;

BnokupoBaTb BCe agpeca, KpoMe YKa3aHHbIX — Ipu BhIOOpE JTOr0 3HAYEHUS
MapIIpyTH3aTop pa3pemraeT JOCTYH TOIbKo K web-caiitam, 3alaHHBIM B paszaeie Agpeca, u
OJIOKUPYET JOCTYI KO BCEM OCTAJIBHBIM CalTaM.
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PykoBOACTBO Mornb3oBatenst HacTpoiika maplwpyTusaropa

Yrobsl nobaBute URL-agpeca, Kk KOTOpbIM OyleT NMPUMEHSATHCS 3aJaHHBIA PeXUM (QUiIbTpanuu, B

paznene Apgpeca naxmure kHonky JOBABUTb (+ ). B otkpeiBmiemcst okHe Bbr Moxere
3a/1aTh CJICAYIOLIHE MapaMETPBI:

MapameTp Onucanue

URL-agpec URL-anpec, vacte URL-aapeca mim KIII0OYEBOE CIOBO.

BriGepuTe HEOOX0MMMOE 3HAYCHHE B PACKPHIBAIOIIIEMCS CITUCKE.

° MonHoe — SaHpaH_II/IBaCMHﬁ aZIpeC JOJIKCH TOYHO COBIIAJIATh
CO 3HA4YCHHEM, 3a/JaHHBIM B I10JIC BBIIIC.

® Havano — 3anpamnBaeMbn71 aapec JOJDKEH HAYMHATBCA CO
3HA4YCHUs, 3aJaHHOTO B I10JIC BBIIIC.

CoBnapeHue ¢

LLaGNoOHOM
hd KOHelJ, — BaHpaH_II/IBaeMHﬁ anpec JOJIDKEH OKAHYHNBATHCSA

3HaA4YCHUECM, 3aJaHHBIM B I10JIC BBIIIC.

* YacTuyHoe — 3ampammmBaeMblil aJpec JIODKEH COJCpPIKATh
3HAYE€HUE, 3aJaHHOE B MOJIE BBIIIIE, B JII000M CBOEH YacTH.

Haxxmure knonky COXPAHUTD.
YroObl ynanute Kakoil-nmubo azapec u3 cmucka URL-agpecoB, ycraHoBHUTE (piaskok ciieBa OT

F—N
COOTBETCTBYyIOIIEH CTpoku Tabmumsl u Haxmute kuonky YOANMWUTb ([1]). Ber taxke moxere
YAQIHUTH aJJpec B OKHE U3MEHEHHS TapaMeTpPOB.

UroObl oOmpenenuTh YCTPOWCTBA, NS KOTOPBIX OyayT AecTBOBaTh 3a/laHHBIE OTPaHHYCHUS,
BbIOEpHUTE HEOOX0IUMOE 3HaYCHHE B cliucke PUNBTPaLUA KITMEHTOB:

* YcTponcTBa M3 CMUCKA — Mpu BHIOOpE ITOTO 3HAYCHUS] MAPLIPYTH3ATOP MPUMEHSET
OTpaHMYCHUS TOJBKO K YCTPOMCTBaM, 3alaHHBIM B paszzene KnueHTbl,;

* Bce, kpoMme YyCTPOUCTB U3 CNMUCKA — mpu BHIOOPE ITOTO 3HAYCHHUS] MAPIIPYTH3aTOP HE
IPUMEHSIET OTPAHUUYCHHS K YCTPOMCTBaM, 3aJaHHBIM B pasieie KNMeHTbl, Ho mpuMeHseT
OTPaHUYEHHUS K OCTATbHBIM YCTPOWCTBAM.

UroObl 100aBUTH KIMEHTA B CIHCOK, B pasaeic KnneHTbl naxvure knonky JJOBABUTb (+ ).
B otkpriBiiemcst okue B moie MAC-agpec seenute MAC-aapec yCTpOWCTBa U3 JIOKATBHOW CETH.
Bbl MOkeTe BBIOpaTh yCTPOMCTBO, MOAKIIOUEHHOE K JIOKAJIbHOW CETH MapIpyTH3aropa B JaHHBIN
MOMEHT. [IJis1 3TOr0 B PaCKPBIBAIOLIEMCS CITUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPONCTBO (IpH
9TOM TI0JI€ 3aMOTHUTCS aBTOMaTu4eckn). 3ateM B nosie MMA 3anaiite Ha3BaHue T yCTPOMCTBA 1S
ynoOHo# uneHtudukaimu 1 Haxmute kHonky COXPAHUTD.

YroObl ymaiuTh KIHUCHTAa M3 CHHUCKA, YCTAHOBUTE (UIAXKOK CJIEBa OT COOTBETCTBYIOILICH CTPOKH

F—9

Tabmumel u Haxvute kHonky YOAJIUTL ( [ ). Ber takoke MokeTe yqamuTh KIMEHTAa B OKHE
U3MCHEHHS IapaMeTPOB.

[Mocne 3aBepiienus HacTpoiikkn URL-¢duinsrpa Haxxmure kHonky MPUMEHUTD.
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PykoBoacTBo nonb3oBarens

HacTtpoiika mappyTusatopa

3awumTta ot DoS

Ha crpanuiie MexceteBoun 3kpaH / 3awmTta ot DoS Brir mokeTe HacTpouTh 3amuTy oT DoS-
arak pasNYHOTO TUIIA.

DoS-araka (Denial of Service, omkaz 6 obciyxcusanuu) — 3TO TUI CETEBOM aTakH, MPU KOTOPOH
3JIOYMBIIUICHHUKKW MOTYT CYIICCTBCHHO CHHU3WUTH IMPOU3BOAUTCIIBHOCTE MApUIpyTU3aTOpa U

MOAKJIIOYEHHBIX K HEMY YCTPOMCTB, a Takke BbI3BaTb cOOM B MX paboTe, OTHpaBisis OOJIBIIOE

KOJIMYCCTBO OJHOTHUITHBIX 3aIIPpOCOB.

= £ Kondpurypaums

3awumTa ot DoS

3awmTa ot DoS

Bl moxeTe HaCcTPpOMWTE 3alWTy OT DoS-atak pasnuyHore TMna.

® BounTs

@ Brrpyenue DOS-(hunsmpa Mosem MPUBECcITIU K HEFHEYUMETbHOM)Y cHUMEHUND 0fWeld MpoussodumensHOCITIU YCMpoUacmes

,ElJ'IFl Kaxaoro MCToMHUKa

@ TCPISYN

TCP/SYN nopor (pps)”

0

@ TCPFIN

TCPIFIN nopor (pps)”

0

® uor

UDP nopor (ppsy*

0

® cvp

ICMP nopor (pps)*

0

NMPUMEHUTE

)

)

[Opyrue HacTpoliku

TCP/UDP ckaHWpoBaHWe NOpTOB

IP Land

IP Spoof

IP TearDrop

TCP scan

TCP/SYN c paHHsIMK

UDP Bomb

. Brnokupoeka atakywero IP

Bpema GnokKpoBrK (B ceryrgax)

0

PucyHok 133. Cmparuuya Mexxcemeeoli 3kpaH / 3aujuma om DoS.

Yr1oOBI BKIIIOYUTH 3al0UTy OT DOS-aTaI(, CABUHBTC NEPCKIOYATCIIb BKHI'O'*IVITI: BIIPaBO. HpI/I 3TOM
Ha CTPaHHUIE OTOOpa)karoTCs paszaessl [JANA KaX[oro UCToYHUKa u [lpyrme HacTpoOMKu.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

B pa3zaciie ﬂnﬂ KaXXaoro MCTo4yHukKa BBl MoXXeTe BKIIOUHUTH 3aIlUTy OT OCHOBHBIX BHUIOB DoS-
arak.

MapameTp OnucanHune

Bxitouaer 3amuTy OT OOJBIIOTO KOJIMYECTBA 3alpOCOB  Ha
TCP/SYN
nonxmouenue (TCP-maketoB ¢ prmarom SYN).
TCP/FIN Bximtoyaer 3amuTy OT OOJBIIOTO KOJIMYECTBA 3alpPOCOB  Ha
3apepiieHne coenunenus (TCP-makeroB ¢ ¢gmarom FIN).
UbDP BrurouaeT 3amuty ot 6ombIoro konmmdectsa UDP-makeTos.
ICMP BrurouaeT 3amuty ot 6ombioro konmdectsa ICMP-miakeTos.

CIBUHBTE COOTBETCTBYIOIIME IMEPEKIIoYaresid BIOpaBo. B mojre MOPOF, COOTBETCTBYIOIIEM
MEePEKIIIYATEeITI0, 3aaliTe MaKCUMaIbHOE KOJTMYECTBO MAKETOB, MOCTynarmmx ¢ ogHoro IP-anpeca
B CEKyHJAy. 3HaueHHEe JAHHOTO TOJs JOKHO ObITh Oojbine Hyns (Hampumep, 200). 3arem B
pasnene [pyrue HaCTPOMKMU ciBuHBETE Mepekitouaresis BrioknpoBka aTakyrowero IP sipaso
U B orobOpasuBiiemcs moje Bpemsi GNOKMPOBKM 3amaiite mepuox OmokupoBku IP-ampeca
UCTOYHHMKA B ceKyHAax (Hampumep, 120). IIpu npeBbllIeHUH MOPOrOBOrO 3HAYEHHS HCTOYHHMK
nakeToB OyaeT 3a0J0KHPOBaH Ha 3aJaHHBINA NIEPUOT BPEMEHH.

B paznene [ipyrne HacCTPOMKU Brl MoxeTe aKTUBUPOBATH JIOMOIHUTEIBHBIC CIIOCOOBI 3alIUTHI.

MapameTp OnucaHwue

brnokupyer wucrounnk TCP- wim UDP-makeToB, mnpoOBEpSIOMIMX
COCTOSIHME TIOPTOB, €CJIM Mapuipytuzarop noiydaer Oosnbmie 200
3alpoOCOB B CEKyHIy € OmHOro W toro xe IP-ampeca. Mcrounmk
Oymer 3a0J0KMpOBaH Ha Bpems, 3ajaHHoe B rmojle Bpems
TCP/UDP ONOKUPOBKU  (Tosie  OTOOpaXkaeTcs, €CIIM  MEepPeKIoYaTesb
cKaHupoBaHue noptoB | BroknpoBka aTakytouero IP casunyt Brpaso).

Ecnu nepexiiodaTens CABUHYT BIIPaBO, Ha CTPAHMIIE OTOOpakaeTcst
nepekiodarens BblCOKasi 4yBCTBUTENbHOCTb. AKTHBHpYiiTE
HACTPOWKY, 4YTOOBI MapIIPyTHU3aTOp OJIOKMPOBAJI HCTOYHHK, €CIIU OH
npucbuiaet 6obiie 10 3apocoB B CEKYHTY.

brokupyer TCP-maketsl ¢ ¢marom SYN, B kotopbix IP-agpec u
IP Land HOMEp TIOpTa OTHpaBHTENsl coBmagaer ¢ IP-anmpecoMm m HOMepoM
[opTa MoTyvares.

brokupyer makerel, B KOTOpbIX IP-agpec mcTrouyHuka coBnagacr ¢

IP Spoof
P LAN IP-aapecom mapuipyTusaropa.
brnokupyer ¢pparmentupoBanubie IP-nakeTsl, eciau mpu cOOpKe dTHX
IP TearDrop pyeT Gbp P p P
MaKeTOB BO3MOXKHA OLIMOKA.
TCP scan brokupyer TCP-nakeTsl ¢ HEOMYCTUMBIMHE (JIaraMH.
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PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

MapameTp OnucaHwue

TCP/SYN ¢ AaHHbLIMK Brnoxupyer ~ TCP-makeret ¢ Qmarom  SYN, ecimn  onum
(bparMeHTI/IpOBaHLI NIIn COI[ep)KaT JaHHBIC.

binokupyer UDP-nmakersl, eciau OHH coxepKar HEKOPPEKTHbIE

UDP Bomb
C.]'Iy}KC6HLIC JaHHBIC.
CILBI/IHLTG NEPEKI0YaTeIib BIIPAaBO, YTOOBI 6J'IOKI/IpOBaTB HCTOYHHUKU
MMaKCTOB, 3alluTa IPOTUB KOTOPBIX AKTHBUPOBAHA B PA3ACIIC
BrnokunpoBka

Lpyrvne HaCTPOMKMW, Ha onpeieJICHHBIN TEPHUO/] BpeMEHH. 3aaaiire
HEOOXOMMMOE 3HAYEHHWE B CEKyHJaX B OTOOpa3UBIIEMCS TIOJIE
Bpems 6nokMpoBKu.

atakywuwero IP

[Mocne 3ananmst HeOOXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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Cucmema

B nannom paszzaene meHro Bbl MOKETE BBITTOJIHUTH CIEAYIONIUE NEHCTBUS:
*  U3MEHMTb NapoJib JUIS AOCTYIA K HACTPOIIKaM MapiipyTH3aTopa;
*  BEpHYTb MapLIPYTHU3ATOP K 3aBOACKUM HACTPOIKaM;
*  CJeNaTh PE3EPBHYIO KOMUIO KOH(DUTYpAIIMH MapIIPyTHU3aTOPA;
* BOCCTAaHOBHUTH HACTPOWKH U3 KOHPUTYpAITMOHHOTO (haiina;
*  COXPaHUTh TEKYIIME HACTPOMKH B DHEPrOHE3aBUCUMOM NAMSATH;
*  mepe3arpy3uTh MapuIpyTHU3aToOp;
*  U3MEHHWTH SA3bIK Web-unTepdeiica;
*  OOHOBHTH MMPOrPaMMHOE OOECIIEUeHUE MapIIPYTU3aTOPa;
* HACTPOUTHh ABTOMATHYECKOE YBEIOMJICHHUE O HAIMUUU HOBOM Bepcuu 110;
*  POCMOTPETH KYpPHAJT COOBITUI M HACTPOUTH MIEpeIavy *KypHalia Ha yIaJIeHHBIN y3e;

* IPOBEPUTH JIOCTYMHOCTb KAaKOro-TMOO y3/la CeTH HENOCPEeICTBEHHO U3 web-uHTepdeiica
HAaCTPOWKU U yIPABIICHUS,

*  OIpeneauTbh MapUIPyT A0 KaKOro-1u0o y37a;
*  pa3pelMTh WU 3aPEeTUTh JOCTYN K Mapuipytusaropy 1o nporokony TELNET;

* HAcCTPOMUTH aBTOMAaTUYECKYK) CHHXPOHHU3AILMIO CUCTEMHOIO BPEMEHM WJIM BPYUHYIO 3a7aThb
JaTty v BpeMs JJI1 MaplIpyTU3aTopa.
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KoHndurypauums

Ha crpanunie Cuctema / KoHdurypauma Bel MoxeTe M3MEHUTHh Mapojib YYCTHOW 3arucu
aJMUHHCTpATOpa JJIs TOCTyIa K web-uHTepdeiicy MapuipyTusaropa u i J0CTyIa K HaCTpOWKam
no mnporokosry TELNET, BOCCTaHOBUTH 3aBOACKHE HACTPOMKH MaplIpyTU3aropa, CO31aTh
pPE3EepBHYIO KOMMIO TEeKylled KOHQUTypallMd WJIA BOCCTAHOBUTH paHEe COXPAaHEHHYIO
KoHurypanuo u3 ¢aiiaa, COXpaHUTh W3MEHEHHBIE HACTPONMKM B SHEPrOHE3aBHCHUMOMN MaMSTH,
nepe3arpy3uThb YCTPONCTBO, a TaKKe U3MEHUTH SI3bIK Web-uHTepdeiica.

= £ O6HoeneHve MO KoHdurypauus

3aB0OCKWE HACTPORKK

Mornb3oBaTtensb
PesepBHas konus
admin
BoccTtaHoBMTL
HoBelit napont =]
CoxpaHuTb
MepeaarpyauTb
MooTeepxaeHue napons L=
Bpema 6231eRCTEMA (B MUHYTaX)®
5
Azwik
Pycckmi A

PucyHok 134. Cmpa+uua Cucmema / KoHgpuaypauyusi.

J1yis Toro 4TOOBI U3MEHUTH MApPOJIb YUCTHOM 3allUCH aIMUHHCTpaTopa, B pasaene Nonb3oBatenb
BBEIMTE HOBHIM mapois B nons HoBbIM naponb u MoarBepxaeHue napons. Mcnons3syiite
nudpbl, JTaTUHCKME OYyKBBHI BEPXHEro W HIDKHETO PETMCTpa M JIPYTHE€ CHMBOJBI, JOCTYIHBIE B
aMEPUKAHCKOM packinaake Kiasuarypsl’. Haxmure Ha 3Had0k MokasaTb ( & ), yro0bI 0TOOpa3HUThH
BBejIeHHbBIC 3HaueHus. 3ateM HaxkmuTe KHOTKy COXPAHUTD.

3alOMHUTE WM 3alUIIATe HOBBIM Iaposib aJMUHHUCTparopa. B ciyyae yTepu HOBOTro
napois aIMUHKMCTparopa Bel cMoXeTe MOoNyYrTh JIOCTYI K HACTPOWKAM MapIIpyTH3aTopa
¥ romxo mocre Boccranomnenns 3aBOJICKMX HACTPOEK M0 YMOJYAHMUIO IPHU MOMOIIU
- annapatHoi kHonku RESET. Takag nponenypa YHUYTOXWUT Bce 3ajaHHble Bamu
HACTPOWKH MapIpyTU3aTopa.
Jnst Toro 4TOOBI M3MEHUTH SI3bIK Web-uHTepdelica, B pacKpbIBaronieMcs cricke f3bIK BeIOEpHTE
HE00X0IMMOE 3HaYCHHE.

4 0-9,A-Z, a-z, npoben, !"#$%&' () *¥+,-./;;<=>2@[\|" " {|}~.
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Takke Ha JTaHHOM CTpPaHULIE TOCTYIIHBI CIEAYOLINE KHOIKH:

ArneMeHT OnucaHue

Knonka s cOpoca HacTpoek MapuIpyTH3aropa K 3aBOACKUM
ycTaHoBkaMm. JlpyruM BapuaHToM cOpoca HACTpOEK SBISETCS
ucrnionb3oBanue kHomkd RESET (cm. pasgen 3aonsas u nuscnan
nanenu, ctp. 14).

3aBoacKue HaCTPOMKKU

KHomka i coxpaHeHuss KOHQUTyparuu (BCeX NapamMeTpoB
MapuIpyTHU3aTopa) Ha JIOKAJIILHOM JIMCKEe KOMITbIOTepa. Pe3epBHas
KOTHSI HACTPOEK Oy/eT HAaXOIUTHCS B MAlKe 3arpy:KeHHBIX (haiinoB
Bamero Opaysepa.

PesepBHas konusa

Knonka mis BbIOOpa paHee COXpaHEHHON KoH(UTyparuu (Bcex
ImapamMeTpoB MapuipyTu3saropa) Ha JJOKAJIBHOM AUCKE KOMIIBHOTEpA U
BoccTaHOBUTL p p PPy pa) . P
cC Sany3KI/I. Ha)KMI/ITC KHOHKy n CJ'ICIIYI/ITC I/IHCTPYKI_[I/I}IM

JAUaJIOroBOro OKHa.

KHonka a1 coxpaHeHus1 HaCTPOEK B YHEPrOHE3aBUCUMOM MaMSTH.

MapuipyTuzarop coxpaHseT M3MEHEHUS HACTPOCK aBTOMATHYECKH.
CoxpaHutb Ecnu m3aMeHeHHblE HACTPONKUM HE COXpaHEHbl aBTOMAaTHYECKHU, B
IPaBOM BEPXHEM YINIy CTPAHHMIBI OTOOPa3sUTCs COOTBETCTBYIOIIECE
YBEIOMIICHHE.

Knonka mns mepesarpy3ku ycrpoictsa. IIpu mepesarpyske Bce

Mepe3arpy3uTb .
HECOXPAaHEHHbIE HACTPOUKH OYyIyT yTEPSHBI.

B none Bpemsi 6e3aencTBuA 3anaiite BpeMs mpocTosi (B MUHYTax), MO MCTEYEHHH KOTOPOTO
MapIIpyTH3aTOp 3aBEPIIHUT ceaHc padoThl uHTepdeiica. [To ymonyaHuio 3aano 3HayeHne 5. 3arem
Haxxmure knonky COXPAHUTD.
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O6HoBneHnune NO

Ha crpanuiie Cucrtema / O6HoBneHune MO Ber MoxeTe 0OHOBUTH BHYTPEHHEE MPOrPAMMHOC
obecrieueHre MapuIpyTH3aTopa, a Tak)Ke HACTPOUTh ABTOMATHYECKYIO IPOBEPKY HAIHYHS
oOnosnenuit ans [10 ycerpoiicTsa.

O06noBaenre BHyTpeHHero 110 MapmpyTH3aTopa peKOMEHIYETCS BBIIOIHATH TOJIBKO MIPU
] IIPOBOJHOM INOAKIIOYEHUN MaAPIIPYyTHU3aTOPa K KOMIIBIOTEPY.

= <{ WwaAN O6HoBneHne M0 =]

JNokaneHoe o6HOBNEHME YaaneHHoe o6HOBNEHME
@ Texywias eepcus M10: 3.0.6 Anpec cepeepa o6HOBNEHWA
fwupdate.dlink.ru
BLIEPATb ®AIAM... (Daiin He BbIGPaH

@ AeTomaTiueckn NpoBepATE 06HOBNEHNSA

@

NPOBEPUTb OEHOBNEHWA

PucyHok 135. Cmparuua Cucmema / O6HoeneHue [10.
Tekymias Bepcust BHyTpenHero 10 ycrpoiicTBa otoOpakaercs B mojie Tekywasa sepcus MO.

[lo yMomuaHuWiO B CHCTEME HACTPOEHAa aBTOMATHYECKas TMPOBEpPKAa HAIMYMUs OOHOBICHHIA
BHyTpeHHero [10 mapmpyrtusaropa. Ecniu B Macrepe HauambHON HACTPOMKK OBLT BHIOPAH PEKUM
Touka poctyna, NoBTtoputenb win KnueHT u na crpanune Hactponka coeguHeHun /
LAN B coucke PeXum HasHayeHuMsi nokanbHoro IP-agpeca BhbiencHO 3HauCHHUE
CTaTM4eCKUN, Ui aBTOMATHUYSCKOW MPOBEPKH HEOOXOAMMO Takke 3anonHuTh none IP-appec
Lnro3a.

Ecnu oOHOBIEHHE TOCTYIHO, B IPAaBOM BEPXHEM YINIy CTPAHHIIBI OTOOPA3UTCS COOTBETCTBYIOIIEE
YBEIOMIICHUE.

UroObl OTKIIIOYMTH aBTOMATHYCCKYIO TPOBEPKY OOHOBIICHWH, B paszacine YAaneHHoe
OOHOBMEHUe cBUHBTE MepeKioyaTe b ABTOMaTUYECKN NPOBEPATL OOHOBMNEHUS BICBO U
naxmure kHonky MIPUMEHUTb HACTPOWMKM.

YTto0Obl BKIIFOUYUTH aBTOMATHIECKYIO TIPOBEPKY OOHOBIICHHUH, B pasziere YAarneHHoe OOHOBnNeHue
CIBUHBTE IMEpeKiIouarei> ABTOMATUYECKU NPOBEPATb OOHOBMEHWA BIPaBO U HAKMHUTE
korky MPUMEHUTb HACTPOMKW. B rnone Aapec cepBepa 0GHOBNEHMWM 10 YMOITIaHHIO
yKa3aH ajjpec cepBepa oOHoBneHui D-Link — fwupdate.dlink. ru.

Ber moxere o00HOBUTH BHyTpenHee [IO wmapuipyTu3aropa JOKaldbHO (C JKECTKOTO JHUCKa
KOMITbIOTEpA) WK YIAJIEHHO (C cepBepa OOHOBIICHUH).
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JlokanbHOe 06HoB8/IeHUe

Buumanue! Bo Bpems OOHOBIEHHS NOPOrpPaMMHOTO OOECHEUEHHUS HE OTKIIOYANTE
- [IUTAaHUE MAPIIPYTU3ATOPA. ITO MOXKET MOBJIEYDL 32 COOOM BBIXOJ YCTPOWCTBA U3 CTPOSL.

ﬂJ’I}I JIOKaJIbHOTO 0OHOBIIeHHS 110 MapaIpyTu3aTopa BbIIIOJIHHUTC IICPCUNCICHHBIC HUKC JIeHCTBHS.

1. Ckauvaiite Qaiin ¢ HOBOI Bepcuel mporpaMMHoOro odecrnedeHus Ha caiite www.dlink.ru.

2. Ha crpanune Cuctema /| O6HoBneHune IO B pasaene JlokanbHoe ob6HOBREeHWe
Haxxmute kHOnKy BbBIBPATb ®AWII, 4rolsl ompenenuts MmecromonoxkeHue ¢aiina c
HoBol Bepcueii [10.

3. Haxwure knonky OBHOBUTD MO.

4. JloxnuTech nepe3arpy3ku MapuipyTu3aropa (oATOpbI-1BE MUHYTHI).

BBenute ums nonp3oBatens agMUHHCTpaTopa (admin) u TeKyumui mapoip A AOCTyna K
web-unTepdeiicy.
Ecnu nocne o6HoBneHus BHyTpenHero 10 mapuipytusarop He paboTaeT KOPpEeKTHO, HEOOXOAUMO
BOCCTAaHOBHTh 3aBOJICKME HACTpOiKu ycTpoictBa. Jlms storo Ha crpanune Cuctema /
KoHdumrypauma nHaxvute KHONKY 3aBOACKME HACTPOMKWU. JloxauTech mepe3arpy3ku
MapIIpyTHU3aTopa.
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YOaneHHoe o06HO8/1I€HUE

Buumanue! Bo Bpems OOHOBIEHHS NOPOrpPaMMHOTO OOECHEUEHHUS HE OTKIIOYANTE
- [IUTAaHUE MAPIIPYTU3ATOPA. ITO MOXKET MOBJIEYDL 32 COOOM BBIXOJ YCTPOWCTBA U3 CTPOSL.

ﬂJ’I}I YAAJICHHOT'O oononenus [10 MapaIpyTu3aTopa BbIIIOJHUTEC IICPCIYNCICHHBIC HUXKC JIEeHCTBHS.

1. Ha crpanune Cuctema / O6HoBneHue MO B pasnene YaaneHHoe obGHoBreHue
Haxxmute kHonky MPOBEPUTb OBHOBJIEHUSA, uTo0b! y3HaTh, CylIecTByeT JIM HOBas
Bepcus [10.

2. Haxwmure kxnonky OBHOBWUTb MO (kHomka otoOpaaercss Npy HAIWYMKA HOBOM BEPCHH
IPOrPaMMHOTO 00eCIIeYCHUS).

3. Joxkaurech nepesarpy3ku MapuipyTuszaTopa (oJaTopbI-IBE MUHYTHI).
4. BsemuTe UM MONIb30BaTeNs aAMUHHUCTparopa (admin) u TeKymuil mapoip AJs AOCTyMa K
web-unTepdeiicy.
Ecnu mocne ob6HoBnenus BHyTpeHHero [10 mapmpyTtuzatop He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTAaHOBHTh 3aBOJICKME HACTpOiku ycTpoictBa. Jlms »toro Ha crpanune Cucrtema |/
KoHdurypauma nHaxvute KHONKY 3aBOACKME HACTPOMKWU. Jloxaurtech mepe3arpy3ku
MapIIpyTH3aTopa.
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XXypHan cobbiTun

Ha crpanune Cuctema / XXypHan coObiTMA Bbl MokeTe HACTPOHMTH MapaMeTphl KypHalia
COOBITHIL, @ TAKXKE HACTPOUTH Mepeady KypHaia Ha BHEIITHHUHN y3eIl.

= < O6Hoenenve MO >KypHan COBbITUN =

Hacrpoiiku

XypHannposaHue

Bbl MOXETe HaCTPOWUTbL NapaMeTpbl XypHana cobbITUiA.

® BxiounTs

Tun YpoBeHb

4

JlokanbHbIN U yaaneHHbIn MHopMaLMOHHbIe cooBLLeHns v

@ JKypHan cobbITui XpaHuTCA B NaMATH MapLIpyTM3aTopa 1 NEPERAETCS Ha
y3en, 3anamHelid B none "Cepsep”

Cepeep*

Mopt*
514

NMPUMEHUTb

PucyHok 136. Cmparuuya Cucmema / XypHan cobbimulil. Bknadka Hacmpolku.

Yt0o0Bl paspemnth (HOPMHUPOBAHUE KypHana COOBITHIl, mepeiiaure Ha BriIanaky HacTpouku u
CIIBUHBTE ITepeKiodaresi> BKIHOUYMTL BrpaBo. 3areM 3a/1aiiTe HEOOXOIUMBIE TTapaMeTpBL.
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MapameTp OnucaHwue

XypHanupoBaHue

B packpsiBarommemcsi CIHCKE BBIOEpUTE HEOOXOAUMBINM  THII
KypHaJIUPOBAHHUS.

* JlokanbHbIA — >XypHaln COOBITHH XpaHUTCS B IaMSTH
mapuipytusaropa. Ilpu BbiOope 53TOro 3Ha4YeHUS O

CepBep u NopT He oToOpakaroTcs.
Tvn
* YpaneHHbIW — KypHan coOOBITHI mepemaeTcsi Ha Yy3ell,

3a7anHbIi B oie CepBep.

* JlokanbHbIN U yAaneHHbIW — XypHaJI COOBITUI XPAaHHUTCS
B IIaMATHU MapuIpyTu3aropa U nepeaacTcsa Ha y3Cll, 3a,£[aHHI>II71
B nosie CepBep.

Tun coobuieHuit 1 NpeaynpexaeHud, KOTopble OyIyT 3aHOCUTHCS B

YpoBeHb .
KYPHaJ COOBITHH.

IP- unun URL-aapec y3ma u3 JIOKaJbHOW WM INIOOAIBHOM ceTH, Ha

CepBe . N
p p KOTOpBII/I 6y,ueT nepez[aBaTbc;I >1<ypHaJ1 CO6I>ITI/II/I.

[Topr y3na, 3amanHoro B moime CepBep, Ha KOTOpHIH Oymer
MopT nepenaBarbesi KypHai coObITHil. [1o ymomyanuio 3amaHo 3HauYeHUE
514.

[Tocne 3amanust HeoOXoaUMBIX 3HaYeHUH Haxkmute kHonky MPUMEHUTD.

UroObl 3ampetuTh (GOpMUpOBAHHE KypHajda COOBITHH, CIABHUHBTE MEpeKiouaresi BKAOYMTL
BiieBo 1 Haxkmute kHonky MPUMEHUTD.
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YroObI IPOCMOTPETH JKypHAI COOBITHH, TIepeiianTe Ha BkiIaaky XKypHan.

= { Koudurypauus XypHan cobbiTui ()

XypHan

OBEHOBUTEL  3KCMOPT B ®AWN

132 pppd[984]: [silent-adv mode] waiting for pty ready signal or packets from server!!

32 pptp[987]: anon log[main:pptp.c:346]: The synchronous pptp option is NOT activated

:32 pppd[984]: Using interface ppp@

132 pppd[984]: Connect: ppp@ < /dev/pts/@

47 pptp[988]: anon warn[open_inetsock:pptp_callmgr.c:364]: connect: Connection timed out

147 pptp[988]: anon fatal[callmgr_main:pptp_callmgr.c:149]: Could not open control connection to

147 pptp[987]: anon fatal[open_callmgr:pptp.c:514]: Call manager exited with error 256
47 pppd[984]: Modem hangup
47 pppd[984]: Connection terminated.
47 pppd[984]1: _send_event_to_daemon (from [984Imain.c:die[1256]) msg:
[P@45action:down;iface:ppp®@ tus: link:auto_1;]
Dec 21 12 47 pppd[984]: disable kernel fast pptp
c 21 12 47 pppd[984]: , status: 16
c 21 12:11:20 pppd[1615]: entering dlock, dfd = -1
20 pppd[1615]: dlock: locked
pppd[1615]: pppd 2 started by admin, uid @
20 pppd[1615]: [silent-adv mode] waiting for pty ready signal or packets from server!!!
120 pppd[1615]: Using interface ppp@
20 pppd[1615]: Connect: ppp@ <--> /dev/pts/@
120 pptp[1617]: anon log[main:pptp.c:346]: The synchronous pptp option is NOT activated

PucyHok 137. CmpaHuya Cucmema / XXypHan cobbimul. Bknadka XKypHan.
Jnst oToOpaxkeHusl caMbIX TOCJIeAHUX coObIThil Haxkmute kHonky OBHOBUTD.

Jlns 3amucu KypHana coObITHH B (baili Ha JIOKAJIBHOM JHCKE KOMIIbIOTEpA Ha)XMHUTE KHOIKY
SKCIOPT B PAWIJI. Daiin Oyaet HaXOAWTHCS B MAIKe 3arpykaemMbix (aiiaos Barirero opaysepa.
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PyKOBO,EI,CTBO nonb3oBarend

MuHar

Ha crpanuinie Cuctema / MNMuHr Bel MoxeTre MpOBEPUTH JOCTYIMHOCTh KAaKOTO-THOO y3lia B
JIOKaJIbHOM MJTH TI100aIbHOM CETH C MOMOIIBI0 yTUIUTHI Ping.

Yrunura Ping oTmpaBisier 5X0-3ampochl yKa3aHHOMY Y31y CETH M (DPUKCHpYET IOCTYMaroIiue
OTBETHI.

)

= < Koudpurypauus MuHr
MuHr

Bl MoxeTe NPOBEPWTE OOCTYNMHOCTDL KaKoro-n nbo yana B nokanbHOI Uk rMobanbHoM CETK ¢ MOMOLLbID YTANWTEI ping.

KonusecTeo nonbimok®

3 IPv6  BONbIUE HACTPOEK

CTAPT OYUCTUTE

PucyHok 138. Cmpa+uya Cucmema / lNMuHe.

J11st IpOBEpKH TOCTYITHOCTH KaKkoro-imnoo y3ia BBenute [P-anpec wmm ums storo y3na B mosie XOCT
U 3ajiaiiTe KOJMYECTBO 3alIPOCOB, KOTOpPbIe OyIyT OTIpaBlIEHbI Ul IPOBEPKHU JOCTYIHOCTH, B MOJIE
KonunuyecTBO nonbITOK. Eciti 1 poBepKU JOCTYITHOCTH HEOOXOIMMO UCIIONB30BaTh MPOTOKOI

[Pv6, cneunbTe nepexitouarens IPV6 Bipago.

YroObl 3a7aTh TOMOIHUTEIbHBIEC HACTPOIKH, HaxkMuTe KHONIKY BOJIBLUE HACTPOEK.
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Pa3amep nakeTa (g Gantax)”

56

@ Jadaem xonuyecmeo Balm daHHLIX, KOMOPOe

Bydem omnpaaneHo

O¥MOaHue oTEETA (B CeXyHaax )"

pasnoe deodnomy RTT

PucyHok 139. CmpaHuuya Cucmema / [NMuHa. OkHO Q0ononHUMesbHbIX HaCMpPOeK.

B ortkpeiBiIeMcs okHe B ojic Pa3mep nakeTa 3amaiite 00beM JTaHHBIX (B 0aiTax), mepeaaBacMbIX
B 3anpoce. B none OxXnaaHue oTBeTa yKaxuTe MepUoj 0XKUIaHHs OTBETA Ha 3alPOC B CEKYH/aX.
UroObl BOCCTAHOBUTH 3HAUEHUs] TOJNEW, 3aJaHHbIE TI0 YMOJYAHHUIO, HAXKMUTE KHOIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Mocre 3a1anust JONMOIHUTEIBHBIX ApaMeTPOB HaxkMuTe KHOTKY OK.

YtobObl 3amycTuTh mpoBepky, Haxkmute kHomky CTAPT. Uepe3 HekoTOopoe BpeMsi Ha CTpaHUIIC
O0TOOPA3UTCS PE3YIbTAT MPOBEPKHU.

YT00BI yIanuTh pe3ysbTar npoBepku, Haxxmute kHonky OYUCTUTD.
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TpaccupoBKa MapLupyTa

Ha crpanunie Cuctema / TpaccupoBKa MapwpyTa Bbel Moxere omnpenenutbh MapHipyT
CIIEZIOBaHMS TAHHBIX JI0 KAKOTO-JIOO0 y3/1a CETH C TIOMOIIBIO YTHIUTHI traceroute.

= < Koudurypaums TpaccupoBKa mapLupyTa &

TpaccupoBKka MapLupyTa

Bbl MmoeTe ONpPeaennTEL MapLIpyT CNeqoBaHuA AaHHBIX 00 Karoro-nubo ¥3na ceTW ¢ NOMOLUbI YTUNWUTHI traceroute.

IPv6é  BONbLUE HACTPOEK

CTAPT O4YUCTUTE

PucyHok 140. CmpaHuya Cucmema / Tpaccupoeka mapuwpyma.

Jlyis onipenenieHust MapuipyTa BBeauTe umst win [P-aapec kakoro-nmu6o y3ia B moje XoCT. Eciu s
OTIpeIeTICHUST MapIIipyTa HEOOXOIUMO HCIOIB30BaTh MPOTOKON IPv6, cABHMHBTE MeEpexIrodaresh
IPv6 Bripaso.
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YroObl 3a7aTh TOMOIHUTEIbHBIE HACTPOIKH, HaxkmMuTe kKHONKy BOJIBLUE HACTPOEK.

MarcumansHoe sHaqerne TTL*

30

@ MarxcumansHoe KoMUYecmao NpoMEXymoYHbIX

yanoa

Konu4ecTeo NonmTor®

2

@ Konuvecmao nonsimox obpawsHus K

APOMENYMOUHOMY YTy

Bpema oxMaaHun (B cekysaax)®

3

® Oxudarue omaema (8 cexyHdax)

PucyHok 141. CmpaHuya Cucmema / Tpaccupoeka mapwpyma. OKHO G0NOIHUMEbHbIX HACMPOEK.

B OTKPBIBHICMCS OKHEC Br1 MmoxkeTe 3a1aTh CJICAYIOMUC NMMapaMETPhI:

MapameTp Onucanue

MakcumanbHoe 3amaiite MakcuMmasibHOE 3HadeHue mnapamerpa TTL (Zime to live,
3Ha4yeHue TTL epems dcu3nu). 3HaueHue 1Mo ymonyanuio — 30.

KonuyecTtBo nonbIToK | KoiamyecTBo MOMBITOK 00palieHus K IPOMEKYTOYHOMY Y31y CETH.

Bpemsa oxupaHus [Tepuon oxkuaaHust OTBETA OT MIPOMEKYTOUHOTO y3J1a CETH.

YroObl BOCCTAaHOBHTL 3HAYCHHS HOJ'Ief/'I, 3aJaHHBIC 110 YMOJIYaHWIO, HaXMUTEC KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Mocre 3aanust JONOIHUTEIBHBIX ApaMeTPOB HaxkmMuTe KHONKY OK.

Yto0b! 3amycTuth npoBepky, HaxxmuTe kHOonky CTAPT. Uepe3 HekoTopoe Bpemsi Ha CTpaHHIE
0TOOpa3UTCs PE3yabTaT IPOBEPKH.

UYrtoObl yoanuTh pe3ynbrar npoBepku, Haxmure kHonky OYUCTUTD.
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Telnet

Ha crpanunie Cucrtema / Telnet Ber MokeTe BKIFOYHMTH MM BBIKIIOUUTH JOCTYH K HACTPOWKaM

Mapuipytu3aropa 1mo nportokony TELNET wu3 nokansHoi cetu. Ilo yMonmuanuio AocTynm Mo
TELNET otkiroueH.

£ Tpaccnpoeka mapLipyTa Telnet

Telnet

Bbl MOXETe BKNOYMTE MAW BLIKAIOYWTE AOCTYN K HAacTpoAKaM MaplupyTW3atopa no npoTokony TELNET U3 nokansHoR ceTn.

) BrnwounTe Telnet

Mopt
23

PucyHok 142. CmpaHuya Cucmema / Telnet.

Yrob6sl paspemuts poctym nmo TELNET, capunbre nepexmodarens Bkrnounte Telnet Brnpaso. B
nosie MopT BBeauTEe HOMEP TOPTAa MapIIPYTU3ATOPa, Yepe3 KOTOPBIHA OyIeT paspeuieH J0CTyI (110
yMomuaHuo 3a1aH nmopt 23). 3arem Haxxmute kaonky MIPUMEHUTD.

Yro6sl cHoBa 3anpetuth goctyn nmo TELNET, caBunbte nepexiroyarens Bknrountb Telnet Bieso
u Haxxmurte kHonky MPUMEHUTD.
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CucreMHoe BpeMs

Ha crpanunie Cucrtema / CucrtemHoe Bpemsi Bol Moxere BpyYHYIO YCTaHOBHTH CHCTEMHOE
BpEeMsI MapIIpyTH3aTOpa WM HACTPOUTH aBTOMATHYECKYI0 CHHXPOHH3AIHIO CHCTEMHOTO BPEMEHH C
CepBEpOM BpeMeHU u3 ceTu HTEepHET.

= < Telnet CuctemMHoe BpemMs =

CuctemMHoe BpeMs

Bel MmoxeTe HacTpOWTL aBTOMaTHYECKYHD CUHXPOHW3aUWMKD CUCTEMHOMO BpeMEHHW C CEPBEDOM BpEMEHKN U3 CETHU MHTepHeT.

@ BxniounTs NTP OcHOBHOW 4acoBoWl NoAC A

GMT+03:00 Barpnan

KyeeWT, 3p-Pusag

Mocksa, CankT-lNeTepbypr, Bonrorpaa
J MonyuuTe agpeca cepeepoB BpemeHn no DHCP Haipo6u
Terepan
Baxpeit, Typuwa, Mpak, Memen, Katap,
KyeeiT, Caynoeckas Apasua

J MMepexon Ha neTHee Bpems

) 3anycTuTb B Ka4ecTBe cepBepa AnA NokKansHoM ceTu
@ OnpepenuTs nepuon OGHOBNEHNS aBTOMATMYECKM

OMNPEQENWTL YACOBOW NoAC
CucteMHan garta: 21.12.2020

CucTeMHoe Bpems: 12:21

Cepeepbl BpeMeHu

pool.ntp.org %

DNOBABWTEL CEPBEP

PucyHok 143. Cmparuya Cucmema / CucmemMHoe epems.
JIns1 HacTpOWKK 4acoOB MAPIIPYTU3ATOPA BPYUHYIO BBIIIOJIHUTE NEPEUUCIICHHBIE HUKE JEHCTBUS.
1. Casunsre nepekiodareinb Bkrnountb NTP siego.

2. B pasznenec HacTporku BpeMeHm 3anaiite HeoOXoaumbie 3Ha4eHust. UTOOBI 3a/1aTh BpeMs,
YCTaHOBJICHHOE Ha Barmiem koMmbroTepe WM MOPTAaTUBHOM YCTPOUMCTBE, HAKMUTE KHOTIKY

CKOIMNMUPOBATb JIOKAJIbHOE BPEMAI.

3. Haxwmure xnonky MPUMEHWUTb. Ilpu srom mons CuctemHas gata u CuctemHoe
BPEMFI 3aIIOJIHATCSA aBTOMATUYCCKHU.
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Jliss aBTOMaTu4eckoi CHHXPOHU3ALUMU YacOB MapIIPyTH3aTopa ¢ KaKUM-JIMOO CepBEpOM BPEMEHU
BBITIOJTHUTE NIEPEUNCIICHHBIE HUXKE JEHCTBUS.

1. Casunsre nepekmodareas Bknounts NTP Brpago.

2. B pasgenc CepBepbl BpeMeHU 3ajaaiite apyroii NTP-cepBep win ocTaBbTe 3HAYCHUE,
3aJlaHHOE 110 YMONIYaHuio. Ecin HeoOX0nMMo 3a1aTh HECKOIBKO CEPBEPOB, HAKMUTE KHOTIKY

AOOBABUTb CEPBEP.

3. B packpsiBatomiemcs cnricke OCHOBHOW 4acoBOM NOSIC BeiOepuTe Bamn yacoBoii mosic.
YroObl ykazaTh 4acOBOM IMOSIC, COOTBETCTBYIOIIMN HacTpolikam Baiero xommbroTepa win

TOPTAaTHBHOTO ycTpoiicTBa, Haxkmute knornky ONMPEQENUTH YACOBOW MNOSAC.

4. Haxwmure knonky MPUMEHWTDb. Ilpu stom mons CucteMHasa pata u CuctemHoe
BPEMS 3aroiHsITCs aBTOMATHYECKH.

YT10OBI HACTPOUTH ABTOMATHYECKHUI MEPEXO YaCOB MapIIPyTH3aToOpa Ha JICTHEE BPEMs, CIBHHBTE
nepekiouarens [epexon Ha neTHee BpeMms BrpaBo. B packpeiBaromemcs crnimcke YacoBoun
NOAC NeTHero BPeMeHM BBIOEPHUTE YaCOBOM IOSIC, KOTOPBIH OyNeT MCIOIB30BaThCSI B TCUCHUE
JIETHETr0 BPEMEHH, U 3aJaiiTe HeoOX0AUMbIe 3HaueHUs B paszienax Hayano neTtHero BpeMeHu u
KoHeu neTtHero BpemeHu. Haxxmute knonky TIPUMEHUTD.

B HekoTOpBIX citydasx MpoBaiiiiep caM MpeaoCTaBIsieT ajpeca CepBepoB BpeMeHu. B aToM ciydae
CIBUHBETE Tepekiarouaress Nonyyntb apgpeca cepBepoB BpemeHu no DHCP smpaso u
Haxmute kHonky TMPUMEHWUTb. Ytounure y Bamero mnpogaiinepa, TpeOyercs JiM JaHHas
Hactpoiika. Ecim mepexmiouarens [onyuutb apgpeca cepBepoB BpemedHu no DHCP
CIBHHYT BIpaBo, pasaen CepBepbl BPE@MEHU He 0ToOpakaeTcsl.

UYroObl pa3peluTh MOJKIIOUEHHBIM YCTPOWCTBAM HCIIONB30BaTh B KayeCTBE CEpBepa BpEMEHU
IP-anpec MapripyTu3zaTtopa B JIOKaJbHON TIOACETH, CABUHBTE IEpeKiIoyaresib 3anyCTUTb B
KayecTBe cepBepa A NnokKanbHOW ceTu Brnpaso u Haxxmute knonky MTPUMEHUTDb.

[To yMOM4aHHIO B CHCTEME HACTPOCHO ABTOMATHYECKOE OIPECICHHE WHTEpBala CHHXPOHH3ALMN
cucreMHoro BpemeHu. Ilpu stoM mepekirodarens OnpeaenuTb nepuon OOHOBMEHUA
dBTOMAaTU4eCKun CABHUHYT BIIPaBO. Y1005l HAaCTPOUTH HHTCPBAJI CUHXPOHHU3AIUU CUCTECMHOI'O
BPEMCHHM BpPYy4YHYIO, CIBHHbTEe Hepekimouarens Onpepenute nepuon OOHOBREHUSA
aBTOMaTM4YeCKM BiIeBO U B oroOpasuBmieMcs mnone [lepunon OOHOBRNEHUA 3anaiite
HE0O0XOMMOE 3HaueHue (B MUHYTaX).

H[!I/I BLIKJTIOYCHUN TIHUTAHUA WJIHA TIEPE3arpy3ke MapaipyTru3aropa ITPOUCXOJIUT C6[QOC
JaThl W BpPEMEHH YCTpoicTBa. Ecayu mapuipyTw3aTop HACTPOSH HA aBTOMATHYCCKYIO

CUHXPOHMU3AINNIO BPEMCHU, TO NP YCTAHOBKEC COCANHEHUA C CCTHIO HHTG[)H@T INOKa3aHuA
YacOB YCTPOMCTBA aBTOMATHYECKH BOCCTAHOBATCA. EciM Yackl MapmipyTh3aTropa ObLiv

HACTPOCHBI BPYUHYIO, HEOOXOJIMMO CHOBA 3aJ1aTh JIATy Wl BPEMS (CM. BBIIIIE).
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SHOekc.DNS

B nannom pasznene Bl MoxkeTe HacTpouTh padoty cepuca SAnmexc. DNS.

SAunexc.DNS — 3T0 cepBHC KOHTEHTHOW (UIbTpallMM, KOTOpbIM oOecrmeunBaeT padory DNS-
cepBepa, 3alUIAeT KOMIBIOTEP OT BPEIOHOCHBIX CAHTOB M ONOKHpPYET HOCTyNl K pecypcam,
HEXEJIATEIbHBIM IS IPOCMOTPA JEThMU.

HacTtpoWku

Ha crpannne AHpekc.DNS / Hactpowku Bei moxere Brarounth cepuc SHmekc.DNS wu
HACTPOMTH PEKUM €ro paboTHI.

= < CucremHoe Bpems HacTtpoiku

Anpexkc.DNS

ﬂ HﬂeKc BricTpblil DNS-cepeuc 0T AHOSKca C QONCNHWTENBHEIMK yHKLMAMKY BesonacHoCTH

Y7o Takoe Angexc.DNS

® BxnounTs

PeMHMIK3YMOHHaHHm

@ Bee Hoesie yompolcmeas Gydym modkmioyamec 8 6eI0paHHOM peXuMe
() Bes zauuTsl

(® Besonachbiii

(O Dercxuit

@ B GesonacHom pasume Gydym safnoruposatbl calimsl, KOMOPbe NuMarimcd yrpacms Bawu naponu, HampuMep, oM cOLUanbHEIX CEMeld, 8 Marme califbl, KOmopble

MO2yIm 38pa3ume Ball KOMNLIOMED SUpYCaMU. SMOM PeXUM DEXOMEHA0saH Ana BONbLIUHCMea NoMs308amened.

@ Ans yempolcme & demckom pexuMe dononsumens+o Bydym 3abnokuposans! calms! "dns espocneix”. PexomeHdyemes SKMoYame 3mom pexum dns yempoldcome,

KOMOpsaIMU NoMe3YIMes demu.

NPUMEHWUTBb

PucyHok 144. Cmparuya SIHdekc.DNS / Hacmpoliku.

UYroObl monmyuynts OoJiee MOIPOOHYI0 MH(OpMALHUIO O CEepBHCE, HAXMHUTE CChUIKy YTO Takoe
Anpekc.DNS.

UroOsl BKITtOUNTE cepBuc Sumexc. DNS, ciBunbTe nepekitouarenb BKNHOYNTB Bripago.
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[lpu BrmoueHHoMm cepuce Snaekc.DNS Ha crpanune pocrynen pasgen Pexum no
ymMmon4yaHuw. YtoObl HacTpouTh GUIBTPANMIO JUISI BCEX YCTPOWCTB JIOKAJBHOW CETH
MapLIpyTH3aTOpa, BEIOEpUTE HEOOXOIUMOE 3HAYCHHE B CIIUCKE:

* bes 3awmTbl — npu BeIOOpE 3TOrO 3HaUeHMs cepBHC obecreunBaet paboty DNS-cepsepa,
HO HE OTPaHUUYMBAET JIOCTYII K OMIACHBIM caiiTaM;

* bBe3onacHbIN — 1pu BEIOOPE ITOTO 3HAYCHHUS CEPBHC OJIOKUPYET TOCTYI K BPEIOHOCHBIM U
MOIIIEHHHYECKUM Web-caiTam;

* [leTCKUM — mpu BHIOOpPE ITOTO 3HAYCHHUS CEPBHC OJIOKUPYET MOCTYI K BPEIOHOCHBIM U
MOIIIEHHUYECKUM web-caiiTam, a Takke OJOKHpYyeT JOCTYN K pecypcam, HeKelareabHbIM
JUTS IPOCMOTPA JEThbMH.

Br16panHblii pesxuM (GuiabTpaiiu Takke OyaeT JeiiCTBOBaTh Al BCEX BHOBb MOJKIIOUEHHBIX K CETH
MapuIpyTH3aTopa yCTPOHCTB.

[Mocne 3ananmst HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YroOs! oTimounTh cepBuc SHmexkc.DNS, cniBuHbTe nepekirodarens BKMNOYMTL BiIeBO 11 HOKMUTE
kHonky MPUMEHUTD.
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HacTtpoiika mappyTusatopa

YcTpoucTBa M npaBuna

Ha crpanuie AAHAekc.DNS / YctponctBa n npaBuna Bbel MoxkeTe Ha3HAaYMTh KaKOMY-JIHOO

YCTPOMCTBY JIOKaJIbHON CETH OTAEIbHBIA PEKUM (QUIBTPALIUH.

= < Hactpoiiku YcTpoWcTBa U Npasuna

N3BecTHble KNWEHTbI

P-anpec MAC-anpec Mma Mpasuno

192.168.0.2 00:13:46:62:2F:4C - @

o ymonyaxuio (BesonacHeli)

Mpaeuna +

P-anpec MAC-anpec s Pexum

NPUMEHUTb

PucyHok 145. CmpaHuya S5IHOekc.DNS / Ycmpolicmea u npasuna.

B pasnesne U3BeCTHbIE KITMEHTbI 0TOOpaXKaroTcs yCTPOUCTRA, MOJKITFOYCHHBIC K JIOKAJIbHON CeTH

MapLIpyTH3aTOpa B HACTOALINI MOMEHT, U COOTBETCTBYIOLIUN UM PEXUM (PUIBTpALIUU.

Yt00bI CO31aTh’ HOBOE MPABUIIO (DUIIBTpAIIUK JUIs KAKOro-1ubo yCcTpoiicTBa, B pasneie lMpaBuna

Haxxmute kHonky JJOBABUTDb (+ ) wiu B paznene NU3BeCTHbIe KIMMEHTbI LICTKHHUTE JIEBOU

KHOIIKOM MBIIIM Ha Ha3BaHUU pPeKUMa (pI/IJ'IBTpaI_II/II/I B CTpPOKC YCTpOﬁCTBa, AJid  KOTOpOTro

HEO0OXO0MMO CO3/71aTh MPABUIIO.

5 Tlpu co3maHWW HOBOTO TIpaBWiia ¢uibTpaiii Ha crpannie Hactpowka coeauHeHun / LAN oroGpaxaercs

cesaska MAC-anpeca u [P-aapeca. CozganHast cB3Ka ynajsieTcsi BMECTE C COOTBETCTBYIOIUM MPABUIIOM.
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Hoeoe npaBuno X

MAC-agpec*

PyKoBOACTBO nosib3oBarerns HacTpoitka mapwpyTh3aTopa

IP-anpec”

AOBABUTb

() Bea zawuTel
(®) BezonacHblit
() Derckuii

COXPAHWUTb

PucyHok 146. [JobaeneHue npasguna 0n1s cepsguca SHHdexc.DNS.

B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3amaTh CJICAYIOIIUC MapaMETPBhI:

MapameTp OnucanHne

MAC-aapec ycTpoicTBa U3 JOKaJbHOW CETH MapuipyTusaropa. Bel
MOXXET€ BBIOpAaTh YCTPOWCTBO, MOJKIIOYECHHOE K JIOKAJIBHOW CeTH
MAC-agpec MapIIpyTH3aTopa B JaHHBIH MOMEHT. J[JIsl 3TOr0 B paCKphIBAIOIIIEMCS
CIIMCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (TIpH 3TOM IIOJIE
3aI10JIHUTCS. aBTOMAaTUYECKH ).

IP-anpec ycTpolicTBa U3 TOKaJIbHOW CETH MapUIPyTU3aTOPA.

Ecnu Bbl XoTHTE Ha3Ha4MTh HECKOJIBKO MOCTOSIHHBIX [P-ampecos
ycTpoicTBY ¢ ormpeaeneHHbIM MAC-aapecoM, HaXMUTE KHOIKY
OOBABWUTb u B ortobOpasuBmiciics ctpoke BBeaute IP-ampec.

IP-agpec . .
VYeTpoiicTBO JIOKanbHOW ceTM MokeT uMeTb ofauH [Pv4-aapec u
HeckonbKo [Pv6-anpecos.
YroObl yaaiuTh aJpec, HAKMHUTE Ha 3HAY0K YAANUTb (*) B CTPOKe
ajapeca.
st 3amaiiTe Ha3BaHWUE I YCTPOMCTBA B CETH Ui YIOOHOU

uneHTuUKaIuu (Heoosa3amenvublil napamemp).
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MapameTp OnucaHue

Bribepute pexum pabotel cepBuca Sugexc.DNS s maHHOTO
YCTPOMCTBA.

« be3 3awuTbl — mnpu BBIOOpPE 3TOrO 3HAUCHHS CEPBUC
obecnieunBaeT pabory DNS-cepBepa, HO He OrpaHMYHBAET
JOCTYII K OITAaCHBIM CalTaM.

[ ] Y —
Pexum Be3onacHbIn MpU  BBIOOPE ITOTO 3HAYCHUS CEPBHUC
OJIOKHPYET JOCTYI K BPEAOHOCHBIM U MOIIICHHUYECKUM Web-
caiitaM.

* [leTCKMM — nipu BBIOOpE ATOTO 3HAYCHHUSI CEPBHUC OJIIOKHUPYET
JOCTYI K BPEJOHOCHBIM M MOIIEHHUYECKUM Web-caiitaM, a
TaKke OJOKHPYET IOCTYN K pecypcam, HeKelIaTeIbHBIM IS

IIPOCMOTpPA JETHMU.

[Mocune 3ananust HeoOxoauMBbIX apamerpoB Haxkmute kKHOolky COXPAHUTD.

YT1o0OBI 3a4aThb APYTruc nmapaMeTphbl IJId KaKoro-anbo ImpaBujia, BBI6epI/ITC COOTBCTCTBYIOIIYIO CTPOKY
B Ta6J'II/II_[C, B OTKPBLIBHICMCA OKHC HU3MCHUTC HCO6XO,Z[I/IMLI€ napamMeTpbl U HAXKMHUTC KHOIIKY

COXPAHUTD.

Uto0BI yIamuTh Kakoe-11u00 MpaBUiIo (GUIIBTPAIINH, YCTAaHOBHUTE (IIAKOK, PACTIONIOKECHHBIN ClIeBa OT

F—N
COOTBETCTBYIONIEro npaBuia, n HaxkmuTe kHonky YOAJIUTL ([U). B Takke MoxeTe yaamuTh
NPaBUJIO B OKHE U3MEHEHUS TapaMeTPOB.

[Tocie 3aBeprieHus padboThl ¢ mpaBuiamu HaxxmuTe kHonky MPUMEHUTDb.
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PykoBogfcTBO nonb3oBarens MapLupyTusaTopa

MABA 5. PEKOMEHOALUX 1O WUCIMOJIb3OBAHUIO
MAPLUPYTU3ATOPA

lMpaeuna u ycnoeusi 6e3onacHolil aKcryamauyuu

BHuMmarenpHO npounTanTe AaHHBIM pa3fesl Nepel YCTAHOBKOW M IIOAKIKOYEHHEM YCTPOKCTBA.
Y6enurech, 4TO YCTPONWCTBO, aAanTep NUTAHUS U KaOelnu HE UMEIOT MEXaHMUECKUX MOBPEXKICHUH.
YCTpoHCTBO MOMKHO OBITH HCIIONB30BAaHO TOJBKO 10 Ha3HAYEHHIO, B COOTBETCTBHHM C
JIOKyMEHTAaIUEN.

VYCTpOUCTBO NpPENHA3HAYECHO I DKCIUIyaTallMd B CyXOM, YHMCTOM, HE3aNbUIEHHOM W XOPOLIO
IIPOBETPUBAEMOM IIOMELICHUU C HOPMAaJIbHOM BIIAJKHOCTBIO, B CTOPOHE OT MOUIHBIX MCTOYHUKOB
temwia. He ucnonp3yite €ro Ha yJluie 1 B MECTax C MOBBIIIEHHON BIaXXHOCThIO. He pa3memaiite Ha
YCTPOICTBE MOCTOPOHHHME MpPEAMEThl. BEHTHIALMOHHBIE OTBEPCTHSI YCTPOWCTBA JOJKHBI OBITh
OTKpBITHL. Temreparypa OKpy»Karouleil cpelpl B HEMOCPEICTBEHHON ONM30CTH OT YCTpOICTBa U
BHYTPH €ro KopItyca AoinkHa 0bITh B mipenenax ot 0 °C mo +40 °C.

Hcnonp3yiite aganTep NUTaHUS TOJBKO M3 KOMIUIEKTAa IIOCTaBKM ycTpolcrBa. He BKirrouaiTe
aJanTep MHUTaHUs, €CIM €ro KOpIyc WiIM Kabenb MmoBpexaeHsl. lloaxitouaiite agantep MUTaHUA
TOJIBKO K MCIIPABHBIM PO3E€TKaM C IIapaMeTPaMHM, YKa3aHHbIMM Ha aJlanTepe MUTaHus.

He BckpsiBaiite kopmyc yctpoiictBa! Ilepen o4uucTkoi yCTpoWCTBa OT 3arpsi3HEHUW U TBUIMA
OTKJIIOUUTE THTAaHHE YCTPOWCTBA. VYHaisiiTe MbUTb C TOMOLIbIO BiIaxHOH canderku. He
UCTIONIB3YHTE KUJIKHE/adpO30JIbHbIE OYMCTUTEIN WM MarHUTHbBIE/CTaTHYECKUE YCTPOMCTBA JUIS
ouncTKy. V30eraiiTe monanaHus BIard B yCTPOMCTBO U alaniTep MUTAHUS.

Cpok cityx0bl ycTpoiicTBa — 2 roa.
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PekomMeHgaLmMmu No UCnonb3oBaHUIO

PykoBoAcTBO nonb3oBartens MapLupyTusaTopa

PekomeHOayuu no ycmaHoeke 6ecripoeodHbIx ycmpoulucme

becnpoBoanoii MmapmpyTtuzatop DIR-615S no3Bosnser nmonmy4uuts goctyn k Bamieit cetu ¢ moMoIibio

OeCIIPOBOAHOTO COEIMHEHUS MPAKTUYECKU W3 JII000M TOUKHM B paauyce ACUCTBUS OeCIpOBOAHON

cetu. OnHaKo cleayeT YYHUTbIBaTh, UYTO KOJIMYECTBO CTEH U MEPEKPHITUH, KOTOpbIe OyaeT

mpeoaoJICBaTb CUT'HAJ, UX TOJIIHWHA WU PACHOJOKCHUC MOTI'YT YMCHBIIUTL paauycC [Ief/'ICTBI/ISI CCTH.

Panuyc oxBara cetu B OONBIION CTENEHM 3aBUCUT OT THIIOB MaTepHalia U YPOBHSI COIyTCTBYIOLIUX

paZnOYacTOTHBIX HIYMOB B JoMe WK oduce. UToOb MakCHMAaJbHO YBEITHUUTH PATUYC NEHCTBUS

Barreii 6ecripoBoIHOM CETH, BHITIOJHUTE IMEPEUNCICHHBIC HUKE PEKOMEHIAITIH.

1.

Pacnonoxxute MapuipyTu3aTop Tak, YTOObI KOJMUYECTBO MPENSATCTBUN (CTEH, NEPEKPBITHIA U
T.I.) MEKIY MapHIpyTHU3aTOPOM U JIPYTHM CETEBBIM 00OPYIOBAaHHEM OBLIO MHHHUMAIIbHBIM.
Kaxxnoe mpensTcTBHe COKpaIlaeT paguyc IeHCTBUS OECIPOBOAHONW CETH Ha HECKOIBKO
meTpoB (ot 1 10 30 m).

MBICIIECHHO NpPOBEAUTE JIMHUIO MEXIY MapIIpyTU3aTOPOM U CETEBBIM YCTPOUCTBOM.
Pexomenayercss pacroyio)KuTh YCTpOWCTBAa Tak, 4TOObI 3Ta JIMHMUS  IPOXOJIMIA
MEPHEHINUKYIIAPHO CTE€HAM WX IEPEKPBITUAM, HAXOAAIMMUMCI MEXIY MapLIPyTU3aTOpOM U
CCTCBBIM YCTpOﬁCTBOM (}1.]'[5[ CUTrHaJia, IpOXOAAIICTo HPCIATCTBUC I10J YIJIOM, TOJIIIHWHA
MPENSTCTBUS TOpa3io OOJbIIE).

OOparure BHMMaHHWE Ha Marepuall, U3 KOTOPOIo CJIEJIaHO MpensTcTBUe. MaccuBHas
JKeJe3Hasi JIBepb WIM AJTIOMUHUEBBbIE OalKd, OKa3aBIIMECs B 30HE OECIpOBOJHOM CeTH,
YMEHBIIAIOT e€e paauyc aAeictBusa. IlocrapaiTech pacnonoxuts Bam mapmpyrtusarop,
TOYKH JIOCTya M KOMIIBIOTEpPBI TaK, YTOOBI CHUTHAJ MPOXOAWJ 4Yepe3 TOHKHE CTEHbI MU
JIBepHble MpoeMbl. Ha curHan HEratuBHO BIMSIIOT CTEKJIO, CTallb, METAJUl, CTEHBI C
U30JISIMEH, BOa (aKBapUYMBI), 3epKaia, MKadbl, KHPIUYHBIE 1 OETOHHBIE CTCHBI.

Hepxxute MapmpyTuzaTop BAaid (Kak MHUHHMYM, Ha paccTosHun 1-2 wmeTrpa) ot
AIIEKTPUYECKUX MPHUOOPOB WIH YCTPOICTB, CO3MAMIINX PATHOYACTOTHBIC IOMEXH.

Pamnorenedonsr ¢ Hecymedt wactotoit 2,4 I'Tu umu obopynoBanue cranmapra X-10
(GecipoBOsIHBIE YCTPOMCTBA THUIA MOTOJIOYHBIX BEHTHJISATOPOB, OCBETUTENBHBIX NMPHOOPOB
WINA JIOMAIllHEH CUCTeMBbI O€30MacHOCTH) MOTYT OKa3aTh HETaTHMBHOE BIHMsHUE Ha Bae
OecripoBofiHOE coeaMHeHHe. YOernutech, yTo 0a3a Bamero panuorenedona c Hecymiei
ygactotoit 2,4 I'T1 MakcuMasibHO ynajieHa oT Bammx OecrpoBOIHBIX ycTpoicTB. OOpaTuTe
BHUMaHue, 4To 0a3a paauorenedoHa IMepeJaeT CHrHall Ja)xe TOraa, Korja TenedoH He
UCTIOJIb3YETCH.
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DIR-615S BecnposoaHon mapLupytudatop N300

PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

MABA 6. ABBPEBUATYPbI N COKPALLEHUA

Tp €The MOKOJICHUE TEXHOIOTUH

3G Third Generation .
MOOUIILHOM CBS3H
AC Access Category Kareropus nocryna
AES Advanced Encryption Standard ViydmieHHbIH CTaHaapT MUPPOBAHUS
AP Access Point Touka moctymna
. IT MAC-
ARP Address Resolution Protocol POTOKOI UIA OHpe,Z[eJICHI/Ifi
anpeca no [P-agpecy yctpoiicTBa
BPSK Binary Phase-shift Keying JlBomuHast ha3oBast MOIYIISIIUSL
. . . b i
BSSID Basic Service Set Identifier A30BBIH HHeIfTHq)HKaTOp
0ecTpOBOAHOMN CETH
CCK Complementary Code Keying Moyasiiust JOTOTHSFOIIAM KOIOM
L IT e
Challenge Handshake Authentication POTORON ayTeHTHUKALHH ©
CHAP Protocol IpeBApUTEIbHBIM COIVIACOBaHUEM
BBI30Ba
) o . ) O
DBSK Differential Binary Phase-shift Keying THOCHTEIbHAA ABOHTHA (hasoBas
MOTYJISAIUS
DDNS Dynamic Domain Name System JluHamMu4decKasl cucTeMa JOMEHHBIX
UMEH
o . . P
DDoS Distributed Denial of Service ACHIpeIlCIICHas atdia THia OTxas B
00CITyKUBaHUH
DES Data Encryption Standard Crangapt mudpoBaHus JaHHBIX
. . IT 7 7
DHCP Dynamic Host Configuration Protocol ygle(;TOKOH AHAMIHCCROM HaCTpOUIH
DMZ DeMilitarized Zone Jlemmintapu3zoBaHHas 30Ha
DNS Domain Name System CucreMa TOMEHHBIX UMEH
. IIpotokon oOHapykeHus
DPD Dead Peer Detection
HepaboTaroIIero nupa
DQPSK Differential Quadrature Phase-shift OTtHocuTenpHas KBaapaTypHas (azopas
Keying MOTYJISIIHS
DSL Digital Subscriber Line [udposas aboHEHTCKASI TUHUS
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

[[IupoxoronocHas MOLYJISALHUS C

DSSS Direct-sequence Spread Spectrum
NPSIMBIM PAcIIMPEHUEM CIEKTpa
. o CooOuieHue ¢ yBeIOMIEHUEM O
DTIM Delivery Traffic Indication Message B e
nepenade Tpapuka
Ethernet over Generic Routing Nuxkancymsmus Ethernet-kagpos mo
EoGRE :
Encapsulation nporokony GRE
. . Cpennee Bpems 110 I puHBHYCKOM
GMT Greenwich Mean Time pet p P Y
MepUIrany
GRE Generic Routing Encapsulation OO1m1ast ”HKATICYIISIHS MapIIPYTOB
Global System for Mobile
GSM yoet I'moGanbHas cucTeMa MOOMIIBHON CBS3H
Communications
HTTP Hypertext Transfer Protocol [IpOTOKON TEpena I runepTekcTa
Pacmupenue nportokona HTTP pst
HTTPS Hypertext Transfer Protocol Secure MOAJCPIKKH MIHU(PPOBAHUS B IEIAX
0€301MacHOCTH
[TpoTOKOT MEKCETEBBIX YIPABIISIOIINX
ICMP Internet Control Message Protocol P . yop -
cooOmeHni
ID Identifier Unentuduxarop
«VHTepHeT-1ILTI03, TIPOTOKOI
IGD Internet Gateway Device yIpaBIICHUs YCTPOWCTBAMH Yepe3
MHTEPHET-IIIJII03
[IpoTokon ynpaBieHus rpymiaMu B
IGMP Internet Group Management Protocol P yip by
cetu IHTEpHET
[IpoTokon oOMeHa KIIO4aMHU MexX
IKE Internet Key Exchange P . ol
nByms y3iamu VPN-coenunennii
. . . YHHKaJIbHBIA MEXKIYHAPOIHBIN
International Mobile Equipment AYHApOA
IMEI : UACHTUPHUKATOP MOOUIBHOTO
Identity .
yCTpPOHCTBA
. . ) YHUKaIbHBIA MEXKyHAPOIHBIN
International Mobile Subscriber AYHApOL .
IMSI . uaeHTUGUKaTop a0OHEHTa MOOHIHLHOMN
Identity
CBSI3U
IIporoxon MHTEpHETA, MEKCETEBOU
IP Internet Protocol
MIPOTOKOJT
IPTV Internet Protocol Television Tenesunenue 1o IP-nporokomy
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

HpOTOKOJ'I JJIA obecneyeHus 3aIIUThI

IPsec Internet Protocol Security JAHHBIX, TIEPEIaBACMBIX T10
MeEKCeTeBOMYy IpoToKoiy 1P
ISP Internet Service Provider UnrtepHeT-TpoBaiep
L2TP Layer 2 Tunneling Protocol TyHHEIBHBIH MPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokasibHasI CETh
) [IpoTokon ynpaBieHus: KaHAJIOM
LCP Link Control Protocol P yrp
nepeaavn JaHHBIX
LED Light-emitting diode CBetomuon
«JlonrocpovHoe pa3BUTHEY», CTAHAAPT
LTE Long Term Evolution BBICOKOCKOPOCTHOM O€CITpOBOIHOM
CBSI3U
. VYrpaBieHue T0CTyIoM K cpelie
MAC Media Access Control P AOCLY pe
(mepenauu JaHHBIX )
. . . . Heckonbko nuneHTH(UKaTOPOB
MBSSID Multiple Basic Service Set Identifier ﬂv ¢ P
0ecTpoOBOAHOMN CETH
MIB Management Information Base basa ynpapistonieii mHpopManyu
Mertos mpoCTpaHCTBEHHOTO
. . KOJIMPOBAHUS CUT'HAJIA, UCTIONB3YOIIHN
MIMO Multiple Input Multiple Output AP Yot
CHCTEMY C MHO>KECTBOM KaHAJIOB
nepeavn u npruema
[Tpotokosn mmdpoBaHus TaHHBIX,
MPPE Microsoft Point-to-Point Encryption | MCIIONb3yeMblii MOBEPX COCIUHEHHUI
PPP
. [TpoToko MpoBepKH MOJTUHHOCTH
Microsoft Challenge Handshake P POBEp .
MS-CHAP o MEX]y CEPBEPOM H KITUCHTOM 0e3
Authentication Protocol
nepeaavn napost
. . . MaxkcuMaibHbIN pazme
MTU Maximum Transmission Unit P P
nepeaaBaeMoro maKera
NAT Network Address Translation [IpeoOpa3oBaHne CETEBBIX aIPECOB
NIC Network Interface Controller CereBoii agantep
NTP Network Time Protocol CeTeBoii IPOTOKOJT CITY>KObI BpEMEHU
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Orthogonal Frequency Division

MYJ'ILTI/IHJ'ICKCI/IpOBaHI/Ie C

OFDM . . OpPTOTrOHAJIBHBIM YaCTOTHBIM
Multiplexing
pasIeneHneM CUTHAIOB
PAP Password Authentication Protocol [IpoTokon ayTeHTUDHUKAIMK TIO TAPOITIO
. Hacrpoiika ¢ noMOuIp0 Ha)kaTus Ha
PBC Push Button Configuration P B
KHOTIKY
PFS Perfect Forward Secrecy CoBepiiieHHas npsiMasi CEKPETHOCTb
PIN Personal Identification Number JInyHbIi HIeHTU()UKATMOHHBIA HOMED
PoE Power over Ethernet [Mutanue no cetu Ethernet
PPP Point-to-Point Protocol IIpoTokosn THHa «TOYKa — TOUKA»
pppd Point-to-Point Protocol Daemon Jemon npotokosia PPP
. . [IpoToKoI THITa «TOYKA — TOYKA O
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHEJIbHBIN IPOTOKOJI THUIIA «TOYKa-
PPTP Point-to-point tunneling protocol Y P
TOYKa
PSK Pre-shared key OO0mM Koy
PUK PIN Unlock Key Kitou nnst paz6nokupoBanusi PIN-kona
. . KBagparypnas ammntynHas
QAM Quadrature Amplitude Modulation APATYP e
MOTYJISITUS
QoS Quality of Service KauectBoO ycmyr
QPSK Quadrature Phase-shift Keying KBanpatypHas da3zoBast MOIYIIAIUSL
RADIUS Remote Authentication in Dial-In User |Cinyx0a ynaneHHo# ayTeHTU(UKaun
Service MIOJIH30BAaTEIISI KOMMYTHPYEMOW CETH
. . [Tporokon oOMeHa TaHHBIMU JIISI
RIP Routing Information Protocol P A A
MapIIpyTH3aLUH
) ) . |IIpoTrokon oOMeHa JaHHBIMU AJIs
Next Generation Routing Information P A .
RIPng MapHIPyTH3aIHH CIIETyIOIIETo
Protocol
MOKOJICHUSI
RTS Request To Send 3anpoc Ha OTIpPaBKy
. . [IpoTokos NOTOKOBOM Ilepeayu B
RTSP Real Time Streaming Protocol P pedl

pexuMe peasbHOTO BpEMEHH
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COC,I[I/IHCHI/IG obOecreueHus

SA Security Association
0€301MacHOCTH
. . OnHoBpeMeHHasl paBHOIIpaBHAas
SAE Simultaneous Authentication of Equals AHOBP P P
ayTeHTHU(HUKALNS
SIM Subscriber Identification Module Moayib uaeHTH(GHUKAIMKH a0OHEHTA
SIP Session Initiation Protocol [IpoTokon ycTaHOBIEHUS ceaHca
«bJIOK coo0mIeHHH cepBepay, IPOTOKOI
SMB Server Message Block . P pv P
JUIst O0IIIero TocTymna K (haitnam
. [IpocToii mpoTOKONI CETEBOTO
SNMP Simple Network Management Protocol P P
yIpaBIICHUSI
CeTeBoil MPOTOKO YJAJIEHHOTO
SSH Secure Shell P e
yIpaBJICHUS
SSID Service Set Identifier Wnentudukarop 6eCrpoBOIHON CETH
. . [IpocTpaHCTBEHHO-BpEMEHHOE OJIOUHOE
STBC Space-time block coding poCIp P
KOJMPOBaHUE
. [Iporokon ynpasneHus nepeaadeit
TCP Transmission Control Protocol P yrop pe
JTAHHBIX
. [IpoTokon BpeMEHHOM LENOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KITFOU et
UAM Universal Access Method YHHUBEpCaJIbHBIA METOJ 1OCTyIa
[IpoTokoI moIb30BaTEIBCKUX
UDP User Datagram Protocol P
JararpaMmm
. YHUBEpCaNbHBIA PEKUM «BKIIIOUU U
UPnP Universal Plug and Play pv P
pabotaii»
URL Uniform Resource Locator EnuHblil ykazaTens pecypcoB
. . YHUBepcallbHas OCIe0BaTeIbHAS
usSB Universal Serial Bus P A
IIMHA
VLAN Virtual Local Area Network BuptyanbHas J0KajgbHas CETh
VPN Virtual Private Network BupTtyanbHas yacTHas ceTh
. . HNnentuguxarop BUPTyaIbHOIO
VRID Virtual Router Identifier A ¢ P BUPLY

MapuIpyTHu3aTopa
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) IIpoTOoKOa PE3EPBUPOBAHNS
VRRP Virtual Router Redundancy Protocol P be3epBHp
BHUPTYaJIbHOTO MapIlIpyTH3aTopa
WAN Wide Area Network I'moOanwsHas cethb
. . . BbesomacHoCTh, aHaJOrMYHAas 3aIIUTE
WEP Wired Equivalent Privacy . B
ITPOBOJIHBIX CETCH
I ) N «becnpoBoHast TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOA . A4p
0eCcTpOBOIHON CBS3H
WISP Wireless Internet Service Provider Becnposoanoii HTEpHET-TIpOoBaiiiep
WLAN Wireless Local Area Network BbecnpoBoHas nokanbHas ceTh
o ) ) Ilepenadya MyJIBTUMEIANHBIX JAHHBIX
WMM Wi-Fi Multimedia P H ) 4 A A
no Wi-Fi-cetu
o 3aInIeHHbli JOCTYII IO
WPA Wi-Fi Protected Access o VH Y
OeCIpPOBOIHOM CETH
R Be3omacHas nactpoiika 0ecripoBOgHON
WPS Wi-Fi Protected Setup P POBOA
ceTn
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